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About this document

This section lists the audience, purpose, summary of information,
and conventions used in this document.

Audience

This document is intended for qualified installers and administrators of
Firetide products.

Purpose

This document has the information necessary to install, configure, troubleshoot,
and maintain HotView Pro network management software in networks that use
HotPort 7010/7020, FMC-2000, HotPort 5020 nodes, and HotPoint 5100/5200
access points. HotView Pro also manages HotPort 5020-LNK solutions.

Summary of information

This document contains information about HotView Pro Version 10.17.0.0.
The next table lists the chapter names and summaries.

Section Chapter name Summary
HotView Pro software | HotView Prointroduction Lists HotView Pro software features and benefits
HotView Pro software Lists the system and environmental
installation requirements, third party software installation

procedures, and installation procedure

Hot View Pro server Contains information about HotView Pro Server

configuration and the procedures to configure the server

Configuration of the Contains information about HotView Pro

network monitor server Monitor and the procedures to configure the
monitor features

Mesh node security Contains information about radio and

network security




Section Chapter name Summary
Performance tools Contains information and procedures for
improving the performance of your network
Network tasks Contains upgrade procedures and
gateway group procedures
Ethernet Direct Contains the procedures for setting up
Ethernet Direct
Transfer of licenses Explains licensing requirements
Client preferences Contains information about how to
customize the HotView Pro workspace
Troubleshooting Lists problems and suggested solutions
HotView Pro software
and mesh issues
HotPort mesh Mesh-wide node Contains the procedures to configure
node configuration HotPort mesh nodes
configuration - ) . o
g Mesh node-specific settings | Contains HotPort mesh node-specific
settings and feature information
HotPort 5020-M Mesh node- | Contains feature information pertinent to
5020-E settings Contains HotPort 5020-E
configuration information
Firetide Mobility Mobile network solutions Contains the procedures for administrative

tasks, such as creating administrative accounts

Access point
configuration

Initial access point
configuration with
HotView Pro

Contains the procedure for an initial
software configuration and log in and
access point load procedures

Wireless LAN configuration

Contains the procedures to configure
virtual access points (VAPs)

Authentication and captive
portal configuration

Contains the procedures for set up internal and
RADIUS authentication and for custom portals

Access point management

Contains the procedures related to access
point (AP) groups

Wireless
feature
configuration

Contains procedures and information related
to wireless features to enhance user
experience, manage resources, and satisfy
special network requirements

Wireless distribution
stations

Contains the procedure for configuring a
wireless distribution station (WDS) system




Section Chapter name Summary

Monitoring and reporting Contains information that can be

with HotView Pro viewed, exported, or printed

SNMP with HotPoint Contains HotView Pro procedures related

access points to SNMP integration

HotPoint access point Contains Firetide MIB names and descriptions

MIB list

Licenses Contains information about required licenses
for access point management and a procedure
for using a field laptop without a HotView Pro
management license

HotPoint messages Contains HotPoint access points messages

Upgrade by script Contains the procedures to use the Firetide
AP FW Upgrade Utility

Configuration with the Contains access point configuration procedures

web interface using the integrated web (HTTP) interface

Appendix Worldwide default List radio defaults by country
radio assignments
Conventions

Certain information has special meaning for the reader. This information
appears with an icon that indicates a particular condition, such as a
warning or caution, or a label, such as “Note” or “Best Practice”.

> B B

Electrical hazards are those environments where the danger of
electrocution is probable. This image appears before each
electrical hazard statement.

Warnings contain safety information that you must obey. If you do
not obey the instruction in a warning, the result might include serious
injury or death. This image appears before each warning statement.

Cautions contain information that you should obey to avoid minor
injury, inconvenience, and damage to equipment. This image
appears before each caution statement.

Notes contain optional advice and information particular to a special case

or application.

Best practices contain specific recommendations based on industry-standard

expectations.




Document feedback

If you find an error or content missing from this document, we want to
hear about it. You can send your feedback about any of our documents
to techpubs@firetide.com.

Contacting customer support

If you need support, depending on the problem, you might be asked for
this information:

® Description of the problem
* (Computer with HotView Pro and an installed management license
e Channel and frequency plans
® Recent spectrum analysis

e Device topology in Google Earth (KMZ file)

e Network map or topology plan with the names and device information

A support case may be opened from http://www.Firetide.com/supportrequest
following completion of the online form. To reach support by phone:

Worldwide customer support

Days/Hours

Contact

Americas Monday to Friday http://www.firetide.com/requestsupport
7:00 am to 5:30 pm (877) FIRETIDE, extension 2
PST (Pacific standard (408) 399-7771, extension 2
time) (408) 355-7271
Africa Monday to Friday http://www.firetide.com/requestsupport
Asia 8:00 am to 5:30 pm +918040215111
Australia IST (India standard Fax +1(408)
Europe time) 317-2257
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HotView Pro introduction

HotViewProisacentralized, network managementsoftware. Itisa platformfrom
whichyou can configure, monitor,and manage HotPort® mesh nodes and
HotPoint®access points.
ThisversionofHotViewProsupports networks that havethese hardware
platforms:

HotPort 7010/7020 mesh nodes

HotPort 5020 nodes

Note: HotPort 5020-LNK can be managed with HotView Pro.
HotPoint 5100/5200 access points

Optimal network performance

HotView Pro software uses these features to support highthroughputand low
latency of voice, video, and data communications:

Unique flow control mechanismto balance link-specific trafficloadsand
class-of-servicepriorities. With flow-based routing, the systembalances
trafficacrossthemeshtobestoptimize aggregate throughputandincrease
network performance.

Trafficpriority optionsandmanagementcapabilities.

Bandwidth metrics toimprove overallthroughput for the best transmission
paths based on link capacity, type, hop count, and retransmission count.

Network performance canberefinedincrowdedenvironments by manually
removingredundantlinksfromthemesh.

Management features

HotViewProuses traditional client/serverdesign. The server usesadatabaseto
store and export:

Mesh and node configurations

Operating statistics

Faultand eventlogs

Administrator access privileges and user preferences.

Theclientand serverfunctions operateacrossaLANorWAN, orcan be collocated
onasingle platform.
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Managing multiple mesh networks

Eachlocal or remote HotView Pro client is capable of managing one or more
HotPort mesh networks fromasingle screen. Real-time monitoring shows a
graphical view of active connections in the mesh topology, and statistics and
logs. Youcaninsertacustombackgroundimage, suchasafloorplan, mapor
drawing, to show the physical location of all nodes in the mesh. You can view

multipleorindividual meshes.

Multi-user management

HotViewProlets multipleadministrators havedifferentmanagement
capabilities. Tosupportgood change managementpractices, however, onlyone
useratatime has read and write capability foramesh. HotView Proalsoincludes
adefault ID lockout feature that lets you change default user IDs to avoid brute-

force attacks.

SNMP management

SNMP management lets network administrators customize and integrate
managementofindividual or multiple HotPort mesh networks with anetwork
managementsystem, suchas HPOpenView orIBMNetView.

Web-based client

TheHotViewwebserverfeatureenables network managerstouseawebbrowser
to connect to the HotView Pro Server.

Real-time management

HotView Prohasvisualinformation of one or morewireless networks. The
information includes:

Network status
Performance statistics
Current/logged faults

Note: Statistics and log files can be exported for later analysis.
Real-timeinventory of allHotPort mesh nodes and HotPoint access points
Scalableandsecuresoftwareupgradesandupdates

Note: Certificate-basedfirmwareupgradesforcedevicestoacceptupgradesonly
from digitally signed sources.

Differentsegmentviews ofthe network
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Access features

HotView Pro network management software provides performance and statistics
monitoring forHotPoint products. Access points can be connected to HotPort
mesh nodes or directlytoawiredinfrastructure.
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HotView Prosoftwareinstallation

This chapter contains information to helpyou avoid problems whenyouinstall
HotView Proand contains the stepstoinstallHotView Proand apply license keys.

Installation options

YoucanchoosetoinstallHotViewProorHotViewProwith HTTP.

Installation location

The HotView Pro software and licensing is intended to be installed on a specific
system, and management via this software should be done from this system or
another system that has network connectivity to this original device. If the
original system with the Firetide software and licensing is no longer available,
the software and licensing can be moved to a different device, but this transition
will require assistance from Firetide Technical Support.

It is the customer’s responsibility to maintain and secure license key
information, since Firetide sells directly to the distributor and does not record
integrator or end-user information. Applying Management directly to the mesh
nodes is one way of accessing a mesh network from a non-licensed system.
However, all nodes will require a Management license be installed and applying
a Management license to a node does deplete the HotView Pro Management
license count.

Ports that HotView Pro software uses

Ifthere are firewalls between the various elements of the network, certain ports
mustbeopen. Thenexttableliststhe TCP ports thatFiretide products use.

HotView Clientto

. Deviceports
HotView Pro Server P

1921t0 1930 32000

6666 6610

— 6613
Table 1

Caution! Ifyou changetheJBOSS default port from 80toanother
/L A \ port, you must ensure that the portis reachableand is not blocked by
afirewall.
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Hardware requirements

Thenexttablelists the minimum hardware requirements of the server.

Component Minimum requirement

Operating system - Windows® 8 Professional (32 and 64 Bit)/7
Professional (32 and 64 Bit)/ Vista, XP
Professional SP2, Windows Server 2008 and
2012 StandardR2 (64 Bit),

- FedoraFC 17(328Bit)

CPU Inteli3 Dual Core or higher
RAM 4GBormore

Storage 250GBormorediskspace
Network connection 10/100/1 GigRJ45 Ethernet
Other - (Optional) UPS back up

- (Optional) Redundant power supplies
- (Optional)One ormoreRAID arrays

Table 2
Client computers need to haveasupported browser, suchas Internet Explorer,
Mozilla Firefox, or Google Chrome.

Software requirements
Refer to the following OS and Java compatibility table.

Operating System Java Version (32 Bit) DB version
Windows 7 Java 1.7 update 14, 51, | PostgreSQL 9.1,
Professional 60, and 67 PostgreSQL9.2
(32 Bit) PostgreSQL9.3
Windows 7 Java 1.6 update 34 PostgreSQL9.4
(64 Bit) Java 1.7 update 45, 147

Java 1.8 update 25
Windows 8 Java 1.7 update 71 PostgreSQL9.2
Professional
(64 Bit)
Windows Server Java 1.7 update 21 PostgreSQL9.2
2008
(64 Bit)
Windows Server Java 1.8 update 25 PostgreSQL9.2
2012
(64 Bit)
Fedora 17 Java 1.8 update 25 PostgreSQL9.2
(32 Bit)
Table 3
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Make sureyou have a 32-bit versionofJava 7 or 8installed on the server. Fora
j copy of Java 7 or 8, visit www.java.com.

Caution! If you use another version of Java, you might experience unpredictable results.

Caution! HotView Pro is not supported in virtual environments. If you
L l runHotView Proinavirtual environmentyou void your product
warranty.


http://www.java.com/

HotView Pro software installation

Tobeableto use all HotView Pro features, you mustinstall the database software.
Install the database support software before you installthe HotView Pro
software. By default, the HotView Pro software does not detect the database.

HotView Pro uses the PostgreSQL database for long-term storage of performance
data.Firetide suppliesadatabase schema.

Installing the PostgreSQL database

Prerequisites:

Server that meets the software requirements. See “Software requirements”.

Database software (in the software package). If you do not have access to
the database software, we recommend thatyou download a copy of
PostgreSQL version 9.x from http://www.postgresql.org/download/windows

(See Table 3 above)
Youarethe Administrator or have Administrative rights tothe systemto
whichyouareinstalling this software.

Toinstallthe PostgreSQLsoftware:

1. Double-clickthe applicationfile.

2. Specifythe location forthe program oraccept the default location, and then
click Next.

3. Specify the location for the data files, which can be a drive on the network,
andthenclick Next.

4. Specifyapassword, and then click Next. This is the authentication password
used by HotView Protoaccess the database.

Best practice: Use a unique password.
5. Click Next to accept the default network access port setting (Port 5432).
6. Select the language support, and then click Next.
7. Removethe check fromStack Builderapplication.
8. Click Finish.

For HotView to work with aremote server, you need to edit pg_hba.confand
postgresql.conf.

If HotView is onthe same server as the database software, the process is
complete.

Editing PostgreSQL configuration files
If youwant the database to reside on aremote server (separate fromwhere
HotView Prois installed), you need to point to the remote server location.
Prerequisite: PostgreSQL softwareis installed onthe server.
Toeditthe PostgreSQLconfigurationfiles:

1. Browseto the PostgreSQL folder, click on PostgreSQL version (specific
version of PostgreSQL installed), and open the data folder.

2. Inatexteditor, such as Notepad, open pg_hba.conf
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3. Modify the file (pg_hba.conf).
a.  Search for“IPv4 local”

b.  Changetheencryptiontypefrommd5topassword.Forexample:
“hostallall 127.0.0.1/32 md5” to “host allall 127.0.0.1/32
password”

c.  Savethefile.
4. Open postgresql.conf
5. Modifythefile (postgresql.conf).
a.  Change#ssl=offtossl=off
b.  Change#default_with_oids = off to default_with_oids = off
c.  Savethefile.
6. RuntheSQLscriptto build the database.
7. Expandthedatabase,schema,andpublicstructures.
8. Click Execute Arbitrary SQL Query.
9. SelectFile>0OpenandnavigatetotheFiretideinstallationdirectory.
10. Expand folders untilyou canselect the nmspro_create file.
11. OntheQueryscreen, clickthe greenarrowtodo the query.

Setting up the database

Prerequisite: PostgreSQL configuration files are modified.
Tosetupthedatabase:

1. Selectthe databaseyoujust created (forexample, FiretideDB).
2. ClickRefreshObject.
Database setup is complete.

Installing HotView Pro software

Prerequisites foratestenvironment:

Serverthatmeets the software requirements
Correctversion of Javainstalled on the server
(Optional)database software installed onthe server
Prerequisites foraproductionenvironment:
Serverthatmeets the software requirements
Correctversion of Javainstalled on the server
Database softwareinstalledontheserver
ToinstallHotViewProsoftware:

1. Download the executable software file.
2. Ifyouwanttoinstall HotView Prowith HTTP, download jdk and jboss.
3. Double-click the file to runit.
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4, Clickthroughtheinstallationwizardto:
- Makealanguageselection
- Select the location of the installation
- Selecttheinstallation option (HotView Pro or HotView Prowith HTTP)
- Enterselectionsand paths to third party software.
- Reviewyourselections.

5. ClickInstall.

Theinstallationtakes twotothree minutes.

6. Click Doneto exit the wizard.

If the installation process does not finish, see “Troubleshooting HotView Pro
software and mesh issues” on page 90.

Next steps: Install the licenses, and then enable the databases.

Using HotView Pro launcher to access applications

Afteryouinstall the software, you have to configure the HotView Pro server.
Double-click the HotView Launchericon.

Fromthe launch screenyou canopen specificapplications, such as the client
application, server application, or both (quick launch).

Single-click the item to launch the software.
é Caution! Double-clicking launches the program two times and causes

an error.

The nexttable lists the items on the HotView Pro launch screenand when to use

them.

Item

Action and use

Quick Launch

@0,

Action: Launchestheserverapplicationandthe
client application at the same time. When the
clientapplication closes, the server application
also stops.

Use: Fortests and to debug.
Note: Do not use in a production environment.

Server

Action: Launches the server application. It runs
until itis manually stopped. If the LED is red, the
serverisnotrunning;ifitisgreen,theserveris
running.

Use:Forproductionenvironments.
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Item Action and use
Client Action: Launches the clientapplication.
@ Use:Forproductionenvironments.

Server Configuration Action:LaunchestheServerconfiguration

e functionality.

I i

|| Use: Forinitial server setupandtomanageusers

O and system-wide settings.

Table 4

License registration

TheHotViewProServeroperates withlicenses. Eachlicense appliestoone
server.

Youcanpurchaselicenses forthefollowingpurposes:

Management

Youcanenteranalphabetic keytocreate atemporary license. The system
lets you configure some items while you requesta permanent license. If you
donotgetapermanentlicensekeythesoftware stopsworkingafter 30 days.
Mobility

Amobility license is required when one or more nodes travel withina mesh.

Note: For mobility across multiple meshes additional hardware and software
configuration are required.

Dual radio

If yourFiretide product has a second radio, you mustactivate it through
softwarewithalicense key.

Wireless-n

802.11n(MIMO)operationis also activated through software and alicense
key.

Note: Without a permanent dual radio license you cannot configure the second
radio.

Note: During anewinstallation, several warning messages appear during the
configuration process.
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Fromthe HotView Launcher, click the Server Configurationicon.
Atthelogin promptenterthe default user name and password:

Database user name: hv_admin

Database password: firetide

Whenawarning message toinformyou that the server cannot be reached
appears, click Yes.

Whenawarningmessage toinformyouthat the database cannotbe reached
appears, click Yes.

Whenawarningmessagetoinformyouthatthereis novalid licenseappears,
click OK.

Entering a temporary license key

Prerequisite: Temporarylicensekeyforeachlicenseyouneed.

Repeat these steps until you enter all of the licenses that your network requires.

Toenteratemporarylicensekey:

N o vk W=

Enterthelicense keyyou were given. The license key is not case-sensitive.
Click AddLicenseKey. The keyyou enteredappearsinthelist.

Click EULA, and read the end user license agreement (EULA).

Close the window.

Checkthecheckboxtoaccepttheagreement.

Click Activate License.

Addanothernextlicenseifnecessary.

Requesting a permanent license key

Atemporary licenseis goodfor 30 days. Whenatemporary license expires, you
cannotusethesoftware. Youmustrequestapermanentlicense.

Prerequisite: temporary license key

Bestpractice: Enteralllicensekeys,enter the information in the LicenseTo
tab,andthen generatetherequestforapermanentlicensekey.

Torequestapermanentlicensekey:

1.

Selectthe temporary license forwhichyouwantto requestapermanent
license. (Optional) Check Apply Online to use the online method or
requestingakey.

Note: Apply online option can only be used for new licenses, not re-issues.

2.

3.
4.

ClicktheLicensedTotab.
a.  Enteralloftheaccount’s contactinformation.
b.  Click save.

Click Request Permanent License.

Afteryou have all of the key requests, make an email requestand attach all
of the key requests to the same email.

14
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5. Sendthe email to licensing@firetide.com

Caution! You must save the License Toinformation. If this information
/L A \ is not saved, you cannotimport your permanent license.

6. Click Save.

Permanent license key failure

If you select to apply for a permanent license key by Internet (online), the
requestfor permanentlicense buttonstarts thelicenserequest process. Ifan
SMTPserverisrunningonyourHotView Pro server, the system sends an e-mail
request automatically.

If the system cannot send the license request because SMTPis not available,
choose the appropriate option when prompted. SelectNo.

If you accidentally select Yes, an error message will appear. Save the generated
file tothe system, and then send it by e-mail.

Installing a permanent license key

Prerequisite: Permanentlicense keyfromFiretide
Toinstallapermanentlicensekey:
1. Copythefiletoyourdesktop.

Goto Server Administration > Configure HotView Server > Licensing > License
Informationtab

2. Selectthe license that you want to make permanent, and then select Import
Permanent License.

3. BrowsetothefileandthenclickOpen.

Viewing the licensee

You cannot make changes to the licensee information, but you canviewit.
Toviewthelicenseeinformation:

1. LaunchHotViewProorHotViewProServer Configuration.
2. Click Licensing > Licensed To tab.


mailto:licensing@firetide.com
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Enabling the databases

Thedatabasefeatureis disabled by default.
Note: Enable the databases after you enter the licenses.

Note: When the server cannot reach the databases and when the databases are
notconfigured, thesystemsendsloggedinuserswarningmessages.

ToenablethePostgreSQLdatabase:

1. SelectUse Database.
2. ClickApply.

Field access without a management license

When you set up a new mesh, you have the option of pushing a
management license to each node. Pushing a management license to each
node will allow one to manage the mesh nodes from a system that does not
have a management license. For instructions on how to push the
management license, see page 83. The following paragraph describes the
process after you have pushed the management license to the nodes.

Using HotView Pro without a license key

Caution! You need to apply a management license to all nodes in a

A mesh. If one of the nodes in a mesh does not have a management
license, thenthe systemsendsanerrormessageand preventsaccess
toall nodes in the mesh.

Touse HotView Prowithoutalicense key after the management license keyis
assignedtotheappropriate setofmeshnodes:

1. InstallHotView Proonasystem that does or does not have atemporaryora
permanent license.

2. StarttheHotView Pro Launcher, and then select the Server Configuration
icon.

i

i
'

3. Acceptthe promptstoaccesstheServer Configuration, and remove the
checkfromUseDatabaseandUse Database forRadius.

4. Click save.
5. Fromthe HotView Pro Launcher, go to Options > Manage Licensed HotPort
Nodes
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p
. Integrated HotView™ Launcher - Version : 10.9.0.12 = ‘ (S S
File | Option | Help @firetide
Select Language »

I Show Launcher as Floating Bar
IJ Show Always On Top
[J Manage Licensed HotPort Nodes

%h an application.
HotView Pro™ Quick Launch

— This launches both the server and the client. CAUTION: launching both applications with this
icon will cause both applications to terminate when you quit. This is undesirable when you
|a| are on the primary NMS machine. It is intended to be used for field test and configuration
@ machines. You may wish to remove this shortcut from the primary NMS machine.

S A S S S SV 3 S S S

You can nowlogintoand manage the mesh fromadifferent computer.

Software upgrade and downgrade considerations

If you have an existing mesh and want to upgrade to HotView Pro 10.17.0.0:

Carefully evaluate the feature set foryour needs.

Make sure thatthe HotPort 6000 node interoperability feature set meets
your needs.

MakesurethatanyHotPort 7000 meshnodesareconfiguredtousechannels

available in the release to which you want to upgrade. Refer to the release
notes forthe supported channels list.

j Caution! Refer to the 10.17.0.0 release notes, located at

http://www.firetide.com/support/support-resources for details in
regards to upgrade and downgrade considerations.
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HotViewProserverconfiguration

This section contains server configurationinformation. Youdo nothavetostart
the serverto configure it.

Thenexttablelists the HotView Proserver configuration choices andtasks.

Menu item Tasks

Database Management Letsyou configure authenticationfora
database

- Configureadatabasename, hostname,
username, password

- Clean (delete) log files
- Delete “older than” statistics

Network Management Letsyou configure the Mesh, APGroup, and
Firetide Mobility ControllernetworklDandlogin
information

Service Manager Lets you stop and start the HotView server, the

SNMPagentand monitorserver

HotView Management Lets you configure HotView users, Windows
services, SNMP, Upgrade, Logs, syslog,NTP,and
Network monitor server

Licensing LetsyouenteryourLicense Toinformation,adda
license key, access theFiretide privacy policy
andFAQs,importapermanentlicenseand
request a permanent license

Alarm Management Letsyou configureanSMTPserver, define
alarms, severity,andactions

Security Letsyou configure highorlowsecurity

Network Monitor ACL Lets you set the security level for the network

monitor server

Table 5
Server management and firmware configuration options include:
“Accessing HotView Pro server” on page 19
“Starting HotView Pro server” on page 19
“Stopping HotView Pro server” on page 19
“Stopping the server manager” on page 20
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“Starting the server manager” on page 20
“Configuring HotView Pro as a Windows Service” on page 20

“Changing the chunk size and retry count for a firmware
upgrade” on page 21

“Enabling the overwrite firmware file option” on page 22
Other configuration options include:

“SNMP and alarm configuration” on page 22
“User account configuration” on page 30
“Mesh account and membership configuration” on page 34

Accessing HotView Pro server

ToaccesstheHotViewProserver:
1. StartHotView Pro.

2. GotoServer Administration>Configure HotView Server

Note: Use the shortcut icon from the Quick Launch software. Single mouse-
click onthe iconthathas anut, screw, and server.

L
i
'

Starting HotView Pro server

Tostartthe HotView Pro Server:

1. Click the HotView Pro shortcut > Server Configuration > Configure HotView
Server>Service Manager

2. ClickStart HotView Server.

Stopping HotView Pro server

TostoptheHotViewProserver:

1. GotoServer Administration > Configure HotView Server > Service
Manager
Click Stop HotViewServer.

3. Click Apply,andthenclick Save.
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Stopping the server manager

Tostoptheservermanager:
1. GotoServer Administration>Configure HotView Server > Service
Manager
. Click stopHotViewServer.
3. Click Apply,andthenclick Save.

Starting the server manager

Tostarttheservermanager:

1. GotoServer Administration > Configure HotView Server > Service
Manager
Inthe HotView ProServer Manager section, click Start HotView Server.
Click Apply, and then click Save.

Configuring HotView Pro as a Windows Service

AWindows Service Application canrunforalong time and does notinterfere
with someonewho uses the computerforothertasks. Youcanalsorunthe
serviceapplicationunderadifferentuseraccountthantheaccountofthe person
whoregularlyusesthe computer. For more information, referto the MSDN
Library. You must make Windows configuration changes and HotView
configurationchanges forthis featuretowork.

Note: The Linux version of HotView Pro does not support this feature.
Toenable HotViewProtorunasaWindows Service Application:

1. GotoServerAdministration>HotViewManagement>WindowsService
2. Enterthe nameyou wantto appear (display name).

3. Selectthestartup type: automatic, manual, or disabled.

4. Entertheusernameand password.

5. Click Save.

Gfiretide
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Changing the chunk size and retry count for a
firmware upgrade

Meshnodesreceivefirmwareupgradesoverawirelessconnection,which
consumes bandwidth.Whenameshis heavilyloaded orbandwidthis limited, you
canconfigure smallerchunksizes tobe senttoeachnode. Smallchunksincrease
thetimerequired foran upgrade, but they reduce theimpacton meshtrafficina
production environment.

Thedefaultchunksizeinbytesis 32768. Therange of acceptablevaluesis 1024
to 32768.

Note: In environments with high levels of interference, Firetide recommends
smallerchunksizes.Smallerchunksizes reduce sensitivitytointerference.

Youcanalsoenterthe numberofretryattempts duringafirmware upgrade. The
defaultnumberofretriesis 5. Ifyou experience upgrade failures, reduce the
retry count. The range of acceptable valuesis 0to 10.

Tochangetheupgrade chunksizeandretry count:

1. Go to Server Administration > Configure HotView Server > Select the
Upgradetab

2. Enterachunksizeinbytes.

HotView™ Users | Windows Service | SHMP | Upgrade | Logs | Syslog | NTPSettings | Network Monitor Server

[] Overwrite Firmware file on server for upgrade

Software Upgrade Configuration
A chunk size of 32 kB is a good default for many general purpose upgrades.
However, if you experience repeated failure during upgrade process it is good to reduce the chunk size.
The value of chunk size can be in the range for 1 kB 10 32 kB.
Using larger chunk sizes increases the upgrade speed. This is recommended in deployments where the links are very reliable.
Using lower chunk sizes increase the upgrade reliability at the cost of longer upgrade time.
This is recommended in deployments which have links that can be unsteady.

Chunk Size |32768 (bytes) (1024-32768)

3. Enteraretry countnumber: 0to 10 (5 is the default value).

Aretry count of 5 is a good default for many general purpose upgrades.

However, if you experience repeated failure during upgrade process it is good to reduce the retry count

The value of retry count can be in the range for 010 10.

Using larger retry count increases the upgrade. time. This is in where the devices are less.
Using lower retry count increase the upgrade completion time.

This is recommended in deployments which have links that can be unsteady.

Retry Count |5 (0-10)

4. Click save.
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Enabling the overwrite firmware file option

If you enable “Overwrite Firmware file on server for upgrade,” the system
overwrites the firmware saved in cache with each upgrade. By default, the
systemusesthefirmwareimageincacheformultipleupgrades.

Toenablethe overwrite firmware file option:

1. Go to Server Administration > Configure HotView Server > Select the
Upgradetab

. Makeacheckthe “Overwrite Firmware file on serverfor upgrade” box.
3. Click save.

SNMP and alarm configuration

TheHotViewProsystemcansend messageswhentriggereventsoccurtogiveyou
informationaboutthe health of the network. The system has SNMPand SMTP
features.

If youwant to use an SNMP management software withouta HotView Pro server,
see“Native SNMP configuration and use” on page 38.

SNMP support

The system supports SNMPversions 1,2,and 3. Touse SNMPyou need to start
and then configure the SNMP agent manager.

Note: SNMP management from HotView Pro is not available for these products:
- HotPort5020-E
- HotPort 5020-LNK

SNMPagentmanagertasksinclude:

“Starting the SNMP agent manager” on page 25
“Stopping the SNMP agent manager” on page 25
“Configuring the SNMP agent manager” on page 25

SMTP support

SMTPis away to receive email notifications of log events. When several events
happenina 10second period, HotView Pro puts all of the events in one email.

If the database is configured to work with HotView Pro, the system uses the
databasetokeepthealarm history. If no database is configured, save alocal file
onthe HotView Pro server. Alarm history can be kept for trend analysis of
individual node performance.

Forthe alarm managementfeaturetowork:

1. SetupanSMTPserverinyournetwork. See “Configuringan SMTPserverin
HotView Pro” on page 26.

2. SetupaHotViewProSMTPserverentry.
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3. ConfigurethealarmsinHotView Pro. See “Adding an alarm” on page 27.

Alarm severity levels

HotView Pro hasthese alarmlevels:

Critical: This event affects service. The system requires immediate action.
Major: Anerroroccurred and will require attention.

Minor: This event mightbe anerror.

Informational: Thisisan expected event. Noactionis required.
Custom: Anadministrator cancreate theirownlevels.

By default HotView Pro has a defaultassignment of alarm types and level, but
you can change the alarm severity level.

Alarmtypes

Thenexttablelists the pre-configured alarmtypes and events.

AlarmType Event

Access Point HotPointDown

HotPointUp

Station Association

Station Disassociation

FMC FMCDown

FMCUp

Mesh Down

Mesh Up

Mobile Node Authentication Fail

Mobile Node Authentication Success

MobileNode Down

Mobile Node Roam

MobileNodeUp

Standby FMC Down

Standby FMC Up

Static Node Down

Static Node Up
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AlarmType

Event

Mesh

Bridge Link Down

Bridge Link Up

Faults (Port Up/Down)

HotPort Link Up

HotPort Node Down

HotPort Node Up

PTP

Faults (Port Up/Down)

HotPort Link Up

HotPort Node Down

HotPort Node Up

Table 6
Alarm identifier

Youcanselectanalarmidentifier onanode or device type basis, such as all
access points, oronaper device basis by serial number.

Alarm actions

Whenaneventhappens, you can configure HotView Proto do different actions

foreachalarm.Forexample,forcriticalalarms,youcanconfigureHotViewProto

immediately send you or other administrators email messages.

Thenexttablelists the actions HotView Pro supports and adescription of each

action.

Action

Description

Alert sound

By default, the HotView Pro server
machine makes the sound. You can
enable client machines tomakea
soundwhenyouselectthe check box
Enable alerting at HotView Client.

Execute a system command

Youcan configurethe systemtoruna
Linux shell command.

Forexample, you mightwanttoruna
scripteverytimealink breaks.
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Action Description

Send an email The system immediately sends a
custom email message. The message
canbe differentforeachalarm.

Do nothing This actiontells the systemto record
the event for later.

Ignore This actiontells the systemto not
keepinformationabout this event.

Table 7
Starting the SNMP agent manager

Tostartthe SNMPagent manager:

1. GotoServer Administration > Configure HotView Server > Service
Manager

2. Inthe SNMPAgentManagersection, click Start SNMP Agent.

Stoppingthe SNMP agent manager

Tostopthe SNMPagent manager:

1. GotoServer Administration > Configure HotView Server > Service
Manager

2. IntheSNMPAgentManagersection, click Stop SNMP Agent.

Configuringthe SNMP agent manager

You need to set the SNMP version (v1,v2, orv3), agent port, and trap port.
Optionally, you can choose to have the system auto start the SNMP agent. By
default, the SNMP Agent does not start automatically. The agent port is set to
2000 by default. If you need to change this setting, open the server
configuration, select HotView management option and in the SNMP tab,
provide the SNMP startup information:

Click on the Auto Start SNMP Agent checkbox, select SNMP version and type
in the port value of your choice-- between 1 and 65535 (see instructions
below).

Prerequisite: Youmustenable the SNMPagent manager.
1. GotoServerAdministration>Configure HotViewServer> HotView
Management>SNMPtab
2. Make these changes:
- (Optionally)SelectAutoStartSNMP Agent.
- Selectthe SNMPversion.
- Enteranagentport.
- Enterthetrap port.
3. Click save.
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Bl HotView Pro™ Server Configuration 2
Database HotView™ Users | Windows Service | SNMP | Upgrade | Logs | Syslog | Network Monitor Server
Network SNMP Agent Startup.

Service Manager
HotView™ Management
Licensing
Alarm Management
Security
Network Monitor Server ACL

[] Auto Start SHMP Agent

Stp ersion
‘Agent Port 8085
Trap Port 8086

Save Apply Cancel

©firetidz

Configuringan SMTP server in HotView Pro

Tousethealarm managementfeatures, you have to configure the SMTP server
withinHotView Pro.

To configure an SMTP server:

1. GotoServer Administration>Configure HotView Server >Alarm
Management

2. ClickConfigureSMTPServer.

a.  (Optional) Click email notification box, and then enter the email for
the senderand up to four recipients.

| 2] Alarm Notification =

[] e-Mail Alarm Notification

sender E-Mail:

Recipient 1 E-Mail
Recipient 2 E-Mail
Recipient 3 E-Mail

Recipient 4 E-Mail
E-Mail alarm notification currently sends alerts for mesh alarms and when
nodes don't recover within 5 minutes after DFS channel switch.

SMTP Server Configuration

Click SMTP Server Configuration.

Enterthe server name/IPv4 addressand port number.
(Optional) Select Server connection requires SSL.
(Optional) Select Server requires authorization.
Enterthe usernameand password.

e N - s =
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| 2] Alarm Notification ==
SMTP Server
Server Name/Address : Port:
[ | 25
[] Server connection requires SSL
[] server requires authorization
Username: Password:
[ ) Alarm Severity =X
Severity Types
erial fumb, Descriptio
4[Crifical The system requires immediate aftention and corredtion.
3[linor |A condiion is noted and recorded, but it may not be an e
2|Major |An error occured and wil require affention.
|A routine information on normal events.
Remove All
Create Severities
Alarm Severity :
Description
Add

Hot View Pro server configuration

Click Save.

Adding analarm

To configure an alarm:

1.

GotoServer Administration > Configure HotView Server > Alarm
Management

Define Alarms : |

Define Alarm

ViewAIarmsAndConﬂgureActions:| View AlarmsiConfigure Actions |

2. ClickDefineAlarm.
Enteraname forthe alarm. The name can be up to 30 characters
long. Thecharactercountincludesspacesandspecial characters.
Selecta severity fromthe drop-down list.

Selectthealarmtype: PTP,Mesh, FMC, or Access Point.

HotView Pro Reference Manual 10.17.0.0 27
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Alarm Types :

Head node up.

Configure Alarms

pe
Informational [Mesh_

Remove All

Alarm Name : |Head node down|

Alarm Severity : |Critical >

Alarm Type : |Mesh

|

|Bridge Link up

Events List: Faults (Port UpDown)
Head Node Down
|HotPart Link Down

N

<[ Talr>

‘ save Cancel

3. Click View Alarms/Configure Actions.

a.  Click Add Action.
b.  Fromthedrop-downmenus, selectthe alarmname, typeandalarm
identifier.
c.  Fromthedrop-down menu, selectan action:
- Alertsound: makesasoundfromthe HotView serverorclient
- Execute a system command: enter a Linux shell command
- Ignore
- Reportnoaction
- Send an email: enterthe receiver’s email ID and message
d.  Click Add Action.
e.  Click save.
|£| Alarm Cenfiguration Panel @
e
Alarm Type :
Alarm Identifier
Aotion Types:
Enable alerting at HotView™ Client.

The systemadds theactiontoatableinthe middle of the workspace.
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Clearing analarm

Toclearanalarmfromthealarm history:

1. GotoServer Administration>Configure HotView Server >Alarm
Management>View Alarms/ConfigureActions

Define Alarms : | Define Alarm |

ViewAIarmsAndConﬂgureActions:| View AlarmsiConfigure Actions |

2. Highlight the alarm that you want to remove.
3. ClickRemove.

Creating a custom alarm severity level

Tocreateacustomalarm severity level:

1. GotoServer Administration > Configure HotView Server > Alarm
Management>AddSeverity

Create Severities

Alarm Severity : |

Description :

2. Enteraname (up to 30 characters long) for the severity level.
3. Add a description.
4. Click Add.

Viewing alarm history

Youcanviewunmanagedandmanagedalarmhistories.
Toviewandfilteralarmentries:

1. GotoServer Administration>View Alarm Logs/AlarmHistory
2. (Optional) Add an alarmfilter.

a.  Selectafiltertype: Alarm Type, Alarm Type Identifier, or Date.
b.  Selectthe field values.
c.  Click Add Filter.

3. (Optional) To print out the results, click Print. To export to a spreadsheet
application, such as Microsoft Excel, click Export.

4. Click oK to exit the window.
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« Current Alarms/alarm History

Display Options Fitters

Filter Tyne:: |Alarm Type [~
Filter Values ;

‘ Clear AllFilters H Print H Export ‘

User account configuration

Thissectioncontainstasks relatedtouseraccountmanagement:

“Configuring an administrative user"
“Deleting an administrative user” on page 31

Configuring an administrative user

Youcanadd, editprivileges, orresetthe passwords foradministrative accounts
sothatyou can have people log into the system to monitor, configure new
nodes, or troubleshoot network events.

Thesystemhastwodefaultaccounts:

hv_admin:asuperuserwith privileges toallmeshes
hv_guest: aread only account

Whenyou make a new useraccount, you have these options:

Server Configuration:
- Denyaccess (default setting)
- Adminaccess (equivalenttohv_admin)

Default Access is the access level givento the user for all new meshes that
are not already in the mesh list.

- Denyaccess (default setting)
- Read-only
- Read-write

Access Privileges:
- Mesh
- Controller
- FMC
- APgroup

To configure an administrative user:

1. GotoServerAdministration>HotView Management>HotView Users
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Select <Create User Entry> or selectanexistingaccount.
Enter or modify this information:
- User name
- Password
- Password (to verify)
- Selectaccess privileges tothe serverand default settings.
- Settheaccess privilege type.
4. Click save.

[ HotView Pro™ Server Configuration

Database Management

HotView™ Users | Windows Service | SNMP | Upgrade | Logs | Syslog | Network Monitor Server,

Network
Service Manager
HotView™ Management

Licensing
Alarm Management
Security
Network Monitor Server ACL

Configured Users List
<CREATE USER ENTRY>
lareg

hv_admin

hv_guest

Remove

Remove All

New List Entry

Usemame: |greg

Password:

Re-type Password:
Access Privileges Settings

Server Configuration : |DENY_ACCESS ﬂ
Defauit Access : [DENY_ACCESS

Access Privileges

1 RFAD_ONIY

Gfiretide I save Apply Cancel

Deleting an administrative user

HotView Pro Reference Manual 10.17.0.0

Note: If you cannot see the Remove or Remove All buttons, expand the window.

To delete a user-configured administrative account:

1. GotoServerAdministration>HotView Management>HotView Users
2. Selectthe accountyouwant to delete.

3. Click Remove.

4. Click Save.

Todeletealluser-configuredaccounts:

1. GotoServerAdministration>HotView Management>HotView Users
2. Selectonesystemdefaultaccount.
A confirmation message appears.

3. Click oK.
. Click Remove All.
5. Click Save.
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Setting a user lockout

Auserlockoutentry lets you configure how many tries auser has to enter the
correctlogin credentials. This featureis available for networks that use high
security.

The defaultvalues forthis feature are:

Lockoutperiodis300seconds
Numberofinvalid loginattemptsis 3
Durationofinvalid attemptsis 300 seconds

Tosetauserlockoutentry:

1. GotoServerAdministration>HotView Management>UserLocktab

2. Enterthelock out period, number of invalid login attempts, and duration of

invalid attempts.
3. Click save.

« HotView Pro™ Server Configuration

Database Management
Network

Windows Service | SNMP | Upgrade | Logs | Syslog | NTP Gettings || UserLock | Network Monitor Server

Lock out ce

Service Manager

fodifsonl |
HotView™ Management Lock out Period : |300] (secs)

Licensing Invalid attempts : [3
Alarm Management Duration of invalid attempts : [300 (secs)
Security

Network Monitor Server ACL Qecrfiame Lock Qut Time Remove Lock

Gfiretide Save Apmy cacel |
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Redirecting NMS logs

Tochangetheplacewhereyoureceive logs:

1. GotoServerAdministration>Configure HotView Server >HotView
Management > Logs tab

2. Click Browse to select a network location for logs.

Current Log Path:  Cl\Documents and Setting=s\QA_Test Systemifiretidellogs

Redirect Logs To Path: Ch\Documents and SettingsiQA_Test Svstemifiretidellogs

Browse...

WARNING :  HotView server restart required in order to apply these changes.

3. Click save.
4. RestarttheHotViewserver.

Configuring a syslog server

To configure a syslog server:

1. GotoServerAdministration>Configure HotView Server >HotView
Management > SysLog tab

Select Start Syslog Reporting.
3. Selectthe connection protocol: UDPor TCP.
Enter the host IPaddress and port number.

Start Syslog Reporting

Protocol Type :
HostIP: [127 |0 .0 |1
Port: [5085

WARNING : HotView server restart required in order to apply these changes.

5. Click Save.
6. Restartthe HotViewserver.
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Mesh account and membership configuration

This section contains tasks related to mesh account and membership
configuration:

"Saving login credentials”
"Deleting network objects"
“Restricting node membership in a mesh network” on page 35

Saving login credentials

Each meshnetwork, access pointgroup,and FMCdevice hasausernameand

password. HotView Pro system keeps arecord of login credentials of each object.

Tosavethe machinelogin credentials for anetwork, device group, or device:

Mesh tab > Configure Mesh > User Accounts

Note: You can also make password changes from Server Administration >
Configure HotView Server > Network Management tab.

Deleting network objects

Youcandeleteameshnetwork,and access pointgroup, and FMC device from
networkmanagementtab oftheHotViewProServer Configurationwindow.

Todeleteamesh network fromthe HotView Pro server:

1.

GotoServer Administration> Configure HotView Server >Network
Management tab

2. Selectthe Meshtab.

3. Selectthe name of the meshtodelete fromthe Configured Mesh List.
4. Click Remove.

5. ClickApply

6. Click Save.

B HotvView Pro™ Server Configuration X

Mesh | AP Group | FMC |

Configured Mesh List
<CREATE MESH ENTRY>
<DEFAULT MESH>

[Mesh 1[192.168.224.150]

Mesh 54[10.0.13.54]
Mesh 55[10.0.13.55]

Ofiretide save Aoy Cancel

Remove

Remove All

Selected Mesh
Prefered Mesh IP: [102 |[168 |[224 |[150

MeshiD: 1

N r—
- —
[] Pre-Load Mesh

Selected the mesh 192.168.224.150
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Todeleteanaccess pointgroup fromthe HotView Proserver:

1. GotoServerAdministration>Configure HotView Server > Network
Management tab
Selectthe AP Group tab.

Select the name of the AP group entry to delete from the Configured AP
Group List.

4. ClickRemove.
5. ClickApply
6. Click Save.

Todeletean FMCdevicefromthe HotViewProserver:

1. GotoServerAdministration>Configure HotView Server > Network
Management tab

2. SelecttheFMCtab.

3. Selectthe FMCID ofthe FMCtodelete fromthe Configured FMCList.
4. ClickRemove.

5. ClickApply

6. Click Save.

Restricting node membership in a mesh network

Bydefault, allmesh networks aretrusted (low security). You canrestrict network
membershipwith the security feature. Without security features, any node with
the correct mesh settings canjoin the mesh.

Ifthe mesh has high security enabled, whenyou do future firmware upgrades
you must use the digitally signed (.bin2) file.

Youcansetdifferentkinds of security:

Requireadigital certificate signed by Firetide
Trustnodes that have serial numbers that appearin atable that you make
Requireanadministrator toapprove eachnewnode

Torestrictnode membershipinameshnetwork:

1. GotoServerAdministration>Securitytab
2. Selecthighsecurity.
a. Selectoneoption.

b.  ForthePre-trustcertain nodes option, enter the serial number of a
node to be trusted, and then click Add.

C.  Repeatstep “b” until all nodes are in the pre-trusted list.
3. Click Save.
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Bhotview pr

v r Configuration

Database Manallement
Network.

SeMce Manager

HotView™

Licensing

Alarm Manaoement

security

firetide

Network Monitor Server ACL

security evel setting

Node Serial Number [

High security (Selectthe following options)

O Trustallnodecertificalessignedby firetideUP!Iradeand firetideCA

®Prerust, 1n1imi>ers. nfirmation forother

New Node Serial Numbers

Remove All

Sellalffumber:

0] node

O Low security (TrustAH)

| Vahdity Period Status ate Added

Show Untrusted

Remove

Remove All
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Native SNMP configuration and use

SimpleNetwork ManagementProtocol (SNMP)includesthese components:
manageddevices,aSNMPagent,andanetwork managementsystem. This
contentis about SNMPv1 and SNMPv2 supportwithinFiretide mesh products.

Firetidenative SNMPsupportincludesthese components:
Managed device: aHotPort meshnode that hasan SNMPagentand residesin

a managed network

SNMPagent: a software module inside aHotPort mesh node that translates
informationintoanSNMP-compatibleformat

HotViewProNetworkManagementSystemto configurethe SNMPinterfaces
andagents

SNMP manager (MIB browser), such as iReasoning

SNMPv1

RFC 1157 describes SNMPv1 and obsoletes RFC 1067 and RFC 1098. Security is
based on community strings.

SNMPv2

SNMPv2 includes these enhancements:
SMI
Manager-to-manager capability
Protocol operations

SNMPv2c (RFC 1901 to RFC 1908) combines the community-based approach of
SNMPv1 withthe protocoloperation of SNMPv2 and supports only SNMPv2c
security features.

SNMPdefaultbehavior
The SNMP interface and SNMP agent are disabled by default. The default SNMP

agentportis 161.Amaximumof fourtrap IPaddresses can be configured. GET
operations are supported. SET operations are not supported.

Compatibility

SNMPv1 andv2 are notdirectly compatible with each other. Youmust select one
versionthroughthe HotView Prointerface to use inyour mesh.

38



Native SNMP configuration and use

MIBs and OIDs

MIB stands for Management Information Base (MIB) is a collection of
informationorganizedhierarchically. SNMP provides access to MIBs.

AMIBcan be:
-Scalar, which define a single object instance
- Tabular, which define multiple related objectinstances grouped in MIBtables

Object Identifiers (OIDs) uniquely identify managed objects in a MIB hierarchy.
This canbe depicted as atree, the levels of which are assigned by different
organizations. Top level MIB object IDs (OIDs) belong to different standard
organizations. Vendor-defined private branches include managed objects for
theirown products.

SNMP agent

Foran SNMP browser to be able to communicate directly orindirectly connected
meshnodes, eachnodeinthe network musthaveavirtual network interface
dedicated to the SNMP agentand each node needs a unique IP address that the
SNMP browser canuse to query the SNMP agent running on a particular node.

Communication between SNMP managers and SNMP
agents

Communication flow happens differently depending on how the SNMP manager is
connected tothe meshnode.

Thenextfigure shows the datacommunicationflow betweenan SNMPmanager
and adirectly connected mesh node (head node).

HEAD NODE

I SNMP AGENT |

| "
| SNMP INTERFACE |

3

Query Response

SNMP
MANAGER

When the SNMP manager is directly connected toa mesh node (head node), the
communication sequence is:

1. The SNMP manager sends a query to the IPaddress of the head node.
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TheSNMPinterfacereceivesthequery.

The SNMP agent, whichiis listening on SNMP interface IP/SNMP agent port,
receivesthequery.

4. TheSNMPagentprocessesthequeryandthensendsaresponsetothe SNMP
interface. TheSNMPinterface forwards theresponseto the SNMPmanager.

The nextfigure shows anindirect connection between an SMNP managerand a
remote mesh node.

MESH
NETWORK <
Query -~ \\\Quer‘,f

- Response Response \‘\
yad A
HEAD NODE REMOTE NODE
| s\wPaAGENT | | SNMP INTERFACE |
t 4
| SNMPINTERFACE | [ sswpaceNT ]
A
Query Response

Y
SNMP
MANAGER

Whenthe SNMP manager is indirectly connected to a mesh node (remote node),
the communication sequence is:

1. TheSNMPmanagersendsaquerytothelPaddress of the remote meshnode.
2. Theheadnodereceives the queryand forwards ittothe mesh network.

3. Theremotenodereceivesandsendsthequerytoits SNMPinterface.
4

The SNMP agent, whichiis listening on SNMP interface IP/SNMP agent port,
receivesthequery.

5. TheSNMPagent processes the query and then sends a response to the SNMP
interface. The remote node SNMP interface sends the response through the

mesh network tothe head node. The head node forwards the responsetothe
SNMP manager.

Configuringan SNMP agent on anode

Toconfigure the SNMPagentonanode:

1. Right-clickthe mesh>Mesh wide configurations >SNMP Agent
Configuration
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Mesh Settings

E-—gi Configure Mesh...

7 vians..

{ii] Mobility Configuration...
Multicast Groups...

E Mesh Bridge Groups...

BH mac itters...

MAC Aging Configuration...
B Radio Silence...

@ Ethernet Direct Connections...
@ Static Routes...

[X] vink Elimination...

e SNMP Interface Configuration...
[ sumP Agent Configuration...

Ly
E Select a new Background Image...

PP BB PI 0 000
2. Inthe SNMP Agent Configuration window, click Enable.

JBl SNMP Agent Configuration =

SNMP Agent Settings

SNMP Agent: ( Enable (® Disable

SNMP Version : D]

Agent Port

[ Targettiost | Targetrort [REREELEUI

Target IP Address :

Target Port

@fl’retide Save Cancel

3. Inthe SNMP Agent Settings area:
a.  selectthe SNMPVersion:v1 orv2
b.  EntertheAgentPort. The defaultvalueis port 161.
¢.  (Optional)EnteruptofourTrapIPAddressesand listener ports. The
trap IPaddress field lets the user configure the trap listener’s

machine IPaddress. The trap IP port field allows the user to
configure thetrap listenerto listen on the particular port.

4. Click Save.

SNMP Interface

AnSNMPinterfaceis avirtualized representation of anetwork interface that
mightnotcorresponddirectlytoaphysicalnetworkinterface. AnSNMPinterface
ofameshnodeis accessible withina heterogeneous network whether or notitis
directly connected to that node.
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Configuring an SNMP interface

ToconfigureanSNMPinterface:

1. Right-click the mesh > Mesh wide configurations > SNMP Interface
Configuration

Mesh Settings

Configure Mesh...

7 vians..

{ii] Mobility Configuration...
Multicast Groups...

E Mesh Bridge Groups...

BH mac itters...

MAC Aging Configuration...
[7] Radio silence...

@ Ethernet Direct Connections...
{ [4] static Routes...

[X] vink Elimination...

{2 SNMP Interface Configuration... N
% SHNMP Agent Configuration...

IEE Select a new Background Image...

SV 3 S 2V S S S 3 3 3 &

2. Selectthenode onwhichthe systemistoapply the configuration.

B SNMP Interface Configuration =)

[WBN 101204509902 Disabled 0.0.0.0 1 Low
W32100904500569 |Disabled [0.0.00 [1 |Low

Interface Settings

Interface State: ) Enable @ Disable

wagaress:| || [ [ ]

wwmask:[ [ [ [ ]

DefaultGateway:| || || || |
Management VLAN : ]: (1-4094)

portprory:

@ffletid! Save Cancel

3. Click Update.

Configure the state of the interface. By default SNMPinterface state is
disabled.

5. EnterthelPAddress, IPmask, and default gateway address for the SNMP
address.

Caution! The SNMP IP Address should not be in same subnet as NMSIP
/L A \ Address.
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Enterthe management VLAN. All the packets going out from this SNMP
interface portwillbetaggedwith configured VLAN. Default VLANIDis 1. The
VLANrangeis 1t04094.

Enterthe port priority: high, medium, or low. The default value is low. All
packets that leave this portare assigned the configured priority.

Click save.

MIB browseruse

Thissectioncontains basicexamples of usingdifferentMIB browsers. This
sectionis notasubstitute for the MIB browser documentation or training to use
aspecific MIB browser.

Using iReasoning MIB browser

The screen captures in this section show how to load and access the MIBs with
the iReasoning MIB browser.

1.

Load the MIB file FIRETIDE-7000-MESH-MIB.mib or FIRETIDE-5000-MESH-
MIB.mib

PerformGET/GETBULK operation.

[ iReasoning MiB Browser]
File Edt Openations Tools Bookmarks Help

Address: - 19216821011 v | Advanced... |OD:|.136.14,1.22835.100.3.1.1 ~ | Operatons: Get Y, )
S iss Result Table
L
% [ Ariotport2000NodeGwTable il "Name/OID | Vaue [ Type Pport Q
- [ Arotport 000NodeGusTable oor7000NodeStats 6087 actve (1 _ nteger _[192.168.210...
B frotport 70001 JHOTPORT 7102 OctetSting [192.168.210... |
o] 'HOTPORT 7102 Octetstng [192.168.210...
4[] frotport7000NedemtcastGroupTable rotport7000odel ocator. 6087 s Inger [ 92.180.200...| [
4[] fotport 000NodeEtheretDrectTable otport7000Nodel ocaton. 6087 2% integer (192, 168.210..
frotport7000todeRado |fioort7omNodeQusType. 6087 I integer_[192.168.210... | 4
4 ) frotport7000NodeRadoTable rotport7000NodeType. 6087 t nteger _[192.168.210...
o B frotpart7ooadeRadainfoTabe oo 00odeesHid 6087 i rteger (2188201 |
fiopart rotport700odel ocaton?. 6087 3 integer [192.168.210...
= [ fiotport2000NodePor tTable firiotport7000Nodel ocatonString. 6087 | lOctetsting [192.168.210... | G
BN+l ft-otpor t000NodePortEntry. firotpor t7000Node Infoblame. 6087 HOTPORT 7102 OctetSting |192.168.210...
€ frotortToONodesartindex @ i {octetsting [192.168.21
7, aoe o teger 192,188,
A octetstng 1192.168.210...
5087 02477 [octetstring (192.168.210...
2 10days Zhows Z5mins [OctetSitring [152.168.210...
154 oTPoRT 7102 Octetsting [192.168.210.
54 6687 ) Integer _[192.168.210...
> %2 {RoTpoRT 7102} [Octetsitrng [192.168.210...
) Ran: 5 -FT_RESET REASON USSR REQ octetSting 192.168.210...
o @ 7.1 4715 Counteré4 (192, 168.210..
& £ firotmort7o0onodetianadTabie riopor 000deRado0pBytes 6067, 2217 Counteres 192,168,210,
+- [ firotontToododevianTable frotport7o0mtodeRadoinBytes 6087. 1 274 Counteréd_[192.168.210...
« /| i [Counter64 _[192.168.210...
fHotport7000NodeStatstcs RHotport7000NodeRadoDropPadiets.6087.1 10 [Counter64_[192.168.210....
e | w2 o Contered[192.168.2...
] A [Countere4_[152.168.210.
-8 w872 % (Counter64[192.168.210...
) w0871 [ Counter6 [192.163.210...
a o) (Counteré[192.169.210...
a e () linteger _[192.168.210.
a Tove () [integer[192.168.210...
a 087.3 e ) integer[192.168.210...
a e () nteger_[192.168.210...
a &87.1_bue (1) lnteger[192.168.210...
a otport7000NodePortAutaNegotite. 6087.2_rue (1) imteger—[152.168.210...
 friotportT00ONodeRadORIE Tors RHotport 000NodePortAutoMegotate. 6087.3__[iue (1) nteger
a frue (1) linteger
a .6087.1 1 in
‘ T n
lame | Rotport7000NodePoriEntry
lon .1.36.1.4.1.22635.100.3.1.1
s G e
yntax___|FHHotort7000NGdePortEnty
laccess | not-occessie
tots | current
pefval |
lindexes | irotport7000Nodelndex, RHotport7000NGdePortindex
Descr | Propertes of a pertiadar port.
retee

Configure Read community as guest.
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Address |192.168.210.11
Port (161
Read Community |*****

Write Community | *****

SNMP Version |2

Using ManageEngine MIB browser:

The screen captures in this section show how to load and access the MIBs with
the ManageEngine MIB browser.

1. Load the MIB file FIRETIDE-7000-MESH-MIB.mib or FIRETIDE-5000-MESH-
MIB.mib

Configure Read community as guest. Write community is not required.
Perform GET / WALK operation.

Elle Edt View Qperations Help
2D IS WP B 20 SO SH Owitie

[& Toaded MibModules

ost we2tss21011 ] pon o =
B fesiionn

& FF-MB Community | zrees ‘Wirite Community.
svave 25 =

= @ enterprises Objectin
Stretice
5 33 tHotpon7000MeshNode
33 tHotport7000Node
= [ fHotport7000NodeTable
= fHotport7000NodeEntry
¥ fHotport7000Nodeindex
 fHotpon7000NodeDisplayName
 fHotport7000NadeLocationSting
 fHotpon7000NodeL ocationX
 fHotport7000NodeLocationY
 fHotport7000NodeL ocationZ.
 fHotpont7000NodeQosType
 fHolport7000NodeType
N fHotpon7000NodeMeshid
D MHotport7000NodeStatus
% [ MHotport7000NodelnformationTable
& [ fHotport7000NodeLoginTable.
@ I fHotport7000NodeCapabiliyTable
® [ MHotport7000NodeMgmTable
# [ AHotport7000NodeQos Table
& [ fHotport7000NodeGwiTable
@ [ fHotport7000NodeGwsTable
[ fHotport7000gatewayintertaceNodeListTabl
# I3 fHotport7000Node GwsRedundancyTable
& [ fHotport7000NodemulticastGroupTable
& [ fHotport7000NodeEametDirectTable
& £ fHotpor7000NodeRadio =
& O fHotpont7000NodePort Oesobion |jadiia]
= 3 fHotport7000Nodestatistcs Syntax Status
[ fHotport7000NodeToNodeStatisticsTable R Raiiocs
o83 tatisti

- || index
Object D

Description

(Global View
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] Mansetogine

Free
Ede Edit View Operations Help

2RO 3 BRSO SO S H O

7w
= & peToc T uesiee T T Rl ot o )
Sretde Communty | weer wite Communiy
= 43 fHolpor7000MeshNode
= 3 iolport7000Node || setvawe 25
& [ fHotport7000NodeTable.
&8 Woportuoidecaiy .
. 56
 tHolport7000NodeLocatonx kol
- o =
- qosNoProriy()
N stateNode(t)
 MHolpori7000NodeNeshid !
acve(t)
® 3 tHotport7000NodelnformationTable Sent GET requestto 192.168.210.11 : 161
o8 oot %
o8
& Halpori7000NodeMgmTable t 2
= o e
© g 100
® g fHotport7000gatewayinterfaceNodeListranl |||y L
@ B fHotport7000NodemultcastGroupTable 2 0
& [ fHotport7000NodeE hemetDirectTable
& (7000NodeRadioStatisicsRowStatu
(3 tHolpor7000NadeRadio fiotport actie(t)
# 0 tHalpor7000NodePor 60574
% [ tHofport700DNodeToNodeSabisticsTable | | || :6087.2 i =
&8 J0r17000NodePortStatisticsTable —
© g Descrption | Makivar|
s T tHotport7000NodeCpuStatsticsTable & P
@ (3 RHotport7000Node Trap.
& 2 totport7000NadeMConformance || Access . Reforance
& Yo TETUAL ~||| maex
< £ v ||| oviectin [issiazzmim0s
- P T T P e T P P T
e DESETPUON  taistics counters in this table iz similer to the ones in ifTable.”

4. Configure the trap viewer
Community String for Traps: admin

Class Type Source Date Message

[V] Authenticate v1v2c traps (Community) [T]Enable Logging |Log Format |~

[V] Authenticate v3 Trap [T]Enable Mail Configure Mail
| Por 5080 Traplist  8080:admin  |w| Add | Del

Community | admin TrapParser [ Load |

[ Start \[ Stop H Show Details \{ Delete Entry }[ ParserEditor ?
'Traps: 0lnform: 0 | Status : Listening for Traps

Trap viewer
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(7] Authenscate VIV fraps (Communi) [-JEnable Looging [Log Forn
[Z1Authenticate v3 Trap [JEnable Mad [ Configure Mai_|

Port TrapList 8080-admin Add I Dol
[ . s0p Show Detats I Dot Enty

| I | s - 0o 1 | Status : Listening for Traps.

TimeStamp [0 hours, 4 minuces, 48 seconds.

Enterprise

Generic Type

‘Specific Type

Message .1 dod. 1 102 TimeTicks: 0 hours, 4 minutes, 48 seconds.:
Object ID: .1.3.6.1.4.1.22835.100.16.4:

.ZtHotport7000NodeTrapIntoste: Mesh Pore Up : 2t

Severly  lear

Entty 192.168.210.12

RemotePor

ha76s

LocalPort  [a080

Communty ladmin

Node 192.168.210.12

Source. 192.168.210.12

TimeRecenved [rr1 Dec 27 15:19:54 IST 2013

HelpURL  [0-0.htm1
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Configuration of the network monitor
server

Thenetworkmonitorfeatureis aneffective monitoringtoolfor customerswho
manage large networks, such as a multi-site carrier Wi-Fi HotSpot network.

This tool lets you monitor the status of access points in a hierarchical manner.
Thetool canbeusedinyourOCC(Operations Command Center)togetaglobal
status view of your network. Aglobal view canlead tofaster responses to events,
network connectivityissues,and soon. Network monitor does not support the
configurationofaccess points. Tomake configuration changes,you haveto
explicitly logintoan AP group.

By default, network monitor is disabled. To use this feature you have to enable it
with HotView Pro. Whenyou upgrade to a software version with network monitor
functionality, you must enable the feature.

Network Monitor Server can monitor 4000 or more access pointsinanetwork.
This chapter explains:

“Configuring the Network Monitoring Server startup settings” on page 48

“Starting and Stopping Network Monitoring Server” on page 49

“Network Monitoring Server security level settings” on page 49

“Setting the security level” on page 50

“Managing the Network Monitor Server ACL" on page 51

“Viewing access points using HotView” on page 51

“Configuring ACL password use with access points” on page 52

Configuring the Network Monitoring Server
startup settings

Youcan setthe Network MonitorServerto:

Start every time HotView Pro Server starts

Setaspecificportonwhich Network Monitor starts
The network monitor server listens to port 10000 (default). Therangeis 1 to
65000. If port 10000 is not available on your network, select an available port.

Ports above 2000 are usually available. The portvalue thatyou set must be the
samevalueoneachaccess point.

Specify a keep alive message time delay and atimeout to manage network
overhead. The keepalive delay specifies in seconds how long that the Network
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Monitoring Serverwaits to receive keep alive messages fromthe access points.
Thedefaultvalueis 20 seconds.

Thekeepalivetimeout specifies the numberof successive keepalive messages
that the Network Monitoring Sever misses before the server reports the access
pointdown. The defaultvalueis 3.

To configure startup settings:
1. GotoServerAdministration>HotView Management>Network Monitor
Server tab

2. (Optional)ChecktheoptionNetwork Monitoringserveris startedwhen
HotView server starts.

3. Entertheportnumberonwhich Network Monitoring Server starts.
f Caution! You must restart the server for port changes to update.

4, (Optional) Enter a keep alive delay and timeout.
5. Click Save.

Starting and Stopping Network Monitoring Server

Fromthe HotView Server Configuration panelyou can select the option to start
orstopthe Network Monitoring Server.

1. Click the HotView Pro shortcut > Server Configuration > Configure HotView
Server>Service Manager

2. Clickthe buttonto stop or startthe monitoring server.

3. Click save.

Network Monitoring Server security level settings

Note: HotView View only shows managed access points.

Whenanaccess pointconnects to the Network Monitoring Server, the server
enforces a particular security level to that access point. All new devices (no
configuration) enterthe systemas unmanaged devices. Based on the settings
you configure, the systemapplies low or high security settings to the device:

Low security. The system converts unmanaged devices to managed devices.

Highsecurity. The systemapplies acredential process toallunmanaged
devices:
- Thesystempermits devices thatappearinthe Managed ACL listor
deviceswithanACLpasswordthatmatchestheHotViewACLpassword
orserial numberin the pre-approved AP list.

- ThesystemblocksdevicesthatappearintheBlocked ACL.
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Low security level

Ifyou select lowsecurity, unmanaged access points become managedaccess
points.

High security level
If you select high security, you can choose to use an ACL password, oran ACL
passwordandalist of pre-approved nodes.

If you select the ACL password option, the password must match on both the AP
and HotView Pro for the access pointto become a managed access point.

If youusean ACLtable, you mustadd the serial number of the node to the ACL
table for the access point to be amanaged access point.

Theuserlockoutfeatureis available for networks thatuse

Setting the security level

Tosetthe security level:
1. ClicktheHotViewProshortcut>SelectServer Configuration>Security
2. Selectloworhighsecurity.
If you selected high security, configure the security settings:
a.  (Optional) Check Manage using password and enteran ACL
password.

b.  Check Manage using ACLtable and enterthe serial numbers of the
nodes thatyouwantto be monitored.

3. Click Save.
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Managingthe Network MonitorServer ACL

You can enter the serial numberand security access level (Managed or Blocked)
into an ACLtable to manage access points. Alternatively, if you have no pre-
configured setting requirements, whenyou load anewaccess point, by defaultit
becomes an unmanaged access point.

Note: HotView View only shows managed access points.
Each list contains the serial number of the node and the status.
Tochange the status of adevice:

1. Selectasetting fromthe drop-down menu.
2. Click oK.

Viewing access points using HotView

Theaccess pointgroup panel shows alltheaccess pointgroups. Access point
groupiconsindicate the status of the group:

Group WARNING icon
Oneormoreaccess pointsare notrunning.

— GroupUPicon
Allaccess points are running, and you are logged in.

Group DOWNiicon
Youare notloggedinto the APgroup.

Youcanonly see managedaccess points. Access points thatare notworking
correctly have a small red mark in the lower left corner of the icon.

N
9)

B QL

Managed AP (UP)

= =
1=

Managed AP (DOWN)

Alternatively, you can view the same access points with the AP Inventory panel
which shows a list of all the access points and the status of each one.

The Station Inventory panel shows a list of all stations attached to the access
point.
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The nextfigure shows the Performance Panel where you can seethe wired and
wireless statistics foreach AP.

] ] FiAba] OO 0] b FARS] PG, FONES] FOAEDS) FiNe) PR, SRS ) S
"
8 8 3

FTAND | RIS graaave

APlnventory ¥ x| Performance U x

©000000000000000000; E

Statistics foreachaccess pointinclude:

HotPointname

Serial number

Status

Location

Firmware version
Model

Ethernet MAC address
Base radio MAC address
Hardware version

Configuring ACL password use with access points

Prerequisite: You have to enter some settings on each access pointto beable to
addaccess points tothe ACL:
IPaddress of the network monitor server
Portonwhichthe network monitoring serveraccepts connections fromAP
Password
Whenyouselectthe highsecurityand optionforusing ACL passwords to manage
access points, HotViewProuses apasswordtoload approvedaccess points. The

defaultpasswordis firetide. If the passwordsinHotView Proand the access point
arethe same, theaccess pointbecomes a managed access point.
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B Montoring Server ACL

UnManaged List T2
Blocked List [,

Gfiretide

Managed List

Configuration of the network monitor server

MANAGED

MANAGED

MANAGED

MANAGED
MANAGED

MANAGED

MANAGED

MANAGED

MANAGED

MANAGED

MANAGED

MANAGED

MANAGED

MANAGED

MANAGED -

MANAGED

MANAGED

1. GotoAccessPoint>Monitoring Server ACL Configuration
2. Enterthefollowinginformation:

3. Click

IPaddress of the network monitoring server

Portonwhichthenetwork monitoringserveraccepts connections from
access point. If you made a change to the port, then you need to enter
the same port for the access point. (The defaultvalueis 10000.)

Thesame passwordthatis configured onthe Network Monitor Server
Save.
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Meshnodesecurity

Firetide offers anumber of features that let you to implement various levels of
security. Thesecuritydomains applicabletoameshnetworkaare:

Physical access

Access control systems

Telecommunications and network security

You should always change the basic mesh parameters:

Mesh ID number
Mesh name
MeshIPaddress
Mesh ESSID

Note: You should also enable radio encryption.

Best practice: Change all machine and administrator passwords from the default
valuestosomethingmoresecure.

Physical access

Preventphysicalaccesstonetworkdevices:

Disable all ports that are notin use.
Putgateway servers and controllersin secure environments.
You canconfigure toreceive ane-mail alertif an Ethernet portis tampered with.

Formoreinformation, see “Configuring an SMTP server in HotView Pro” on
page 26.

The status of every portonthe meshis visible on each node in HotView Pro.

Access control systems

YoucanpreventaccessthroughHotViewProthrough careful configuration of
passwords and user account management:

HotViewProserverconfiguration. Changethedefaultstart-up passwordfor
the HotView Pro server.

Mesh network configuration. Change the default user names and passwords
of the read only and read/write accounts.

User account management.

- Usedifferentclasses of HotView Pro users to monitorthe health of the
network
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- Assigncorrectreadandwrite privileges.

- Ifusingthe high security options, configure the login attempt lockout
feature.

Configure and use self-signed certificates.

Telecommunications and network security

This sectionlists software security features that you can configure to prevent
applicationandwirelessaccess.

Note: You cannot prevent the mesh nodes from forming links to each other. You
canprune or eliminate poor links.

Preventing access through telnet and SSH
FromHotView Proand HotPort Users (Mesh option), telnetand SSHaccess can be
disabled.
Toblock access to telnet or SSH:

1. GotoMaesh>HotPortUsersConfiguration

2. Removethe check fromthe check box for the correct service (telnet or SSH)
toblock all access to traffic fromeither service.

3. Click save.
Formoreinformation, see “HotPort Users Configuration” on page 125.

Changing the telnet or SSH password
Itis recommended thatyou change the default passwords to make your system
more secure.
Tochangethe passwords foraccounts authorized touse telnetor SSH:

1. GotoMesh>HotPortUsersConfiguration
2. Editthe passwordforusersandrootasappropriate.
3. Click save.

Formoreinformation, see “HotPort Users Configuration” on page 125.

MAC address filtering

MACaddressfilteringcanbeusedtoblock specificMACaddresses. Formore
information, see “Configuring MAC filters” on page 120.

Radio security

Enable 256-bit AES encryption overthe radio links to prevent eavesdropping.
End-to-end encryptionis alsoavailable. Encryptionis hardware-based, and the
useofend-to-end encryptiondoes notsignificantlyimpact performance.

The ESSID can be encrypted to preventsomeone from detecting the presence of
equipment.



Mesh node security Mesh node security

Blocking Unauthorized Nodes

Youcanpreventunauthorized nodesfromjoiningthe mesh. Todothis, youmust
enable the high security modein HotView Pro. This is system-wide setting; you
cannot have some meshes athigh securityand other meshes atlow security.

If youenable high security,whenyou do future firmware upgrades you mustuse
the digitally signed image (.bin2) file.

Highsecurityoptionsinclude:

Trustall
Pre-trust existing
Requireconfirmationforall

Forthe pre-trustoption, you mustenterthe serial numbers for each existing
node.

Note: Configure the mesh network and just before itis ready fora production
environment, enable high security and manually enter the serial numbers.

Thenextimage shows the displaywhenyou use high security with require
confirmationforall.

B Trust node certificates B
[Untrusted Nodes Found

WO2000903500504|Firetide CA __|No Certificat.. |Apr 30, 2007 - Apr.../Mesh node. Issuer trusted. (]

Ofiretide

Disabling an Ethernet port

TodisableanEthernetport:

Right-click the node.

Select Configure Node Port>Port Configuration.
Modifythe portsettings.

Click save.

el S
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Mesh node security

Performance tools

HotView Pro software hastools to helpyouanalyze, troubleshoot,and optimize
the performance of your system.

RF signal quality

The key to good RF signal quality is good signal-to-noise ratio. For 802.11aand
802.11goperating modes, areceived signal strength indicator (RSSI) of -70 dBm
is the minimum strength required for reliable operation at full link speed. In RF-
noisy environments, a stronger signal mightbe required.

Bestpractice: Designlinkstoachieve-50dBmorbettertoprovideareasonable
fade margin.

For 802.11n, the RSSI must be -60 dBm or better.
Best practice: Links should be -40 dBm or better.

Rarely, strongsignals can overload radioreceivers. Avoid RSSlvalues inexcess of
-20dBm.

Antenna placement and alignment, RF channel plan and interference, a
congested wireless domain, mesh configuration or individual radio settings
are some of the reasons why dropped packets and retries are high and
wireless performance is affected in a negative way.

Possible sources of interference include:

Other devices

Anotherradioinside the node. Dual-radionodes should have antennas
placed sothattheir radiation patterns do not overlap.
Anincorrectly-setrange parameter or multi-hop optimization. Make sure
multi-hop optimizationis turned onforall meshes with more than two
nodes.

Make surethe range settingis largerthanthelongestRF link inthe mesh. Set the
range parameter largerthan necessary to seeifit solves the problem.

Toviewthe commonRSSIthreshold value, hysteresis value, extended range
setting, and noise floor RSSI value, go to Mesh > Configure Mesh > Advanced
tab.
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Node statistics window

Youcanreset the statistics foreach link and chart them over time. Statistics
refreshautomatically; you canalsorefresh the statistics manually.

Thenexttables showseachcolumnandlistsits purpose.

Table 1. Node statistics window columns and purposes

Column Purpose

1 Each radio has a one-line entry for each neighbor with which

> itcommunicates. Columns 1,2, and 3 identify the link.

3

4 Showsifthe systemeliminatedalink. The systemeliminates
marginal links.

5 Show the RSSI value and Signal-to-Noise ratio.

6

7 Data Rate, shows the current modulation rate of the link.
Until traffic moves over the link, this value stays ata low
value.UsetheRunDiagnostics commandto generate traffic
if the mesh is not busy.

8 Show traffic in (received) and out (transmitted) for each link.

9

10

11

12

13 Show dropped packets and total retries. It is normal to have a

14 few. If either parameter exceeds one percent of total traffic,
look forsourcesofinterference.

Table 8

Spectrum analysis tool

HotPort mesh nodes havea spectrumanalysis tool. Youcan use it to monitor the
RF environment, such as the usage of each channel around a specific node.

Runthe spectrumanalysis tool whenyou notice lots of dropped packets, which
indicate that the link is overloaded.

Spectrumanalysis works by usingoneradiointhe node to sequentially scan
throughthelist of selected channels, recording the duration and power of any RF
signalsitfinds. The otherradiointhe node sends the result back to HotView Pro,
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which stores the resultand shows the informationinagraph. The radio that
scansisout of service and cannot carry mesh traffic.

Note: Use an extra HotPort 7000 Series mesh node at a mesh site for spectrum
analysis work, instead of using a radio ona mesh thatis carrying production

traffic.

To access the spectrum analysis feature:

1. Right-click a node > Advanced Tools

® Radio 1

Radio 2

v| Real Time Channel Analysis

Use Configured Channel

Radio Mode
802.11b
802119
802.11big

802.11b/gn(20 MHz)
802.11bigin{40 MHz) Plus
802.11b/g/n(40 MHz) Minus

Available Channels T
N, (U Ty <
(Ch 7, (802.11b) Add > Ch 3, (802.11h)

Ch 8, (802.11b) Add All >>

Ch5,(302.11h)
Ch7,(802.11h)

Chg, (802.11b)
(Ch 10, (302.11b) E Ch 9, (802.11b)

Ch 11, (802.11b)

<< Remove All Ch 11, (802.11h)

Ch 12.(802.11h) =

Start

Selectthe options:

Typeofanalysis: channel usage or power meter
Radio: 1 or2

Real-time channelanalysis
Useconfiguredchannelonnode

Radio mode

Available channels

Click start.

Thesystemmakesagraphbasedonthesettingsyouselected. The next
image shows an example spectrum analysis.

Channel usage
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Linkthroughputtests

HotPort mesh nodes have a built-in link throughput tool.

Thelperftestisadeploymentdiagnostictoolandis notaperformance
benchmarktest. Theresults areindicative of baseline performance, butactual
throughput performance can be higher.

To measure link throughput performance:
1. Right-click on one of the two nodes between which youwant to measure
performance.
2. SelectRunDiagnostics Tools, and select the second node from the menu.
Awindow appears fromwhich to selectatest:
- Ping.Apingtestchecks foralink between the nodes. It does not
generate enough traffictoaffect mesh operation. Theideal resultis a

low, consistent, pingresponsetime.Highlyinconsistenttimesindicate
RF signal problems.

- TCPlperfand bi-directional TCPIperf. Both tests send alarge amount
of TCPtraffic betweenthe nodes on onelink. The bi-directional test
runs the test trafficin both directions simultaneously.

- UDPlIperfand bi-directional UDP. Both tests runalarge amount of UDP
traffic betweenthe nodes ononelink. The bi-directional test runs
trafficinbothdirections simultaneously.

3. Selectthe type of test.
4. Click Execute.

I Diagnostic Tools =

Select a diagnostic test to run between 5020 NGI and HOTPORT
5202-\WR6021103600203. Some tests may take several minutes to run.

C Ping Test

1 TCP IPerf Test

C Bi-Directional TCP Iperf Test (Simultaneous)
(®) UDP Iperf Test

C Bi-Directional UDP Iperf Test (Simultaneous)

Note: Iperf tests flood a link with as much traffic as it can carry. This can disrupt
othertrafficonthe mesh. Iperf sends alarge, fixed amount of traffic. If iperf
cannot complete the transferin afixed period of time, it stops. If you receive a
failure message, run the test again. If the test fails consistently, substantial
interference exists onthe RF link.

Lightweight Link Capacity Estimation Tool

Thelightweightlink capacity estimation tool is designed to estimate the
bandwidth of awireless link between two mesh nodes.

61



Performance tools

Estimating link capacity

Toestimate the capacity ofaradiolink capabilities betweentwo mesh nodes:

1. Right-clickthe node > Run Diagnostic Tests > Select Radio 1 or Radio 2 >
Select HotPort Node

I i i i e Mg S Ve SBAO VRTANOR R PTG 60500118 .20 . |
Network Mesh AccessPoint EMC Tools ServerAdministration Client Preferences Help Ofiretide
EEERECEREEECRICRIENCE
i T FC 2001 T Hesh WEsH) | 4

)

IMESH SERVER-WR8110903500744

7=
T

T 2 L
'5%5""” “"HOTPORT 7102-WAX121003502424" Settings.

Radio 2 i Channel & —
SRR e

HotPort Location... !
WotportTyoe ‘ L
Radio Settings... ‘L\\H
| Y Node Qos... 7]
| &9 vian configuration JTPORT 7102:W1W080903500010 |

0 0 0 000 VPV V000068000000 000000000000000

AAAAAAM & A A A A AL LA L L LA AN Nl L Al A aA
Statistics...

al HotPort License... ‘

| [ Run Diagnostic Tests | HOTPORT 7102-W1W060903500010
n Advanced Tools .: ME ?" fERVER-WR.| 10903500744

Node Summary B;
HOTPORT 7102-WAX121003502424 - fetde

Note: Alternatively, you can right-click the radio link between two nodes > Start
LCET

£ Hamilton / NAYE ¢ Hamilton Ave  Hamilton

Radio Link Settings

01531231741 6 15.151517] H . | FE radio Link statistics 5T
GWI-3.174 [¥] Eliminate Link ]

Start LCET.. )
Radio Link Summary »

2. Wait until the results appear.

[ FOTRORT 7102 LCET Results i
From IP Address From Radio Interface To IP Address To Radio Interface
15311388 [ 2[153.103234
{1.53.103.234 | 215311388
| Ofiretide o
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3. Click oK to exitthe results.

AntennaAlignment Tool

The antenna alignment tool gives you real-time signal strength data, so that you
canorientanantennaforoptimal performance. One person can hold anantenna
up and move it from side to side, while another installer can read the data.

Theantennaalignmenttoolis designed to report bearing and antennatilt
information. It also reports the dynamic RSSIvalue, which is independent from
the bearing, tilt, and GPS information.

Usethistoolwith staticnodes, and check the azimuth settings from both ends of
thewireless link.

Note: Do not use this tool from mobile nodes or a single node.

Configuring the antenna alignment tool

Prerequisite: HotPort location information (GPS and height/elevation) is
complete and consistent forall nodes in the mesh network. See “Entering a
location for a mesh node” on page 129.

Toconfiguretheantennaalignmenttool:

1. ConnectanEthernetcable fromanodeinthe meshtoanadministrator
computer.

The systemdetects the connectionand reports the node as the head node.
Theletter Happears nearthe node in Network View.

2. GotoTools>AntennaAlignmentTool

-
|£| Antenna Alignment Tool

17Connection | Operati

Connection Status: Not Connected

IP Address:

| Connect

Make sure that the IP address is for the correct mesh.
Click Connect.
Click the Configuration tab.

Enter the RSSIretrieval period, whichis avalue from 1 to 15 seconds. The
defaultvalueis 2 seconds.

7. Selectformatfor GPS settings and measurements to be the same as the
formats configuredinthe meshnodes.

8. ClickApply.

o V1 kW
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B Antenna Alignment Toal

0
ol
El

Connection | Opesation | Comfiguration |
GPS Sattings.
 Docimal Degress (0D dddda)

Format:
Dogrees, Mimstes, Docimal Seconds

RSSI Retrievol Periodicity: [2_| Seconds (1.15)

Beep Sound: ) Enable ® Disable

Height Flevation Settings.

Format: ® English Unit (. Metric

Avply || Cancal

Aatonna Rignment Tool

Exit

Using the antenna alignment tool

Prerequisites:

You needto configure the antennaalignment tool before you runiit.

HotPort location information (GPS and height/elevation) is complete and
consistent forall nodes in the mesh network. See “Entering a location for
a mesh node” on page 129.

Tousetheantennaalignmenttool:

1. GotoTools>AntennaAlignhmentTool

2. Makesurethatthe IPaddress is forthe correct mesh.
3. Click Connect.

4, Click the Operation tab.

%) Antenna Alignment Tooll T

“Connection | Operation | C
Node Information

Serial Number: W32100904500569 Name: HOTPORT 7201 Type: HotPort 7201
Location: GPS: 1at0.0° lon 0.0° Height: 0 ft
Radio Information 8101204509902 _ Radiot
Rl ml 2 r G ol RSS!/ Threshold {[ Rssichart
o o ]
Channel: 11 Link Quality: 100 S
[ SeriaiNumber | RSSI| Modulation | Status | Type | < o[
WBN101204509902 |31 54000, @ |HotPort7202 & ©
»
@
m a Gim
Sits 7 Time
Current: -31 Min: 31 Max: 30 | Reset
Bearing Tilting Angle

=
A1 TN
180 ) (IS0 ) |
-90 9
Kl I3 T D
Selected Target Neighbor Node: W8N101204509902 ”

Select More Chart Bearing: 0.0°

Distance: Degree: 0.0°

|_Antenna Alignment Tool

a.  Selecttheradio.
b.  ClickSelect.
The systemsends real-time bearing and tilt data.
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c.  Toviewtheinformation foradifferent neighbornode, select More
Chart.

5. Whenyouarefinished, click the Connection tab.
6. Click Disconnect.

7. ClickExit.

8. RemovetheEthernetcable fromthe node.

Repeat this procedure on the far end of the link to confirm the accuracy of the
azimuth settings.

Restore Node Configuration

Restore Node Configuration restores the node settings to the node. It does the
sameactionasthenode-specificmenuitem.

View Historical Diagnostic Data

View Historical Diagnostic Data gets the results of past diagnostics test from
the database. You canchoose to view up to 1000 records of one kind ata time.

The pingoption shows pingresults.
The iperf option shows:

TCPIperf Test
Bi-Directional TCPIperfTest(simultaneous)
UDPlperfTest
Bi-Directional UDP Iperf Test (simultaneous)

If the database is disabled, the system keeps no test results.
Prerequisite: Youmustinstalland enable the database functions.
Toview past test results fromthe database:

1. GottoTools> View Historical Diagnostic Data
2. Selectthe data type to show: ping oriperf.
3. Enterthe number of recordsto show: 1to 1000.

L x]
Select the diagnostic test parameters.

Select Test Type:
® Ping Test

IPerf Test

Show Last [100 | (1-1000) Resuits

Display Close

4. Click Display.
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Date v Fron Protocol
[Mar 14, :57 PM... |1.53.10¢ W79090 545 | |W20110903500847 [UDP
ar 14, 7Pl 5310 [W20110903500847 [1.53.106. [W79090903500545 [UDP 9lsi
[Mar 13, :40PM__[1.5310; W20110903500847 [1.45.209.16 [M05090803002640 |UDP 4fsi
ar 14, P 45.200. [M05090803002640 [1.53.107.47 [W20110903500847 [UDP 3Jsi
[Mar 13, 24 P 45.209. [M05090803002640 [153.107.47 [W20110903500847 [UDP 6|Si
ar 14, P 53107 |W2011090350084; 209.16 [M05090803002640 |UDP 51Si
[Mar 13, P 53107 W2011090350084; 209.16 [M05090803002640 [UDP 715. L
ar 14, P 45.209. [M05090803002640 107.47 [W20110903500847 [UDP 3]si
[Mar 13, P 53107. W20110903500847 [1.45.209.16 [M05090803002640 71]Si
ar 14, 7Pl 45209, [M05090803002640 747 [W20110903500847 [TC 47]Si
[Mar 13, 54 P 53107. W20110903500847 9.16 [M05090803002640 [TC 3.9]Si
ar 14, P 45209 [M05090803002640 7.47 [W20110903500847 [TC 0.569/Si
[Mar 13, P 53106 W79090903500545 [153.107.47 [W20110903500847 [UDP 29/Si ||
ar 14, P 53107 W20110903500847 [1.53. [W79090903500545 [UDP 8]si
[Mar 13, P 53107. W20110903500847 [1.45.209.16 [M05090803002640 [TCP 9lin
ar 14, P 45.200. M05090803002640 [1.53.107.47 |W20110903500847 [TCP 1[Individual
[Mar 12,2013 1 P 53107. W20110903500847 [1.53.106. [W79090903500545 [UDP 4fsi
ar 12,2013 1 P 53.106. [W79090903500545 [1.53.107.47 [W20110903500847 [UDP 3lsi =
1 CCETS It AB0N2A7 |1 E2 406 harza Ine. alai =
Griretide

Graph Statistics

Graph Statistics letsyou graph statistics forup tofour parameters.

The nexttable lists the parameter elements and the choices associated with it.

Element

Notes

Reference node

All of the nodes in the mesh by Mesh ID

Performance category

Youcan selecttoview:

- Port (1 to 4 depending on the HotPort
model)

- Radio (1 or 2 depending on model)

- Neighbor statistics forradio 1 or 2 (as
available)

You can also select to viewall neighbor
statistics oryou canselectaspecificneighbor
fromthe drop-down list).

Individual statistic

Selectonofthese parameters:
- Output packets per second

- Input packets persecond

- Output bytes per second

- Input bytes per second

- RSSI (dBm)

- Data rate (Kbps)

- Packets dropped per second
- Total number of retries

Table 9
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Tomakeagraph:
1. GotoTools>Graph Statistics
2. Enteruptofourgraphparameters:
a. Selectareference node.
b.  Select a performance category.
c.  Selectthe statistics setting for one neighbor or all neighbors.
d.  Selecttheindividual statistic (type and unit of measure).
3. Selectastartandend time.
4, Selectwhetheryouwantall of the data on one graph or if you want
individual graphs.
5. Click DisplayGraphs.

[ Graph Performance Parameters 2
Add ap!
Reference Node: GW1 - 406 |~
—— — )

Combined Di-splay

=
=
2
o)
[=]
=
]
c
3
<]
©

1300020400 13 Aug0208:00 13 AuUg2 12:00 13 Augl2 16:00 I
Time

— GYWI - 405~Port L~Output Packets / sec — GWI - 583~Radio L~Input Packets | sec | !

éfiulide E

13 Aug01 20:00 13 Aug02 00:00
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Network tasks

This chapter explains specific network tasks:

“Upgrading firmware with HotView Pro” on page 69
“Generating self-signed certificates” on page 71
“Viewing HotView clients” on page 71

“Exiting the HotView Pro application” on page 72
“Gateway group configuration” on page 72

“Fault tolerance and graceful network recovery” on page 75
“Configuring a HotView Pro backup server” on page 75
“Mesh views and icons” on page 76

Upgradeprocess

Thisupgrade processisformeshnodes, 5020-Es, access points,and FMC
devices.

Whenyou upgrade firmware for a production static or mobile mesh network, the
system copies the new firmware image to all of the nodes in the mesh. Next, the
system activates the firmware as configured in the upgrade scheduler. All nodes
mustrunthe sameversionof firmware.

The system verifies firmware images by checksum. The system does not let you
activate or reboot anode that has corrupt orinvalid firmware.

Ifthe network has one or more unreliable links over whichthe systemhas to send
acopy of the new firmware image, the upgrade over the unreliable link might
fail. Inthis case HotView Protries to send the firmware image again. The system
tries five times by default.

If one or more links fail to upload the firmware to the remote nodes, the system
does notactivate the firmware image evenif the job scheduler indicates
immediateactivation. The system sends amessage to letyou know that the
upgrade failed. After the systemverifies that the new firmware imageis onall
nodes inthe network, then theimage can be activated.

Youcanchangetheretrycountandchunksizeto maketheupgrade process more
efficientforyour network conditions. Tochange the defaultretry countand
chunksize, see“Changing the chunk size and retry count for a firmware
upgrage” on page 21.
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Image file names

Image file names have a specific format:

Product type
Numerical family number
Version number

Suffixes can be.bin or.hin2. Digitally signed images have the .bin2 suffix and
areformesh networks thathave high security enabled.

Upgrading firmware with HotView Pro

This procedureis forupgradingthefirmware of meshnodes, 5020-Es,access
points, and FMC devices.

Caution! If the mesh has high security enabled, you must upload the
/L A \ .bin2file.Ifyoutrytoloadthe.binfile,theupgradewillfail.

By default, the systemuses the configurationin cache for multiple upgrades.

Best practice: Upgrade the image two times because you want the backup image
and primary images to be the same. If abackup image is older than the primary
image, the node might not support the same features.

Withthe upgrade scheduleryoucan:

Upgradeand activate the firmware now.

Upgrade the firmware now and activate it later.

Upgradethe firmware ona specified day ata configured time and then
activate itimmediately or later.

By default, the scheduleractivates the firmware immediately.
If you select the Activate Later check box, the scheduler copies the firmware
image to the node but does not activate the firmware.

HotPort Nodes
[ #Meshp [ HMeshMame |  Sclect |
S bieon o (upnaileanwestsd)

Select Node(s)

FEEEE]

SIRIRIEIR

Ch|

joard-E-
uauia 1
[v] Activate Later I

Whenyou schedulean upgrade time (Scheduler Operation: Later), the HotView
server, ifitis running, starts the job at the scheduled time. If the HotView server
isnotrunningatthetime scheduled, the scheduled jobs startimmediately after
you start the HotView server.

Bestpractice: Ifyouchoosetoupgradeaproductionmesh,schedulethe
upgradeandactivationforaconvenienttime. Firmware upgrades canconsume
considerable bandwidth. The meshis notavailable for two minuteswhenyou
activate new firmware.



Toschedule afirmware upgrade foralater date and for later activation:

1. Go to Network > Upgrade Firmware
The upgrade scheduler appears.

B Upgrade Scheduler =

| New Scheduler H Delete Schedule: H l)e\sleAHSchsdn\srs‘

HotPort Nodes | HotPoint Nodes | FMC Nodes

Firmware Version | Uncommitted Version| [l Stop

4

@)firet‘lde

2. Click New Scheduler.
a.  SelectUpgrade.
b.  Selectthetime: Later. Use the calendar to a future date and time.

c. Clickthetab to selectadevice type (HotPort Nodes for a mesh
network, HotPoint Nodes for access points, or FMC for mobility
controllers), and then select the mesh or device by ID or name.

Note: The system selects allnodes withinamesh for simultaneous upgrade
because all of the nodes have to run the same firmware. If a node should not
receivethe upgradeimage, you canremove the mark fromthe upgrade check
box.

d.  Select Activate Later.

}( HotPort Nodes | HotPoint Nodes | FMC Hodes
5.

GWS-AW-7102-834

NGI-AW-7102-535
NGI-AW-7102-080
Boarg-E-23!

20 |
[v] Activate Later I
e

SSSERH
JRREE

4|

e.  Selecttheupgradeimage.
3. Click oK.
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The “upgrade complete” message means that the imagefile is on the node
andisvalid. You canthen activate a few nodes at a time until all of the nodes
arerunningthe samefirmwareversion.

Generating self-signed certificates

Whenyouusehigh security settings, you can generate certificates foryour
Firetide products. First, configure the high security settings, and then generate
self-signed certificates. Toenable high security, see “Blocking Unauthorized
Nodes” on page 56.

Togenerateaself-signed certificate:
1. Goto Network> Self Sign Certificate

2. Enteryourcertificate signingauthorityinformation.
3. Click save.

Viewing HotView clients

Youcanretrieveinformationaboutthese HotViewclient properties:

Duration of activity

Lastlogintime

Clientloginusername

MeshID

Default mesh and controller access
Clienthost namewhichis the IPaddress
Defaultaccess pointgroupaccesslevel
Clientlogintime

ToviewinformationaboutHotViewclients:
Go to Network > View HotView Clients
Click More Info.

e More Info
A o ... |

nv_a
READ-WRITE ACCESS

ent [127.001
ent Default AP Group Access |READ-WRITE ACCESS
ent Login Time |Fri, 08 Feb 2013 09:56:07




Exiting the HotView Pro application

Goto Network > Exit to close HotView Pro.

Gateway group configuration

Ifanodethatisthe onlyconnectionfromawiredtoawireless domainfails, the
mesh is cut off from the wired domain. A gateway group is a method to keep the
two domains connected evenif anode fails.

Gateway groups provide redundant, load-balanced connections between a
wireless mesh and wired infrastructure.

Agateway group is the combination of one or more network gateway interface
(NGI) nodes and a gateway server (GWS).

NGInodes are gateways between thewirelessworldandwired networks. A
network can have fromtwo to 30.

The GWSmanagesthe NGInodes. The GWS does load balancingand routes
broadcastand multicasttraffic.

Agateway group consists of tunnels between the NGl nodes and the GWS. You
can have up to 30 gateway interfaces in a gateway group.

Caution! Agateway serverisasingle pointoffailureinanetwork. You
A shouldinstalltheserverinaprotectedareaanduseUPS.Itis possible
toconfigurearedundantbackupgatewayserver.

Configuring a gateway group

Tomakeagatewaygroup:

1. UsethelmportMeshConfigurationcommandtomakeacurrent copy of the
mesh configurationforthe meshtowhichyouareaddingthe gatewaygroup.
Importthe current mesh configuration fromthe current mesh, and save the
filewhere you canfind it later. Log out of the mesh and physically
disconnectfromit.

Connectan Ethernet cable froma laptop to a new (or unused) node.

Apply power. After one minute when the node boots, pingit at
192.168.224.150.

4, UsingHotView Pro, goto Mesh > Add Mesh.

a.  Enter 192.168.224.150.
Ignore the country code warning if it appears.

b.  Enterthepassword.
c.  Click Login.

5. Right-click the node > Re-Configure this Node to > Configure This Node as
a Gateway Server.

Awarning message appears, andthenthe node reboots.
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10.
11.

12.

13.
14.

15.
16.

17.
18.
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Log out of the mesh.
The node IP address is 192.168.224.150.

Whenthenodereboots,gotoMesh>Add Meshtore-connecttothe node.
Click Apply Saved Mesh Configuration.

Note: The gateway group is not active until you apply the saved mesh
configuration. Whenyou apply the configuration, the system changes the P
addressofthemesh.

Log out of the mesh.

Addthe meshatthe newaddress.

ConfigurethetunnelIPaddressesand otherinformationin the Gateway
Server:

a.  Right-click the Gateway Server node > Gateway Server Settings.

[l Goteway Server Settings - GWVS - 822 (==

Gateway Server Settings Gateway Interface Settings

Gateway Server Name : Configured Gateway Interfaces : _ i

Gateway Server Configuration 192.168.224.9 G- 583 1 Ghps 1| Remove
192.168.224.10 |G - 406 | 1 Ghps| 1 Remawe
Gateway Interface Settings

Gateway Server IP Address: 107 |[168 |[224 |51 | £ u
Gateway Server IP Mask: [255 |[255 |[255 |[o »
[] Configure Interface with HotPort Node
Gatevay Server Default Gatewass [192 168 224 1
Member Link Capacity: (1Ghps :

Gateway Server Port: @1 (02 (03 (04

memper P aderess: | || | |||
memverPmask: | || | ||
Member DefaultGateway: | || || |||

MemberPort: ®1 02 O3 04

AES Key Settings

® 256-bit () 128-hit O Disable
Key: [ [C] Remave Gateway Server

Ofiretide [ s [ cancor |

b.  EnterthelPaddressesforendpoints of the gateway server tunnel.

c.  Fromthe Member Link Capacity drop-down, select the data rate of
the connection between the gateway interface node and the wired
backbone. T

Note: The nodes can operate at 1 Gbps, but the back-haul link can be slower.
Setting the link capacity helps the gateway server do load balancing.
Manually configure one node, already on the mesh, to be agateway
interfacenode.

Logout of the gateway server mesh.

Physically disconnect fromit, and then physically connect to the original
mesh again.

GotoMesh>AddMeshto connecttotheoriginal mesh.

Right-click one of the nodes that will be a gateway interface node (not the
currenthead node).

Disconnect the existing mesh connection.

Connectthe new gateway interface node and the gateway server node witha
switch.



19. Logout of the mesh.
20. Disconnectthe cable fromthe head node to the switch.

21. Connectthe Gateway Server node to the switch, then connect the Gateway
Interface node you just configured to the switch.

22. FromHotView Pro,gotoMesh>AddMeshto connecttothe mesh.

If the configurationis correct, asolid green line appears between the
gateway server node and the gateway interface node.

Redundantgatewayservernodes

Asecond node canbeabackupforthe primary gateway server node. This is
recommended for mission-critical networks.

Connectthebackup gatewayservernodetoadifferent power supply system, so
that a power failure or UPS failure does not affect the device.

Also, do notuse the same Ethernet switch as the primary gateway server.

Theredundantgateway server should have the same IPaddress,and the same
values forthe gatewayinterfaces.

Prerequisites: Youconfigured agateway group, and you confirmed that the
gatewaygroupisworkingcorrectly.

Note: You can only use anindoor node as a gateway server.
Toconfigurearedundantgatewayserver:

1. Right-click the gateway server node > Gateway Configuration >
Redundancy Settings
Select Enable Gateway Redundancy.
SelectPrimary GWS or Secondary GWS.
Enterthese settings:

a.  Redundancyidentifier,anumberfrom1to254. Youmust enterthe
samenumberforbothgatewayservernodes.

b.  PrimarylPaddress

c.  SecondarylPaddress

d.  VRRPtimer(Thedefaultvalueis 5. Therangeis 5t0 60.)
5. Click Save.

B Gateway Server Redundancy Settings - GWS - 822 =3
[] Enable Gateway Redundancy|
Server Type: ®
Redundancy dentifier :
Primary IP Address:
Secondary IP Aduress:
VRRP Timer: (5-60)Secs
Gfiretide
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Verify thatthe meshis still operating correctly.
Log out of the mesh.
Physicallydisconnectfromthe mesh.

. Tologintothe mesh, goto Mesh>Add Mesh.
0. Clickok.

— © 0o N O

Fault tolerance and graceful network recovery

Firetidetechnologyfeaturesdetectionandrecoveryfrompacket-delivery
problems. This self-healing can be used to protectawired connectionwith a
wireless one.

Aseries of Firetide nodes are placed along a path that connects the two
endpoints of the wired connection. The two endpoint nodes, and (optionally)
nodes along the path, are connected and configured as a gateway group.

Innormal operation, the gateway group algorithm uses the faster, wired path.
However, if a part of the wired link goes down, the gateway group algorithmuses
thewireless link to bridge the traffic.

Gateway server settings
1. Selectthe Gateway Interface thatis not configured, and click the box below
it that says Configure Interface.
Select the node from the drop-down that appears. Click Apply.
. Repeatifnecessary.
4, Click Save.

Gateway server redundancy settings

1. Right-clickthe gateway server node > Gateway Configuration

2. Specifythetunnel IPaddresses for the connection between the redundant
Gateway Servers.

3. To successfully bring up redundancy on a Gateway Server, the VLAN
configuration should be identical.

A system-generated message appears when one gateway server configuration is
differentfromthe other.

Configuring a HotView Pro backup server

YoucanconfigureabackupHotViewProserverformeshmanagement.
Prerequisite: Permanentmanagementlicenseforeachserver

Note: You cannot mix two systems. If you decide to transfer management
licenses to the nodes inamesh, you must do soto all nodes in the mesh.



Mesh views andicons

HotViewProhasicons and differentviews to help systemadministrationavisual
task.

Gatewayservericon. The nextimage shows agatewayservericon.Itisahead
node (H) because it has an Ethernet connection. It is marked S becauseitis a
server. The one active portis green, and the three other ports are yellow. A
gateway server only has one active Ethernet port. The two solid green lines that
come fromthe node are active core wired links that terminate onaportofa
gateway interface.

Active Server
2.0.0.12 / 5 - 192,168.224.51

Gateway interface. A gateway interface mode has one connection to a gateway
serverand connectionstoother meshor5020-Es. The nextimage shows a
gateway interface.

V-=®

7102
1,53.106.39 / G - 192.168.224.9

GWI - 583

Network view. The nextimage shows a view of the network. You see this tab after
you login.

‘| ‘Network ¥iew | Standalone Access Point ¥iew | 'Mesh 1 (HOTPORT MESH) |
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Mesh view. The next image shows the devices in a mesh network.

Network tasks

Network view | Mesh 12 (NON-FMC) | FMC 2001 (FMC - 1234) |

Mesh Node Performance ¥ x | APPerformance ¥ x | StationInventory ¥ x | Mobile Stati
HotPort Name Serial Number Uptime Radio 1 R551 (dBm) Radio 2 R551 (dBm)
o883 WTLNS0SSs00583 08 days D6 howrs 0Bl 35 i
h 29

[ nurs, 28 mi

WIF11 0 ours, 29
03 days, 14 hours, 42 mi. -34

WK00B0903500406

ion Inventory

Ethernet Input Pal
21

o I

FMCview. The nextimage shows the network view for a mobility application that

hasanFMCdevice.

(Nekwork ¥iew | Mesh 12 (NON- FMC) | FMC 2001 (FMC - 1234) |

=

FMC - 1234

Mesh 12




Ethernet Direct

Ethernet Directis a software configurationand awired Ethernet connection from
aport onone node to the port of another node. Ethernet Direct connections can
be used to make a mesh network. This helps enhance the throughput of the mesh
networkwhennodes canbe connected overEthernet.

Each Ethernet Direct connection creates a separate Ethernet tunnel.
Maximum number of tunnels is eight per port or per node.

Youcanenablethe systemto send the maximum packet sizewith the maximum
transmission unit (MTU) setting. The MTU setting is disabled by default. Use of
the MTU setting can make the connection more efficient.

YoucannotmodifyanEthernetDirectconfigurationentry. Youmustdeleteitand
makeanew entry.

WhenyouremovetheEthernet Direct configuration, the systemdisables the
Ethernet ports that were used onthe nodes. However, HotView Pro will not
disable a port if more than one Ethernet tunnel exists.

Note that Ethernet Direct cannot be setup on a Hybrid Trunk Port or on a
node used as a Gateway Server or a Network Gateway Interface.

Configuring an Ethernet Direct connection

ToconfigureanEthernetDirectconnection:

1. GotoMesh>EthernetDirectConnections
2. Enterthetunnel name, which canbe adescriptive name for this connection.
3. Enterthenodesettings:

- Selectthe node on the near end of the tunnel from the drop-down list
of discovered nodes

- Port (1 to 4) fromwhich you will install a wired connection
- Capacity of thelink (128 Mbps to 1 Gbps)
- MTUstate (enableordisable)
4. Enter the IP settings:
- LocalIPaddress
- LocalIPsubnet mask
- Local default gateway
- RemotelPaddress
5. (Optional) Enter the security settings:
- Selectthe key type: 256-bit AES or 128-bit AES.
- Enterakey.
6. Click Add.
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12.
13.

Gfiretide save | Cancel |

In a situation where a wireless connection between two
nodes does not exist, click on Save.
Use HotView Pro and connect to the intended node for
Ethernet Direct and follow steps 1 to 7.
In a situation where a wireless connection between two
nodes intended for Ethernet Direct does exist, the next
step is a continuation from step 6.
. Select the tunnel entry in the Ethernet Direct Tunnel list at the top of the
window.
. Click Mirror.
a.  EnterthelPaddressof the gateway serverandits subnet mask.
b.  Click Add.
At the bottom of the window, click Save.
Usean Ethernet cable to physically connect the ports thatyou logically

configured.

Security on Ethernet Direct tunnels

Ethernet Direct tunnel connections support Advanced Encryption Standard (AES)
256-bitand 128-bit keys. By default encryptionis disabled.

Toenable AES key use on an Ethernet Direct connection, see “Configuring an
Ethernet Direct connection” on page 78.

If youwantto enable security onanalready configured Ethernet Direct
connection, you must delete the tunnel entry and configure the entry again.

Changing an Ethernet Direct connection

If you want to make a change to an already configured Ethernet Direct
connection, you must delete the tunnel entry and configure the entry again.
Saving your changes will not be possible if down nodes exist in a mesh.
Delete all down nodes, if HotView Pro will not save your changes.

1.
2.

GotoMesh>EthernetDirectConnections

Fromthe Ethernet Direct Tunnels list at the top of the window, select the
tunnelentry.

Manually copy the information from the settings that you want to keep.
Click Remove.
A save is required before a new tunnel can be created.



Ethernet Direct Ethernet Direct

6. Enablethe Ethernet ports.

a.  Right-click the node in the mesh view > Configure Node Port > Port
Configuration

Port 1
(@ Enable this port
(! Disable this port
@ Auto-Megotiate Speed/Duplex
[_] Enable Jumbo Frames

) Configure SpeedDuplex

[roomepe [un]

b.  Select Enable this port.
c.  Click save.
d.  Repeatstepsato cfortheremote Ethernet Direct node.

7. After the ports have been enabled, refer to configuring an Ethernet Direct
connection for steps on setting up a single tunnel entry or multiple tunnel
entries.
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Ethernet Direct

Transferof licenses

Youalways needtohavealicenseforall devices thatyou manage. Youmightalso
need to move alicense fromone node to areplacement node. License transfer
must be donewiththe Firetide online license server.

Before beginning, make sureyourHotView Proserver systemhasInternetaccess
or plan to make a copy of the license change file that the system generates to
sendtotheFiretide online license server.

Types of Firetide product licenses

Thenexttable shows types of productlicensesandthe device type forwhich they

are available.

License type

HotPort meshnodes

HotPort5020-Es

Gateway server

Management

Yes.

Yes.

Yes.

Mobility

Yes for HotPort 7010/7020.

No. Mobility is not
supported on 5020-Es.

Requiredfor mobility.

Dual-radio

Yes.TobeabletouseRADIO
2,youmustpurchaseand
install a dual-radio license.

Yes.Forthedual-radio
model, the dual-radio
licenseis pre-installed.

Requiredfor mobility.

MIMO

Yes. Tobeabletouse MIMO,
you must purchase and
installaMIMO license.

Yes. The MIMO license comes
pre-installed.

Requiredformobility.

Table 10

Note: Each HotPoint access point requires amanagement license whether or not
they areintegrated with a HotPort mesh node.

Applying a management license to a mesh node

Applying a management license to all mesh nodes in a mesh means that
this mesh can be managed from a HotView Pro Server that does not have a
management license. For this option to work, every node in a mesh must
have an applied management license.
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Toapplyamanagementlicensetoanode:

1.

Transfer of licenses

Goto Server Administration > Configure HotView Server > Licensing

Selectthe managementlicensetable row.
Click HotPort List.
A new window appears.

[ Selected HotPerts for Autherization ==

Management Activation Key: CLDDHEFFEMHJHBGIHAFCFB
License Quantity: 30
Used Quantity: 0

HotPort List Add HotPort Serial

Hotbortsera: |

Available HotPort List

1|W8N 101204509902
2[W32100904500569

. Modify HotPort List Add All

save Cancel

Select the node that needs a license.
Click Add.

Management License " =)

E Do you want to apply license tothe

(=] e

Click Yesto confirm the license application.

[ el=cted HotPorts for Authorization o]

Management Activation Key: CLDDHEFFEMHJHBGIHAFCFE
License Quantity: 30
Used Quantity: 0
HotPort List Add HotPort Serial
de otbo 2 HotPort Serial
1[WBN 101204509902
e

Available HotPort List

1{W32100904500569

Modify HotPort List Add All

Save Cancel

The license is applied to the node, without a node
reboot. From the mesh view, you can confirm that the

license was pushed to the node by doing a right-click on

the node, select HotPort License... and check License
State for Enabled or Disabled for Management.



Transfer of licenses

Installing license keys on an existing mesh

Whenyouinstall new keys onan existing mesh:

1.
2.
3.

Install keys to the farthest node.

Install the nodes closer to the node fromwhich you are working.
Install the keys to the node fromwhich you are working.

Modifying the HotPort List

If you have to replace a node, you can transfer licenses to a new or replacement
node.

Licensetransferis athree-step process:

1.
2.

3.

Transferthelicensetothe replacementnode.
Send the changefile to licensing@firetide.com. Firetide will process your

requestwithin48hours.

Importthefile fromFiretide Licensing.

Bestpractice: Loadthe meshintoHotView,andthenapplylicenses.

Totransferalicensetoareplacement node:
1.

N o s

Load the meshinto HotView Pro.

Goto Server Administration > Configure HotView Server > Licensing
Select the table row to show the type of license you want to transfer.

icense Keys
[ || Add License Key

GNHJGNJDCFNFE... [PERMANENT MOBILITY 01-30-2013 11:24:41|30

01-30-2013 11:28:06

DHGCGFOGNHTJE..[PERMANENT |DUALRADIO [01-30-2013 11:24:47[30

|01-30-2013 11:28.06

DHGCGPOGNHO.... [PERMANENT [WIRELESS-N [01-30-2013 11:24:47[30

|01-30-2013 11:28.06

HotPort List

Click HotPort List.

Select the node which is being replaced, and then click Add.

Click Yesto confirm the selection.

Select the node thatis going to receive the license. You have two options:
- Ifitisanexisting node, select the node from the Available HotPort

List.

- Ifitisanewnodeandisnotpoweredupinthe mesh,enteritsserial
number in the Add HotPort Serial field.
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8.

10.
11.

B Selected HotPorts for Authorization =

Management Activation Key : CLDDHEFFEMHJHBEGIHAFCFB
License Quantity: 30
Used Quantity: 1

HotPort List Add HotPort Serial

Index HotPort Serial Type HotPort Serial:
1 W8N 101204509902 USED

Available HotPort List

Click Replace.

Transfer of licenses

WhenyouclickReplace, thesystemchecksforavailableunassignedlicenses.
If you have at least one available license, the system replaces the serial
number of the selected node inthe HotPortListwith the serial numberof the
selected node from the Available HotPort List. If you have no available
licenses,youneedtocontact Firetide customersupportforassistance.

Click Yesto confirm the addition of the node to the HotPort list.

The systemreplacestheold entrywiththereplacementnode. The next
image shows the replaced HotPort serial numberwith the Type “New”.

B Selected HotPorts for Authorization [

Management Activation Key : CLDDHEFFEMHJHBGIHAFCFB
License Quantity: 30
Used Quantity: 1

HotPort List Add HotPort Serial

Index HotPort Serial Type HotPort Serial
W32100904500569

Available HotPort List

Index HotPort Serial

Click save.

Requestalicense changefromFiretide Licensing.

Ifyouhavelnternetaccess,clickYes.Ifyoudonothavelnternetaccess,

click No.

Request License =

,@ To send request for license by email click 'YES". ||
To send request for license later click "NO".




Transfer of licenses

12. Dooneofthesesteps:
- Sendthe change file to licensing@firetide.com.

- Save the change file locally, copy it to a machine that has Internet
access, and then send the file to licensing@firetide.com.

(£ Save X
Save ;[ bocuments B
£ _HVP-SWoperation-v1203 Handoff[3 Archived_HVP T edy
[£37.15 docs =] beta program assets ] feex
[£37_16_features =] Bluetooth Exchange Folder ] fee
=1 5020eta =] change IP address pics ] feex
=1 5200ap 3 cisco_jun samples ] feex
[£3 7010-7020-900-HWinstall ] Design and examples ] fee
=1 Adobe =] doc plans [ Hirs
4 I I D
File Name:  |Firetide_RequestForChange_Jan_15_2014_10_30_38ic |
Files of Type: ‘L\cenﬁeﬂ\eﬁ ‘v‘

Within 48 hours, you will receive a change file with the updated licensing

information.

13. Afteryou receive the changefile, save it locally.

14. In HotView Pro, go to Server Administration > Configure HotView Server >

Licensing
15. Click HotPort List.
16. Click Import New List.

=7 Homegroup
[ LENOVO USER
=7 Computer

[ Network

=1 5020Qsrevised

|£| Open 4
Look In: ] Desktop "l D E
[T Libraries [F access point docs

[ AP_UPGRADE
(7 bug_pics

(7 deskiop916
(3 house projects
([ manuals

4] I

File Hame: |

Files of Type: ‘L\cenﬁe files

17. Browse to the change file, and then click Open.

Thesystemupdatesthetypeto “Approved”.

B Selected HotPorts for Authorization

==

Management Activation Key : CLDDHEFFEMHJHBGIHAFCFB
License Quantity: 30
Used Quantity: 1

HotPort List

1 [W32100904500569 APPROVED

Add HotPort Serial
HotPort Serial :

Available HotPort List

1|w32100904500569

Import New List
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Transfer of licenses

18. Refreshthenodeconfiguration.
Afterthe nodereboots, thelicensetransfer processis finished.



Transfer of licenses

Client preferences

HotViewProletsyousetacustomworkspaceforyournetwork administrators:

“Viewing all RF links in a mesh” on page 88

“Finding a particular HotPort mesh node” on page 88
“Selecting a new background image” on page 88
“Changing the select method to mouse-over” on page 89
“Viewing particular types of information” on page 89

Viewing all RF links in a mesh

SelectShowAllLinksto see all of the active RFlinks inthe mesh. This featureis
enabled by default.

Forlargermeshes, too manyRF links is difficult tointerpret. Tosee fewer links,
select Show Links Only or Hide All Links.

Finding a particular HotPort mesh node

SelectFindHotPortletsyousearchforanodeonthescreen.Thesystem
highlights the node.

Selecting a new background image

Youcanselectadifferentbackgroundimage, suchasafloorplanorsite map. The
background image must be:

1280 pixelswidex 1024 pixelshigh
4:3 aspectratio. The system changes any otherratioto be 4:3.
JPGorGIF

Theinventory view covers the bottom part of theimage.

Note: Firetide recommends thatyou use animage-editing program, such as
Photoshop, to create a file of the correct aspect ratio. Make the bottom 25% of
image empty orasolid color.

Note: To remove the backgroundimage, remove the check mark on the Show
Background Image button.
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Toselectadefaultbackgroundimage:

1. GotoClient Preferences >Default Background Image
2. Selectanimage:
- Indoor
- Outdoor
- Custom, and then Browse to the file
ArebootHotViewProservermessageappears.

3. Click OK.
The system changes the background image.

Changing the select method to mouse-over

To change the node select method, select Select HotPorts automatically on
mouse-over.

Viewing particular types of information

Youcanselecttoviewtheseitems:

Show All Inventory

Show Background Image

Show Information Bar opens alarge sectionon the right side of the display.
This panelcanbeusedtoexamine meshsettingsand node settings.
ShowExplorerBaropensapaneontheleftsideofthescreen. This provides
ahierarchical view of allmeshes, nodes, and other equipment.

Show StatusBar shows astatus baratthe bottom of the displaywindow.
Show Model Number shows the model number under each node’s icon.
Show HotPort mesh node IP Address reveals the hidden internal addresses
nodesuseamongthemselves. Thesearenotvisibleoraccessiblefrom
outsidethe mesh,andtheycannotberouted. Theyareusedforinternaltests
only.

ShowNodeStatusadds additionalinformationtothenodeicon,suchas
whetheritis a Gateway Interface node. You should turn this option on.
Show Selected HotPort Radio Info shows the Radio 1 and Radio 2 settings

foreach node whenyou click onthe node. This is useful in multi-channel
mesh designs.

Shows Notes shows notes.
ShowAPs, HideDownAPs, and Show Standalone APs.

Show Mesh Configuration Conflicts checks the settings on each node to
make sure they areinagreement.

Show HotClient View Tabopensanewtabwhich shows all CPEequipment.



Client preferences

Troubleshooting HotView Pro software
and mesh issues

This sectionlists problems and potential solutions.

Problem Possible solution

CannotpingtheHotViewPro Make sure thatthe required ports are open.
server Clearthe ARP cache and ping again.
ToclearARPcache:

1. Verify administrator privileges.

2. Open a command prompt.

3. Type:arp-d <meship>

HotView client cannot connect | Make sureyou can pingthe server.
tothe HotView Proserver Check the firewall settings.

Installation does not finish If installation takes longer than 5 minutes, or
does not finish, check the version of Java.

For stable performance, you must use

Java 7 or Java 8 (32-bit). See table

in this guide for specific versions

of Java.

Cannot see Remove or Remove | When you view shortened windows, you cannot
Allbuttons see the whole display. Expand the windowto
seethe Remove or Remove All buttons.

You do not know the IP If you do not know the mesh IP address, you
addressofthemesh can use a utility to discover it, such as
Advanced IP Scanner at http://
www.advanced-ip-scanner.com/orAngry|P
Scanner at http://www.angryip.org
Whenyou use thesetools, make sureyouturn
off thewireless features of the laptop from
which you run the utility.
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Troubleshooting HotView Pro software and mesh issues

Problem

Possible solution

CannotlogintoHotViewPro
server

- Makesureyou can pingthe server machine.
If the server processis running onthe same
machine(suchasyourlaptop)youmayneed
touse 127.0.0.1,theloopbackaddress,
instead of yourmachine’sactual IPaddress.
Some systems donotrecognizetheirownIP
addressifthe networkis notconnected.

- Verifythattheserverprocessisrunning.You
should seetwojavaw.exe processes,onefor
thelauncher programand one for HotView
Pro itself.

- If afirewall is between the client computer
and the server, you need to open ports in
the firewall. See “Ports that HotView Pro
software uses” on page 7.

- Ifyourlogin credential is correct, but the
programsays it is not correct, the login file
might be corrupt. Delete the NmsUsers.xml
fileto correct the problem.

Cannot shut down HotView
server

Open the task manager, and then stop all Java
processes.

Cannotapplylicenseorfillout
Licensed Toform

- If you are on amulti-user PC and are not
runningHotView Proas the administrator,
you cannotaddalicense.

- If you are on a multi-user PC and are not
running HotView Proas the administrator,
youcannotusetheLicensed Toform.You
mustrunthe programas the administrator,
and then fill out the form.

Cannot add a mesh to HotView
Pro

- Makesureyou can pingthe mesh. The ping
mustbefromthe server machine andnot
fromthe client.

- Make surethatthe ports required by Firetide
products are open. See “Ports that HotView
Pro software uses” on page 7.

Aportisnotworking

- Make sure that the portis enabled. Enable
the portif necessary.

- Check the cable.




Troubleshooting HotView Pro software and mesh issues

Problem

Possible solution

Node missing from mesh
(down nodes)

- Pingthe node
- See "Forcing node discovery"

- Ifyou cannot see one or more mesh nodes in
HotView Pro, make sure thatyou set the
extendedrangeand multiple hopfeature.

Theextendedrangefeatureisfor
applicationswheremeshnodesare0.8km
(0.5 mile) or more apart.

The multi-hop optimization feature
decreasesthe possibility of packet
collisions.

If you can see the head node but not other
nodes, thenyoualso might havea
configuration problem.

Duringstagingteststhe head
nodeisvisibleinthe network
view butone or more nodes
arenotvisible

- Make sure that all of the nodes are running
the sameactiveimage.

- Make sure that the radio channels are
configured correctly.

- Make surethatyou have staging antennas
onRadio 1/connector 1 and Radio 2/
connector 1 foreachnode.

- Ifindoors and the nodes are close together,
decrease the radio transmit power to 50%.

- Youmighthaveanotherconfiguration
problem.

Aftermultiplerebootsamesh
node is missing

If amesh node reboots five times within 10
minutes, the meshnode loads the second
saved firmware image.

Theprevious firmware, if older or different
fromthefirmwareoftheothermeshnodesina
meshnetwork, mightnotberecognizedbythe
meshand HotView Prowill notdetect the mesh
node.

Topreventthis behavior,always upgrade the
firmwareimage oneachmeshnodetwotimes,
sobothimages arethe same.
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Problem

Possible solution

Poor mesh performance

- CheckforRF problemswith the Statistics
panels and diagnostics tests (Iperf).

- Makesureyouenabled multi-hop
optimization.

- Makesuretheextendedrangeislongerthan
thelongestlinkinyour mesh.

- Record the RSSI levels for each link. RSSI
levels close to or belowthe absolute
minimums cause performance issues.

- RunaUDPIperftestacross eachlink, and
record the throughput. If the throughputis
low, the receiving end probably has a
problem.

- Check the number of dropped packets and
number of retries. If either value is more
than 1% of the total packets sent,
interference exists.

Hardware in networkis not
working correctly.

- UseMACaddressfiltering to block traffic
from the hardware that is not working as
expected.

Installing license keys

Whenyouinstall new keys onanexisting
mesh:

1. Install keys to the far node.

2. Install the keys to the node from which you
are working.

Invalidlicensemessage

Savethe License Toinformation during the
permanent license request process.

Anaccess pointdoes not
changetouse 5 GHzradio

In a wireless distribution system configuration
if you remove and then install the Ethernet
cable, the access point does not change to the
5 GHz radio.

Whenyou enter the serial number of anew
access point:

1. Clickonthe relay station and compare the
configurationtothe newaccess point.

2. Editthe VAP group.

3. Add the new access pointand click Save.
Go to Access Point > Configure VAP, and click
Save.

Online DFS authentication
failed

Use the offline DFS authentication method.
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Problem Possible solution
Node configuration Node configurationrestorationfails whenthe
restoration failed system detects mismatched:
- Country codes

- Model number

- Firmware (version s later than that of the
selected node)

Table 11

Forcing node discovery

If one or more nodes fail to join the mesh after five minutes, you cantry to
recoverthenode.Whenyourecoveraneighbornode, the systemrecalculates the
whole mesh. The meshloses the radio channelplan. Torecover fromamesh
recalculation, reboot each nodeindividually.

Toforcediscovery ofamissingnode:

1. Selectanodethatis geographically close to the missing node.

2. Right-click the node, and then select Advanced Tools > Attempt to Recover
Neighbor Node.

3. Rebooteachnodeindividually.

If you recently changed a mesh setting, change it back to the original settings
and see if the node joins the mesh. If it does, try the change again.

When changing radio settings, itis often best to change just one setting ata
time.Forexample,whenchangingthebonded-mode mesh-wideradiosettings,
changeRadio 1,and then make sure all nodes joins the mesh before changing
Radio 2.

If you cannot recover the node, follow these steps:

1. Connecttoitdirectly throughan Ethernet connection.

2. Changeits settings to match those of the rest of the mesh.

3. Importthe mesh settings fromthe head node, and then log out of the mesh.
4

Connectdirectly to the down node. Use the ping command to check the IP
address. If you do not know the IPaddress of the node, press the reset
buttonwith a paperclipforabout 15 seconds.

Detecting an Ethernet loop

The systemdetects Ethernetloops automatically. If you disable loop detection,
you canuse the manual loop detection feature.

Touseon-demandEthernetloopdetection:

1. GotoTools>EthernetLoopDetection.
2. Click start Loop Detection.
3. Clickokwhenfinished.
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On-demand Ethernet Loop Detection

Allowed only when mesh wide automatic loop detection is disabled

éﬂretide
Linkthroughputtests

HotPort mesh nodes have a built-in link throughput tool.

Thelperftestisadeploymentdiagnostictoolandis notaperformance
benchmarktest. Theresults areindicative of baseline performance, butactual
throughput performance can be higher.

To measure link throughput performance:
1. Right-click on one of the two nodes between which youwant to measure
performance.
2. SelectRun Diagnostics Tools, and select the second node from the menu.
Awindow appears fromwhich to selectatest:
- Ping.Apingtestchecks foralink between the nodes. It does not
generate enough traffictoaffect mesh operation. Theideal resultis a

low, consistent, pingresponsetime.Highlyinconsistenttimesindicate
RF signal problems.

- TCPlperfand bi-directional TCPIperf. Both tests send alarge amount
of TCPtraffic betweenthe nodes on onelink. The bi-directional test
runs the test trafficin both directions simultaneously.

- UDPlIperfand bi-directional UDP. Both tests runalarge amount of UDP
traffic betweenthe nodes ononelink. The bi-directional test runs
trafficinbothdirections simultaneously.

3. Selectthe type of test.
4, Click Execute.

B Diagnostic Tools =

Select a diagnostic test to run between 5020 NGl and HOTPORT
5202-WR6021103600203. Some tests may take several minutes to run.

© Ping Test

) TCPIPerf Test

O Bi TCP Iperf Test

&) UDP Iperf Test

) Bi-Directional UDP Iperf Test (Si

Note: Iperf tests flood a link with as much traffic as it can carry. This can disrupt
other traffic onthe mesh. Iperf sends alarge, fixed amount of traffic. If iperf
cannot complete the transferin afixed period of time, it stops. If you receive a
failure message, run the test again. If the test fails consistently, substantial
interference exists onthe RF link.
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Resolving interference issues

Ensurethat the source of the interference is not the other radio in the node or
frompoorantennaorientation.

UsetheSpectrumAnalyzerfeatureandadirectionalantennatolocate the source
oftheinterference. Whenyoufind the direction of maximumsignal strength,
rotate the antennato changeits polarization fromvertical to horizontal or
horizontaltovertical as necessary. Alternately, you canuse other spectrum
analysisequipmenttolookforsources of interference.

Afteryoulocate the approximatedirectionand polarization of the interference,
you can:

Usemore-directional antennas to minimize interference, oraimthe
antennasyou havetominimize pickup.

Changeantennapolarizationtothe opposite of theinterference source.

Changeoperating bands. Changing channels withinthe band can help, but
inter-channel rejection within one band is not good.

Addasingle-channel bandpass filter to the antennalead. These devices are
selectiveand caneliminate interference. Contact Firetide for options and
resellers.

Move the equipment out of the path or range of the source of the
interference.

Powerful microwavetransmitters, suchasthose used bytelevisionsatellite
uplink equipment, emit a strong enough nearby field that it is difficult to get
802.11 equipmentto operate reliablyifitis near such transmitters.

Using Telnet and SSH

You can use telnet or SSHto connect to the head node of amesh. The account
nameis ftusr, and the passwordis ftu5r. After you connect to the head node, you
canthentelnetto other nodes inthe mesh as necessary for testing.

Quadritarium:~ admin$ ssh 192.168.224.20 - ftusr
ftusr@192.168.224.20’s password:

Welcome to Firetide Command shell

ftsh>>help

Firetide Command Shell Usage

show :This command tells ftsh to get some information
conf :This command tells ftsh to set some information
perf :This command takes to Performance menu

table :See the various tables in the node

stats :This command takes to Statistics menu
telnet:telnet to a node. telnet <Node IP addr>

ssh:Set up SSH session to a node. ssh <Node IP addr>
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help:This command prints this help
exit:Quit/Exit Firetide Command Shell

Theperfcommand lets yourunIperffromthe commandline. Youcanwrite
scripts onyour computerto connectand runvarious types of tests across
multiple links simultaneously.

Troubleshooting multicast issues

These tables show the reserved addresses used for various multicast functions
andEthernetMACaddresses. Ensurethatyournetwork doesnotusereserved
addressesforanythingbuttheintended purpose.

IPv4 address Purpose

224.0.0.0 Base multicast address

224.0.0.1 All hosts multicast group

224.0.0.2 All routers

224.0.0.4 Distancevectormulticastroutingprotocol
(DVMRP)

224.0.0.5 All OSPF routers

224.0.0.6 AllDrouters

224.0.0.9 RIPversion2 group address

224.0.0.10 EIGRP group address

224.0.0.13 Protocol independent multicast (PIM)

224.0.0.18 Virtual router redundancy protocol (VRRP)

224.0.0.19t0.21 IS-ISoverIP

224.0.0.22 IGMPversion 3

224.0.0.102 Hot standby router protocol version 2 (HSRPv2)
and gateway load balancing protocol (GLBP)

224.0.0.107 Precisiontime protocql version 2 peerdelay
measurement messaging

224.0.0.251 Multicast DNS (mDNS) address

224.0.1.1 NTP clients

224.0.1.39 AUTO-RP-ANNOUNCE address

224.0.1.40 AUTO-RP-DISCOVERY address
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IPv4 address Purpose
224.0.1.41 H.323. gatekeeper discovery address
224.0.1.129t0 .132 Precision time protocol version 1 time

announcements
224.0.1.129 Precision time protocol version 2 time
announcements
224.0.1.133 to Available for multicast groups
239.255.255.255
Table 12
Ethernet MAC address Type field Purpose
01-00-0C-CC-CC-CC 0x0802 Cisco discovery protocol (CDP), VLAN trunking protocol
(VTP)
01-00-0C-CC-CC-CD 0x0802 Cisco shared spanning tree protocol address
01-80-C2-00-00-00 0x0802 Spanning tree protocol (for bridges) IEEE 802.1d
01-80-C2-00-00-08 0x0802 Spanning tree protocol (for provider bridges) IEEE
802.1ad
01-80-C2-00-00-02 0x8809 Ethernet OAM protocol IEEE802.1ah
01-00-5E-xX-XX-XX 0x0800 [Pv4 multicast (RFC1112)
33-33-XX-XX-XX-XX 0x86DD [Pv6 multicast (RFC 2464)

Table 13

User accounts and server directory structures

This section explains the server and user directory systems.

Bestpractice: WhenyouinstallHotView Protothe productionserver, createa
useraccountforHotViewPro. Do not run HotView Pro under your ordinary
personal useraccount. Tocreate anew useraccount, referto Microsofthelp.
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The HotView Pro software creates a.firetide directoryin the home folder of the

accountunderwhichitis installed. If you are running Windows 7, the path to the
is C:>Users > HotView Pro > .firetide

‘ v Computer » Windows7 05 (C:) » Users » LENOVO USER » firetide »
S =

- L e
e

- Include in library + Share with Burn New folder
-
Mame Date modified Type Sizi

conf

HotviewDB

File folder
File folder
File folder
File folder

logs
NtMgrDB
smt File folder
uploads File folder

LIC File 1 KB

| ACTIVATIONS.KEYS 1/30/201311:28 AM  KEYS File 2KB

7] 15DaysLicense

This directory contains:

Licensefilesandkeys
Logfiles
Other installation-specific data

If you loginas another user on the server machine and launch HotView Pro, it
creates anew.firetide directoryinthataccount’s home folder.

User account directory structure

HotView createsasubdirectorycalled.firetideinthe user’s homedirectory. This
contains:

UserIDs

Passwords

License keys

Installation-specific data
Whenyou delete HotView Pro froma computer, the uninstaller does not delete

this directory. If you need a clean installation, you have to manually delete this
directory.

Bestpractice: Tosavethe directoryandhaveacleaninstallation, putthe
directorywithin another directory to keep the data.

Moving licenses from one system to another

Amanagement license has to be installed onthe computer fromwhichyourun
HotView Pro.

Toclearthelicenseinformationfromanold computerand submitarequestto
licenseanewsystem:

1. Fromthe computerthat contains the license information, go to the C: drive
orthe main drive where HotView Proiis installed:
- Ifusing XP, go to the Documents and Settings folder.
- Ifusing Vista, Windows 7 or 8, go to the Users folder.
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2. Opentheprofilethatcontains the HotView software, andlocate the .firetide
folder.

3. Ifyoudonothaveacopyofthekey:
a.  OpenthelicensingtabinHotView.

b.  Copythelinethatcontainsyourkeyorkeys (use Ctrl+C) and paste
itinto a text editor, such as Notepad.

c.  Savethekeyfile.

4. Shut-down HotView Pro software and all processes that use Javaand
javaw.exe.

Delete the .firetide folder.

Fromthe newcomputer,install HotView Pro software.

Enterthe managementlicense key thatyou copied fromthe old computer.
Activatethe license key.

Enterthe License Toinformation, and submitanewrequest fora permanent
license.

© oo N ow
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HotPort mesh node
configuration

This section contains these chapters:
Mesh-wide node configuration
Mesh node-specific settings
HotPort 5020-M Mesh node-specific settings
5020-Esettings
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Mesh-widenodeconfiguration

This section contains the network-wide mesh configuration settings.

Adding a mesh

HotView Pro starts to manage amesh afteryouaddit. The systemrecords device
and network performance dataand events until you explicitly remove the mesh
from management control.

If youwant to load a mesh individually, remove the check from the Pre-Load
Mesh feature.

Note: When the Pre-Load Mesh feature enabled, HotView Pro can keep the
configurationinformation for many meshes. It can save you time if you want to
monitor or make small changes. Ifyouwantto load anew mesh or make many
changestoonlyone mesh, the Pre-Load Mesh feature can cause you to wait while
theinformationforall meshesloads.

ThedefaultorfactorynewmanagementIPaddressis 192.168.224.150.
Thelogininformation forthe two defaultadministratoraccountsis:
- Read-write access: admin/firetide
- Read only access: guest/guest
Toaddamesh:
1. GotoMesh>AddMesh
2. (Optional)CheckthePre-Load Meshfeature.
3. Enterthisinformation:
- Management IP address
- User name
- Password
4. Click Login.
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Setting the country code

If you have a new mesh, the first thing to do is set the country code.

Note:IfyousetthecountrytoUSAandthenyousetthenodetofactory default
settings, the country code will stay set to USA.

Youwant to set the country code to change the devices inamesh from low-
power, low range device mode to a correct full-power operational mode.

j Caution! Make sure you configure the device for the correct country.

If youdo not configure the country correctly, the device might
operateinamannerthatis notlegal or create problems with other
wireless devices.

Forinformationaboutdefaultradio settings by country, see “Worldwide default
radio assignments” on page 4-21.

Tosetthe country code forafactory new device:

1.

3.

Logintothe meshnetwork.
Thefirsttime you logintoanew mesh and until you set the country code,
periodically the system prompts youto set the country code.

Fromthe drop-down list, select the country inwhich you intend to operate
the device.

Click save.

Mesh configuration

Mesh configurationincludes the followingtypes of settings:

Network
Wireless
Security
User accounts
Advanced

Bonded mode

By defaulteachradio of anodeis inbonded mode. Bonded mode settings apply
totheentire mesh network.Bonded mode ensures:

Automaticlinkformationbetweentwoormorenodes
Correctradiochannelassignmentwithneighbornodes
Higherthroughputonthelink
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Configuring mesh and mobility settings

Meshsettingsinclude:

Mesh ID, a unique number for this mesh. Values canbe 1 to 254.

Meshname,astringofupto32alphanumericcharacters.Youcanusenames
meaningfultoyourenvironment. The system does not use this nameto
identify the mesh.

IPaddress is an IPv4 address.
Subnetmaskis anIPv4 mask.
Default gateway is the IPv4 address of the gateway.

Mobility settingsinclude:

Mobility mode, which can be enable (for mobility) or disable. The default
settingisdisable.

FMCdomain, isthe name of the domain fromwhich the FMC manages this
mesh.

Toconfigureameshand mobility settings:
1. Goto Mesh > Configure Mesh

2. Enterthesettings.

3. Click save.

Gfiretide

Wireless contention control

Wireless contention control reduces the overall number of collisions in the air
and increases the cumulative throughput when multiple contending transmitters
arepresent.

Thisisamesh-wide configurationsetting.
Toconfigurewireless contention controlonamesh:

1. Right-click on the Mesh & select Configure Mesh
2. Select Advanced tab
3. “Enable Contention Control” by clicking the check box.
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Configuring wireless security settings

Wirelesssecurity protocolstoensuresecurityinclude:
256-bithexadecimal AESPSK
256-bit ASCII AES PSK
Toconfigurewirelesssecuritysettingsforamesh:
1. Goto Mesh > Configure Mesh
2. Selectthewireless security protocol thatyouwant to use.
3. Enterthesecurity key.
4, Click save.

nnnnnnnnnnnnnnnnnnnnnnn

Gfiretide [Csowe | cancer |

Configuring end-to-end security

End-to-end securityis amesh-wide setting. The systemlets you configurea 128-
bit or 256-bit AES key. End-to-end security works with or without wireless
security ortunnelencryption enabled. End-to-end security is disabled by
default.

Note: Whenthis feature is enabled, some performance decrease might happen.

Toconfigure end-to-end security foramesh:

1. Goto Mesh > Configure Mesh

2. Selecttype of AES key to use: 128-bit or 256-bit.
3. Enterthesecurity key.

4. Click save.

Configuring a mesh user account

Foreach mesh, you havetoassignasecure machine login for read-write access
and alogin for read only access.
To configure a user account:

1. Goto Mesh>Configure Mesh > Click the User Accounttab
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2.

Inthe correct role, enter the user name and password two times.

3. Click Save.

Configuring wireless settings

Thewireless settings tabis whereyou configure the followingitems:

ESSIDis anidentifier for awireless station. The ESSID can be a descriptive
name. Toprevent others fromlearning the name of a specific station, you
cancheck the ESSID encryption box. If someone eavesdrops the ESSID
appearsasameaninglessstring.

Bonded mode, whichis a mixed mode for channelassignment.

Note: For some radios you need a license to be able to set them.

To configure wireless settings:

1
2.
3.
4
5

GotoMesh> Configure Mesh > Click the Wirelesstab

Enter the ESSID.

(Optional) Check Enable ESSID encryption.

Select the operational mode and channel for radio 1 and radio 2.
Click save.

- Mesh Configuration

Enable ESSID Encryplion

DFS Blacklisl—..

Bonded Mode
Raio 1

Gfiretide save | conc

Configuring advanced mesh features

Advanced mesh features include:

Multi-Hop Optimization

Multi-Hop Optimization enables a Request-to-Send/Clear-to-Send
handshaketo avoid collisions in networks with more than two nodes.

Wireless Class-of-Service

By default,ameshhandlesall packets with the same level of service. Packets
that enter the mesh from the Ethernet side can have different priority
settings. If a packet has no priority setting, you can use acombination of
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wireless class-of-service and port-based prioritytagging toassigna
priority.

EnableWireless Class-of-Serviceisamesh-wide parameterthatletsallnodes
withinamesh use class-of-service rules, evenif the node does not route
priority traffic. If you want to honor packet priority levels, enable this
feature.

Enablelnteroperability

EnableInteroperabilitylets communicationbetween6000Seriesand 7000
Series nodes occur (disabled by default).

RSSIthreshold value

Alink does not form between two nodes when the RSSlvalue is below the
RSSIThresholdValue. Enforcingthethresholdvalueavoidslink fluctuations.
Thehysteresis value defines how far above the threshold the signalmustbe
beforealink betweentwo nodes canform.

Forexample, if the RSSIthreshold value is -85 dBiand the hysteresis value is
3, when the link goes down (breaks), the system does not let the link
become available until the value is -82 dBi or betterk.

Noise Floor Threshold

NoiseFloor Threshold is amesh-wide settingused to tune the network in
noisy RF environments. The radios determineifasignalis noise orareal
signal. They estimate the averagein-band power of anumber of samples
takenduring quiet periods. The threshold sets afloor for this value for
better network stabilityand improved performance. The nexttablelists the
settings, corresponding floorvalues, and the environmentsinwhich to use
eachsetting.

Environment Setting Floorvalue
Quiet Normal -96 dbm (default setting)
Some noise Medium -91 dbm
Noisy Aggressive -87 dbm

Enabling STPBPDU switching

By defaulta mesh does not transmit multicast traffic. If you need amesh to
transmit multicast traffic, you can enable the spanning tree protocol (STP)
bridge protocol data unit switching (BPDU) feature. You can also control
whetherthe multicasttraffic stops at Ethernet Direct interfaces or goes to
the wireless interfaces.

Ethernet Loop Detection
VirtualRouterRedundancyProtocol (VRRP) frame forwarding

Tunnel QoS

To configure advanced mesh features:
1. GotoMesh >Configure Mesh > click the Advanced tab
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2. Enterthesettings.
3. Click save.

1B Mesh Configuration |
Network | Wireless | Security | User Accounts | Advanced
Whreless Settings
¥ Enable Mult-hop Optimization Parameter
#| Enable Wireless Class of Service(CoS)
Enabie Interoperabity
Common RSS! Threshold Value: |75 | (8010 55 dam)
(1106 6Bm)
Extended Range Setting: 0 - 0.5 mile (0-0.8 km) X
Noise Floor RSSI Threshold
Noise Floor ThreshoM Value: ® Aggressive C Medium C Normal
STP BPOU Setings
Enatle STP BPDU Switching
Ethernet Settings
! Enable Ethernet Loop Detection
VRRP Settings
Enable VRRP forwarding
Tunnel QoS
Love(o [v]  medwm: (26|~ wign:[46]+
Gfiretide sove | concet |
S d i i b f

Ethernetjumboframes are Ethernetframeswith morethan 1500 bytes of
payload. HotPort 7000 mesh nodes supportjumbo Ethernet frames that contain
upto 1840 bytes of payload.

ToenableaHotPort 7000 node to sendand receive jumbo frames:

1. Right-clickthe mesh node Configure Node Port > Port Configuration
2. Selectaport(forexample Port 1) and these features:

- Enablethis port

- Auto-Negotiate Speed/Duplex

- EnableJumboFrames
3. Click Save.

Port 1
(@ Enable this port
() Disable this port
@ Auto-Negotiate Speed/Duplex
[_] Enable Jumbo Frames

2 Configure Speed/Duplex

[roompe [ur
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Multi-node radio settings tool

The Multi-Node Radio Settings Tool lets you apply radio-specific settings to
multiple nodes at the same time. For example, you can set Radio 2 on several
nodes toanew frequency or reduce the transmit power for several nodes.

Best practice: Change one radio at a time. Changing the settings on both radios
atthe same time creates arisk of failure.

Note: It is common practice to set the radio data rate to a value slightly less than
the maximumforthat radiomode. Youmightset 802.11ato 36 Mbps instead of
54.This reduces jitter caused by the node shifting datarates.

Touse the multi-node radio settings tool:

1. GotoTools>Multi-Node Radio Settings.

2. Click on Add New Node.
Anode-specificradiosettingswindowappears.

3. Selectthe node, and then make changes.

. Repeatforas manynodesasyouneed.
5. Click Save.

- Multi-Node Radio Settings

Gfiretide save | cance

VLANSs

Avirtual LANis a software solutionto provide network segmentation.
Firetide products support these types of VLAN port configurations:

Accessport(accessmode)
Trunk port
Hybrid trunk port
YoucanuseameshnetworkwithaVLAN configurationtoreplaceafiber

connection. Depending onthe networks thatyouwantto connectthe VLAN
configurationmightbeatrunkorhybridtrunk VLAN configuration.

VLANssettingsapplytoports. Thesettingsapplytotheingressoregresstrafficas
itrelates to the port. The settings apply to one mesh.

Note: For more information about VLAN standards, referto IEEE 802.1Qand IEEE
802.1p.

Note: Some vendors use the term bonded for trunk.
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Access port configuration

Some computerequipment, suchas IPcameras, cannotgenerate VLAN-tagged
traffic. Inthis case, you can configure an access port to add a tag. When traffic
enters the access portwitha primary VLAN, the systemincludes atagwith the
VLANID inthe Ethernet frame and forwards it.

If you configure more than one VLAN, you can select one VLAN to be the primary
VLAN.Whenyouselectaprimary VLAN, the systemgivesaningress Ethernet
frame that has notagthe primary VLAN tag. Ategress two results are possible:

Thesystemremoves thetagandforwards the Ethernet frame.

If you selected the optional “Tag this port” feature, the system does not
remove the tag and forwards the Ethernet frame with the tag.

Thenexttable shows native VLAN behavior.

Frametype Ingress port behavior Egress port behavior
Tagged Discards all tagged frames —
Untagged Addsthe native VLANtagand Removesthetagandforwardsthe
forwards the frame frame
Table 14
The next table shows the behavior fora VLAN configured witha VLANID of x,
which canbe 2 t0 4094.
Frame type Ingress port behavior Egress port behavior
Tagged -Tag=x:forwards the frame tag=x:forwards theframe
-Tagis not x: discards the frame -“Tag this port” is checked, the
framekeepsthetag
-“Tag this port” not checked, the
systemremoves the tag before
itforwards the frame
Untagged Discards all untagged frames Untagged frames: —
Table 15

Thenexttable shows the behavioroftwoormore VLANs. Thisexampleis VLAN
tagsx,y,andzwhere eachtagis aunique numberbetween 2 and 4094. VLANxis

the primary VLAN.
Frame type Ingress port behavior Egress port behavior
Tagged -Tag=x,y,orz: forwardsthe -tag=x,y,orz: forwards the
frame frame
-tagisnotx,y,orz:discardsthe | -tagisnotx,y,orz:discardsthe
frame frame
Untagged AddstheprimaryVLANtagand Discards the frames
forwards the frame
Table 16
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Configuring an access port

Toconfigureanaccessport:

1. GotoMesh>VLAN
2. Click Edit VLAN Interface.

B VLAN Configuration [ﬁ
HotPort Name Port: Selected Port: HOTPORT 7011-W6F051103506255, Port 1
HOTPORT 7011-W6F051103506255  |Port 1| =
port 2| [] Tag This Port
\
Port 3
port 4| PortVLANs: R 5
]
Remove
Remove All |
New VLAN Entry
VLAN Number: | | 2-4004) | Add
)

Selectanode and a port on that node.

(Optional) Select Tag This Port.

Enter a VLAN number (VLAN ID), and then click Add.
Click save.

o ok w

Trunk port configuration

AVLANtrunkisaconnection between two switches that carries traffic from
multiple VLANs. The systemdoes notdropframesinatrunk portconfiguration.
Thesesettingsapplyonlytoingressframes.

You can configure a trunk port to be a native or management VLAN. If untagged
trafficarrives onatrunk port, the systemassigns the traffic default native tag or
themanagementVLANID.

ManagementVLAN s forHotView Promanagement data. Anative VLAN s for
clientdata. The nexttable lists VLAN trunk behavior.

Frametype Ingress port behavior Egress port behavior
Tagged Forwards all frames Forwardsallframeswithtags
Untagged Adds native VLANtag (1 by Forwardsallframeswiththe

default, but the tag can be a native VLAN tag
custom number) and forwards the
frame
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Configuring a VLAN trunk port

To configure a VLAN trunk port:

1. GotoMesh>VLAN
2. Click Edit VLAN Trunks.

B VLAN Trunks ||

VLAN Trunk Interfaces:
HotPort Name

Add New VLAN Trunk Interface
HotPort Node : |HOTPORT 7011-W6F051103506255 | v

Por: @1 O2 3 4
© Enable Management VLAN
VLAN ID: (2-4094)

@® Disable Management VLAN

Native VLAN: [1 | (1-4004)

Add |

©fireﬁde Save Cancel |

3. Selectanodeand node port.
4. Enable Management VLAN or Native VLAN.
5. EnteraVLAN number (VLANID):
- ManagementVLAN canbe?2t04094.
- Native VLAN canbe 1t04094. The defaultvalueis 1.

6. Click Save.

Hybrid trunk port configuration

If youwant to send tagged and untagged frames, you have to use a hybrid trunk
port. When you enable the port, tagged frames that come into the port keep the
tag; and frames without tags forwarded without tags. By default, hybrid trunk
portsaredisabled.

Ahybrid trunk is designed to have these settings, which cannot be changed:
Management VLAN =1
NativeVLAN=1

Whenahybridtrunkis configured onaport, that port cannot be configured with
management VLAN or native VLAN settings.

Thenexttablelists the default hybrid trunk port behavior.

Frametype Ingress port behavior Egress port behavior
Tagged Forwards all frames Forwards all frames
Untagged Forwards all frame Forwards all frames

Table 17
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Enabling a hybrid trunk port

Toenableahybridtrunk port:

1. Right-click the mesh node, and then go to Configure Node Port > Hybrid
Trunk Configuration

Note: If you want to change from one portto a different port, select “Disable this
port”andthen click Save.

2. Enablethe correct port.

Bl GWS-Mobility-0504 Hybrid Trunk Configuratian |
Port1 Port 2
_J Enable this port () Enable this port
@) Disable this port (@ Disable this port
Port3 Port 4
_J Enable this port () Enable this port
@) Disable this port (® Disable this port
@firetide Cascel
3. Click save.

Configuring VLAN settings for multiple mesh nodes

Multi-Node VLAN Settings lets youadd aVLAN onall ports of the meshnodes that
you select. You can use this tool to make a group of mesh nodes into a single
subnet with a common VLAN.

Theoptional featuresare:

TagVLAN P Ports: If you select this feature, the egress frames keep the VLAN
tags.
SetThisVLANasPrimary.
Tousethemulti-node VLAN settings tool:
GotoTools>Multi-Node VLAN Settings.
Enter anew VLAN number (VLAN ID).
(Optional) Select Set this VLAN as Primary.
(Optional) Select Tag VLAN Ports.
Selectthenodeandclick Add, orclick AddAllto selectall ofthe nodes.
Click save.

o vk W=
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B Multi-Node VLAN Settings =

Use this tool to add a designated VLAN on all ports of the selected nodes. If the “Set VLAN As Primary" option is selected, the
news VLAN wil replace any existing VLAN on the nodes as the primary VLAN.

This tool is useful to partition a group of nodes into a single subnet with a common VLAN.

New VLAN Number: (2-4094)

[] Set This VLAN As Primary

[[] Tag VLAN Ports

Available Nodes VLAN Selected Nodes
5020 NGI

HOTPORT 5202-WR6021103600203
MESH SERVER-W02090903500504

Add All >>

@)firet‘lde Save Cancel

Example: VLAN and wireless connection to replace fiber

Note: This use case is for routers and switches that are 802.1-compliant.

Theinstallation of awireless meshis aviable, cost-effective solution compared
tofiberinstallation between a routerand switch. The next figure shows the
connection of a, 802.1-compliant router and switch with fiber between the two
devices. Inthis case the router and switch use 802.1qtrunk portswitha
managementVLAN, 10,and trunk portand native VLAN, also 10.

Fiber connection

AN
Thenextfigureshowsthefiberconnectionreplaced bytwoFiretide meshnodes.

Thetwo Firetide mesh nodes use atrunk portto carry the trafficwiththetags
that the switch needs. You need to enable a trunk port on each mesh node that
has a management VLAN of 10 (the defaultvalueis 1) and native VLAN of 10 (the
defaultvalueis 1).
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Router
Management VLAN = 10

k port/native VLAN = 10
.

Firetide mesh node
Trunk port configuration
Management VLAN = 10* ™\
Native VLAN = 10* \

\

Firetide mesh node
Trunk port configuration
Management VLAN = 10*

Native VLAN = 10*

2 VLAN 2, 3

Switch
Management VLAN = 10
Trunk port/native VLAN = 10

* Configured changes from default settings

Fortraffictopasscorrectly use this work flow:

1. Installtwo or more mesh nodes between the routerand switchtoforma
wireless link.
Connecttheroutertoone mesh nodewith Ethernet.
Connectthe switchtoaneighbor meshnodewith Ethernet.

4. Usethenexttabletosetthe meshnodeVLAN configuration.

Traffic fromrouter From each Firetide mesh node
Taggedand VLANtag= | 1. Disable Hybrid Trunk Port (if any).
Management VLAN tag | 2. Setthe native VLANto 1.

Untagged 1. Disable Hybrid Trunk Port (if any).
2. Setthe managementVLANto 10and the
native VLANto 10.

Table 18

Note: Do not enable any hybrid trunk ports.

5. Applyandsavethe configuration.

Multicast groups

Multicastis alayer-3 protocol widely used for audio and video distribution.
Multicast packets have anIP addressinthe range of 224.0.0.0to
239.255.255.255. These packets travel in Ethernet frames with MAC addresses in
therangeof01:00:5E:00:00:00t001:00:5E: 7F:FF:FF.
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Multicastaffects layer-2 becauseitusesaspecial range of Ethernet MAC
addresses.Certaincharacteristics ofthe 802.11family of wireless protocolsare
affected by these addresses.

Multicastisachallenge forawireless device because the device does not know
theintended recipientor how good the wireless connectionis. Theradio uses its
lowest modulation rate and sends the Ethernet frame to all clients. This method
is reliable but not efficient. A smallamount of multicast traffic can slowdowna
mesh network.

Note: HotPort 7010/7020 and HotPort 5020-M nodes are limited to 256 kbps for
multicastand broadcast traffic. Youmust create a multicast group to remove this
limit.

HotView Proletsyou block allmulticasttraffic or configure multicastgroups. A
multicastgroup causes the systemtoencapsulate multicast trafficin unicast
frames and send themto one or morereceivers atfull radio speed. The range of
supported multicast group addresses is 224.0.1.133 to 239.255.255.255.

Youcan create amulticastgroup foreachvideo feed.

Multicast and mobility

Reference the following two scenarios:

In a scenario where a multicast device, like a camera that is capable of sending
multicast, is connected to a mobile node, then the multicast traffic can be viewed
successfully from the network side. However, if a client device, like a laptop, is
connected to a mobile node, then multicast traffic coming from the network side
cannot be viewed successfully at its full rate.

Example: multicast groups

Thenextfigure shows three multicast groups. Eachmulticastgroupusesa
differentmulticastIPaddress:

224.0.1.133

224.0.1.134

224.0.1.135

Gateway server (GWS) Ais areceiver of multicast trafficand is the exit point for
thevideo feeds. Bis aanother multicast traffic receiver for one group.

Multicastgroupsareorganized by multicastIPaddressandinclude the multicast
receivers (nodes that receive the traffic). The next table shows the groups and
thereceiversineach group.

Multicast IP address Multicast receiver
224.0.1.133 A,B
224.0.1.134
224.0.1.135

Table 19
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A
Exit point
GWS

224.0.1.133

224.01.134

Creating a multicast group

You can permitall multicast trafficto or fromall nodes ora subset of nodes.
Allow multicast traffic to all nodes is used only if you do not know the multicast

IPaddress groups.
V-inrniumcast Groups (=)
® Enable Mutticast
> Disable Multicast
uiticast IP Address jode List
Gfiretide

1. Goto Mesh > Multicast Groups

2. Determinewhich multicastIPaddressestouseonthe mesh.|Paddresses
224.0.1.133 t0 239.255.255.255 are available for multicast groups.

Youshouldalsoidentify the nodes which representthe source of the
Multicast traffic (typically the cameranodes) and the destination (usually
the head node or the network gateway interface nodes).

3. Click New Multicast.
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B 1w Multicast Group =
) lAllow all Multicast Traffic
® Allow Multicast Traffic for Specific IP Address
Multicast IP Address: | | |
Available Nodes Multicast Nodes
6w - 406 LIRS
GV - 583 Add All >>
GWS - 822
Ofiretide [ sae | cancel |

a. Select Allow all multicast traffic or Allow multicast traffic for
specific IP address and enter the multicast IP address.

b.  Onlyaddthenodeornodesthatwillreceivethe multicast feedinthe
multicast group, and then click Add.

c.  Click save.
Add amulticast group for each multicastIPaddress you planto use.

Removing a multicast group

Toremoveamulticastgroup:

1

2.
3.
4

Go to Mesh > Multicast Groups
Select Edit Multicast.

Removeallthe nodes fromthe group.
Click save.

Disabling multicast

Ifyournetwork does notrequire multicastsupport,youshoulddisable multicast.
Todisable multicastonanetwork-wide basis:

1.

Go to Mesh > Multicast Groups
Select Disable Multicast.
Click save.

Configuring MAC filters

MACfilters letyoupermitordenymeshaccesstoadefinedlistof MACaddresses.
Thisisaportconfigurationfeature.

Youcanusethis featuretostoptrafficfromenteringastaticmesh. Youcanblock
the databy MACaddress or by MACOUI (organizational unique identifier). For
example, you canchooseto denytraffic fromacertain type of device with the
MAC OUL.

é Caution! If you make a mistake with this tool, you can lock yourself

outofyourmesh.
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Note: HotPort 5020-M supports filters witha MAC OUL. It cannot block traffic
from specific MAC addresses.

Gfiretide save | cancal |

Toadd aMACfilter:
1. GotoMesh>MACFilters
2. Selectthetype of MACfilter.
3. Enter the MAC address.
4. Click Add.
5. Click Save.
TodeleteaMACfilter:
1. GotoMesh>MACFilters
Select the MACfilter entry fromthe list.

2
3. ClickRemovethe selectedentry orRemoveAlltodelete all ofthe entries.
4, Click Save.

Static Routes

Automaticroutingalgorithms calculate the best paths fromone node to another
and between meshes.

When mostofthe trafficgoestoaparticular node and the system calculates this
route as afirst choice path, the resultis poor load sharing and can create traffic
bottlenecks. Inthis case, you need to manually configure explicit routes to
ensure load-balancing.

Toadd anew static route:
1. GotoMesh>StaticRoutes

Bl Meshwide Static Routes t—J"&

Static Routes Route Path

New Static Route...

Ofiretide

HotView Pro Reference Manual 10.17.0.0 121



Mesh-wide node configuration

2. Click New Static Route.
B New Static Route %
Source Node for this Route: mueli"v
Ofiretide smea o cancel
3. Selectthetraffic classification: allincoming traffic, traffic froma specific
port (one to fourif available), or VLAN and enter the VLAN number.
4. Fromthedrop-down list, select the source node for this route.
5. ClickAddThisNode.
6. Click Save.
Link Elimination

Link Elimination is used to force the mesh to delete weak, unplanned links that
sometimes occur between mesh nodes.

Nodes can make links among themselves that are unplanned and not part of the
mesh design. These extra links create overhead because the nodes update each
otherabout the state of each link in the mesh.

This featureis only for wireless links.

Youmightwanttoviewall of the links thatyou eliminated oradd some back. The
eliminated link table at the top of the workspace is where you can permanently
remove the links or restore themin the future.

Removing an extra wireless link

Toremove extralinksinameshnetwork:

1.

Goto Mesh > Link Elimination
Selectthe node by name orenterits serial number

Fromthe drop-down list of neighbor node wireless interfaces, selecta
wireless interface.

Click Eliminate Link.
Click save.
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B Link Elimination

Eliminated Links

HotPort Name. Interf... HotPort Name: Interf..|
103 2 Ragio 1

0 NGI

HOTPO

Remove All

Eliminate New Links

Reference Node: (5020 NG [~|
Reference Node Wireless Interface: [Radio 1| »|
® Specify Link by Neighbor Node Name

Neighbor Node: [HOTPORT 5202-WR6021103600203 | v |

© Specify Link by Neighber Node Serial Number

Serial Number:

Neighbor Node Wireless Interface: Radio 1 |~ |
Eliminate Link

Ofiretide [Csave | canca

Mesh-wide node configuration

Note: Optionally, you can click a link from the network view and right-click the

link to eliminate it.

[ Firetide HotView Pro™ Mesh Management Software - Version : 10840 (hv_admin@127.0.01)
Network Mesh AccessPoint CPE Controller EMC Tools Server Administration Client Preferences Help @)firetide
FEREERIFEECIEREE] BEEE
Network View |~ Standalone Access Point View | [
) LB S

X Radio Link settings
[ Radio Link Statistics
Eliminate Link

Radio Link Summary »

Knowles D

(@)

Station Inventory ¥ X

MeshNode Inventory ¥ X | APInventory ¥ x | MeshNode Performance ¥ x | AP Performance ¥ x

Mobile Station Inventory ¥ x | CurrentFaults ¥ x ‘

HotPort Name.

WR6021103600203

Static Node _|M7.8.4.1 (Build 256)

Radio 1 Adll
00-1B:B1B4CE

Ethernet MAC Address |
HOTPORT..[00:18:C2:40:CO:CB

HOTPORT 5202-WR6021103600203

Static Node [M7.8.4.0 (Build 4053)

700 serie... [00:18:C2:40:81F8 [NiA

MESH SERVER-W02090903500504 W02090903500504
5020 NGL WRU091204600457 StaticNode _[M7.8.4.1 (Build 256 HOITPORT [00:18:C250.C1:.C9 [00:08:68:0272| >
< I O

I
HotPortUp : 3, HotPort Down : 0

Restoring an eliminated link

HotView Pro keeps atable of eliminated links.
Torestorealink thatyou have manually removed:

1. GotoMesh>Linkelimination

2. Select the link that you want to restore.
3. ClickRemove.

4, Click save.
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Backup Node Configuration

Backup Node Configurationis the same as the node-menuversion. It lets you
makeabackupfile ofaconfigured node.

Note: This command cannot be used to configure a node to replace a node that
has failed in the field. A backed-up configuration file can only be applied to the
node fromwhich itwas copied (and that has the same serial number).

Thebackupfileis encrypted. You cannot read or make changes to the file.

Apply saved Mesh Configuration to the entire mesh

You can apply mesh-wide configuration settings to all nodes ina mesh.

ApplySavedMesh ConfigurationtotheEntireMeshappliesapreviously-saved
configurationfile toan entire group of nodes. The configuration fileis created
fromanindividual node.

Thisfunctiondoesnotoverwriteanynode-specificconfigurationsetting.

Export Mesh Data for Analytics

ExportMesh DataforAnalytics exports the channel planand certainmesh
performance datainanXML. Youcanviewthe file inabrowser.

Youusethisfeaturewhencollectinginformationwhenyou receive customer
support.

To export mesh data:

1. GotoMesh>ExportMesh DataforAnalytics
2. Selectthemesh.
3. Click Export.
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Reboot Mesh

Reboot Mesh causes all nodes onthe mesh to reboot, but it does not affect any
settings. This single action saves you the time of opening each node and
rebooting it.

Torebootall nodes inamesh:

1. GotoMesh>Reboot Mesh
2. Click Yesto confirm that you want to reboot.

Delete Down Nodes

Delete Down Nodes, Delete Down Mobile Nodes, and Delete Down APs delete the
hardware record of nodes or access points that are not used or do not exist from
the HotView Pro database of known hardware. If you do not refresh the hardware
recorddatabase, the systemreports the devices as down.

HotPort Users Configuration

HotPortUsers Configuration lets you define and limit telnet and SSH access to
individual nodes.

The account ftusr can only access the internal CLI.

Topermittelnetand SSH access, you must know the root username and
password.

Toblock access to telnet or SSH:

1. GotoMesh>HotPortUsersConfiguration

2. Removethe check fromthe check box for the correct service (telnet or SSH)
toblock all access to traffic fromeither service.

3. Click save.

Gfiretide sme | cancer |
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Set Mesh/HotPort Statistics Refresh Interval

Set Mesh/HotPort Statistics Refresh Interval lets you define how often the
system collects statistics. The default value is 300 seconds. The maximum

intervalis 9999seconds.

Bl 5ct Mesh/HotPort Statistics Refresh Interval ==

Set the rate at which nodes send out statistics updates.

Refresh Rate: [300] | (3008999 seconds)

Ofiretide save | cancel

Viewing automatically generated routes

Youcanseethe mesh’s choices for traffic flows withinthe mesh. The AutoMesh

feature shows this information:

Source node, whichyou can change
Destination node, whichyou canchange
Costorder
- Best (first best path)
- Medium(second best path)
- Low (third best path)
Routepath
To view AutoMesh routes:

1. Goto Mesh >Show AutoMesh Routes

2. Selectasourcenodefromthe drop-downlist.

3. Selectadestination node fromthe drop-down list.
4. Click GetAutoMeshRoutes.

B AutoMesh Route [

Source Node : [HOTPORT 7011-W6F051103506255 | v | Destination Node : [HOTPORT 7011-W6F051103506255 | |

| GetAutomesh Routes || Reset '
Route Present
| Cost Order Route Path

Cost Level

I sest [R] —-> Bonded Radios
[R1] --> Radio 1

- Meoun [R2] --> Radio 2

Low [E] > Ethernet Direct

Ofiretide

Verify Mesh Configuration

VerifyMesh Configurationcomparesthe mesh-wide settingsonallnodesand

notifiesyouofdifferences.
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ViewMeshLog

ViewMesh Logshows alogof meshevents. Thisinformationincludes linkupand
downevents onapersessionbasis.

Thelogfilteris adynamicreal-time filter. Whenyou close the window the sorted
datais lost. The systemdoes not keep the data.

Note: If you want to keep the log events, you must install the database.

Thesystemautomatically populatesthefieldvalues. Dependingonthe
configuration, up to 1000 events or faults appear in the list.

Youcancreateacustomvalue or sort by node type or by date.
The systemsorts outof the limityou set.
You can searchandfilter the entries.

. Fault Log For Mesh 1 3]

]

........

Meighbor D own [(Sih 3600060{035087 28) reported Down by (Mode - 1693) radio 1
perating Fre... |Oper freq bode and Channel changed to B02.111A, 40 MHz Plu
ighbior Up__[(SiN3600000(035 0701 2) reparted Up by (Node - 1693) radio 2

Tilv

[WAM0411035... [Node - 6735 ghoor Up__|(
06-26- [WAMO4TT035...[Node - 5735 ghbor Down [(Mode - 5735) reported Down by (Mode - 1693) radio 1

B
el
B
| © l|og-26- FO00G0E0350... [SIN 000000(03603295 eighbor Down (SN 00000040 3503205) reparted Down by (Mode - 1692) radio 2
08-26- SN 03507236 sighbor Down |(SIN3G00060403507236) reparted Dawn by (Mode - 1693) radio 1
3 P

Node - 5735) reported Up by (Node - 1882) radio 2

[ @ lng- HVT 0dle - 169 Operating Fre... (Oper freq Wade and Channel changed o 80211 1A, 40 MHZ Plu.
[06-26- AN odle - 573 eighbor Do | (Node - 5795) reported Down by (Node- 1692 radio 2
06-26- VT 0dle - 169 eighbor Up__|(Hode - 1692) reported U by (Node - 5735) radio 1
[ @ [08-26-20131... |WHV1010035... |[Node - 169 Port Up Link Up on Port number 2 on Node - 1692 (VH\ 01003501642)
[ O lng- NED oo Up_(SN2000000X1350T007) repoted Up b (ade 167 i ©

08-26- HOG0GOR3E0... [S/N 0600603503285 &t Config Error|Certificate to remote node =1.53.116.191> has not been {rusted.
[ @ |oa-2e- WIAMO411035... [Node - 5735 Neighbor Up__|(Mode - §735) reported Up by (Node - 1692) radio 2
08-26- BOG0COEO3E0... [S/N 060C0C(03508728 | Neighbor Down |(SiN 606060035087 28) reported Down by (Mode - 1692) radio 1 | |

Display Options
Display last |1000 (1-1000) faults
s e oserine ||

Filter Values : Node - 1692 [~]

Add Fitter H Clear All |‘ Export |

Filters

Legend

Gfiretide
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Mesh node-specific settings

Thesettings inthis sectionare node-specific. The application of amesh-wide
configurationdoes notaffectthesesettings.

To access node-specific commands:

1. Double-clickameshonthe Network Viewtab.
2. Right-clickthe meshnodeto viewyour configuration options.

Setting the country code

If you have a new mesh node, the first thing to do is set the country code.

Youwant to set the country code to change the device froma low-power, low
range settingtoacorrect full-power operational mode.

Caution! Make sure you configure the device for the correct country.

A If you do not configure the country correctly, the device might
operate in a manner thatis not legal or create problems with other
wireless devices.

Forinformationabout defaultradio settings by country, Worldwide default
radio assignments” on page A-1.

Tosetthe country code forafactory newdevice:
Loginto the meshnetwork.
Right-click the node > Country Code

1
2
3. Select the countryinwhichyouintend to operate the device.
4, Click Save.

Changing the name of a mesh node

RenameHotPortletsyou enteraunique, descriptive name foreach node. This
name can be up to 32 characters long. The name for the mesh node appears in
the network view.

Tochange the name of amesh node:

1. Logintothe meshnetwork.

2. Right-clickthe mesh node youwanttoname>RenameHotPort
3. Enteranameforthe meshnode.

4. Click save.
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Entering a location for a mesh node

HotPortLocationletsyouentera256-characterstringtodescribethelocation
of the node.

Optionally, youcanalso enter the latitude, longitude, and elevation of the node.
Theantennaalignmenttool uses thisinformationto calculate antenna
alignment. For moreinformationaboutthe antennaalignmenttool, see
‘Antenna Alignment Tool” on page 63.

Toenterinformation aboutthe location of amesh node:

1.

Logintothe meshnetwork.

2. Right-click the mesh node > HotPort Location
3. Enteradescription.
4. EnterGPSsettings:
a.  Selecttheformatforthesettings. The systemaccepts decimal
degrees(DD.ddddd)and degrees, minutes,and decimal seconds.
b.  Enterthelatitude andlongitude of the mesh node.
5. Enterheightand elevation settings:
a.  Selecttheformatforthe heightandelevationsettings. The system
canacceptimperial (USA) and metric values.
b.  Enterthe height and elevation (from sea level).
6. Click Save.
B HotPort Location for HOTPORT 5202 WR6021103600203 E
o e b econs
i ———
Weight [ et
Ground Blevation: [ teat
Gfiretide save | Cancel
Entering the node type

HotPort Type lets you configure a node to be static or mobile. Mobile nodes can
be set to enable or disable scanning. Not all node models can be mobile nodes.
Checkthe productspecifications forwhichtypesare supportedforyourproduct.

HotPort Type is not available when a mesh node is a network gateway interface
node.
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AboutDynamicFrequencySelection

Firetidemeshnodessupporttheuseofdynamicfrequencyselection(DFS), which
isaninterference avoidance mechanism. If the systemdetects radar on the
configuredfrequency, theradio stopsdatatransmissionwithin200msto
preventinterference. Themechanismchangestoadifferentfrequencywithin10
secondsand monitors the newchannelfor 60 seconds:

If the systemdetects noradar pulses, theradio starts datatransmission.

If the system detects radar on the new channel, the system changes the
frequencyagainand starts the monitor period.

The nexttable lists DFS channels, frequencies, and the rules that apply to them.

DFS channel Frequency (MHz) Rule

52 5260 Canbeusedwithin 35 kmradius of

56 5280 any Terminal Doppler Weather Radar
(TDWR) station listed at http://

60 5300 transition.fcc.gov/eb/uniitdwr.pdf

64 5320

100 5500

104 5520

108 5540

112 5560

116 5580 Canbeusedwhenthesethree
conditions are met:
- Not within line of sight (LOS)
- Morethan35kmfromany TDWR
station listed at http://
transition.fcc.gov/eb/uniitdwr.pdf
- Channelcenterfrequencyofthe
meshnoderadioandthe TDWR
frequency are separated by 30 MHz

120 5600 Canbeusedby TDWRstationonly.

124 5620

128 5640

130 HotView Pro Reference Manual 10.17.0.0



131

DFS channel Frequency (MHz) Rule

132 5660 Cannot be used within line of sight
(LOS) or withina 35 kmradius of any
TDWR station listed at http://
transition.fcc.gov/eb/uniitdwr.pdf

Canbe used if the channel center
frequencyofthemeshnoderadioand
the TDWR frequency are separated by
30 MHz.

136 5580 Canbeusedwithin 35 kmradius of
any Terminal Doppler Weather Radar

140 5700 (TDWR) station listed at http://

transition.fcc.gov/eb/uniitdwr.pdf

Table 20

Bestpractice: Ifyourinstallationiswithin LOSor35 kmofa TDWR station,
register with the Wireless Internet Service Providers Association (WISPA)
database sothatcases of interference canbeidentified quickly.

FCCradardetectionthreshold

TheFCCdefinesaDFSradardetectionthreshold to be the signal level above
whichthe presence of any radar signal requires a frequency change.

The nexttable lists the radar detection thresholds for the USA.

Radio poweroutput Radar detection threshold
Lessthan200 mW -62 dBm
200mWormore -64 dBm

*The detection threshold is based on an antenna gain of 0 dBi.

Table 21
Note. Check with the agency that regulates radio frequency usage in the country
inwhich youwant to use Firetide products.

DFS certification

Youmusttakean online certification course to become DFS-certified. Afteryou
pass thecourse, you canrequest DFS credentials to enterinto HotView Prowhen
you configure the receive path gain setting. The credentials thatyou enterare a
uniqueusernameand password.

Tosignupforthecourse, visithttp://www.firetide.com/training-form/


http://www.firetide.com/training-form/
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DFS configuration

DFS credentials are required to use DFS channels in the USA.

Authentication of your DFS credential can happen with (online method) or

without (offline method) Internet connectivity.

If you choose to authenticate your DFS credentials with the offline method, you
need to send the serial numbers of all nodes that you plan to use or already use
inyour network to Firetide Customer Service. Firetide Customer Service will send

you a DFSfile.

Configuring DFS with online authentication
Toenable DFS channels with the online method:
1. Takeandpasstheonline DFStraining course.

2. Request DFS credentials from licensing@firetide.com
Firetide CustomerServicewill sendyouausernameand password. Use this

informationwhenthe systempromptsyou.

3. Right-clickthe node>RadioSettings

4. IntheOverride Channel Assignment section of theradios, selectaDFS
channel.

5. Click save.
The Authentication for DFS Channel Usage window appears.

6. EnteryourDFScredentials.

7. Click Authenticate.

B Firetide HotView Pro™ Mesh Management Software - Version : S{MAJOR_VER).S{MINORAVER]S[PATCH.VER] S[DEV; '

Network Mesh AccessPoint CPE Controfler Tools Server Administration Client Preferences Help

AR DeENeX3E S ve N

e s,

©7iretide

Network View

1 [l HOTPORT 71024 Radio Configuration

Radio 1 Radio 2

@ Receive Path Gain: [5_| (0-30) dBi
- Select Transmit Power: 22 dBm
e
2% -

Receive Path Gain: |5

(0-30) dBi

Select Transmit Power: 17 dBm

50% | Authentication for DFS Channel Usage.

=) RS 100%

Transmit Data Rate: |Auto

Username: [admin
Password: |ssesessssseseees

Override Channel Assignmel

Meshwide Setiing
© Manual Setting
Radio Mode: 8024

Radio Channel Setting: |52 (

Authenticate | (] Authenticate offline
T O

Guard Level: ® Auto Long

Frame Aggregation: ® Enable () Disable

Ofiretide

Fragmentation Threshold: {2345 | (256 - 2346) bytes

save | Cancel

If authentication fails, you need to use the offline authentication method.
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Configuring DFS channel use with offline authentication

Toenable DFS channels with the offline method:

1.
2.

7.
8.
9.

Takeand passtheonline DFStraining course.
Request DFS credentials from licensing@firetide.com

Firetide CustomerServicewillsendyouausernameand password. Use this
informationtoauthenticate DFSconfiguration privileges.

Right-clickthe node>RadioSettings

Inthe Override Channel Assignment section of theradios, selecta DFS
channel.

Click save.
The Authentication for DFS Channel Usage window appears.

Select Authenticate offline.

Authentication for DFS Channel Usage

Username: [admin ‘
Password: |sssseesssssesees| ‘

4
d| Gfiretide Authenticate ] ] uthenticate ofine |

EnteryourDFSusernameand password.
Click Authenticate.
Browse to the authentication file that Firetide Customer Service sentyou.

B Firetide HotView Pro™ Mesh Management Software - Version : S(MAJOR VER] S{MINORLVER)S{PATCH_VER] S{DEVLY =108 X§ |
Network Mesh AccessPoint CPE Controler Tools ServerAdministration Client Preferences Help Ofiretide
; = A=
MEECNeEENXDE DG e N R R
B HOTPORT 71024 B3 ]
Radio 1 Radio2
Receive Path Gain: [5_| (0-30) 4B a0
H save
B Select Transmit Power: 22 dBm select Transe] [
L oreca 7102 wannosossooc] O | saveln: |3 Downloads
2% 50% [ Authentication for DFS Channel Usage [684534513.dat [ atos1
Transmit Data Rate: | Auto 596514034.dat [ dam39(
- 517646313.dat ) efcasab:
Override Channel Assignmet e e jaamin Basts1168.dat |[) fddOcesecrs
Password: [sessssssesessres
Meshwide Setting
® Manual Setting ‘ T Ol
Radio Mode: [802.1 | File Name: 9 95 66005235_1328584544959 dat
Radio Channel Setting: 52 (0 | @ firetide Autnentca| Fies o Type: [oat e (-dat =

Guard Level: ® Auto Long

frame Aggregation: ® Enable O Disable

Fragmentation Threshold: (2346 | (256 - 2346) bytes

Ofiretide

10. Click Save.
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Setting the receive path gain for DFS channels

The default receive path gain is 5 dBi, which is correct for the staging antennas.
You can change the receive path gain to be a value from 0 dBi to 30 dBi. You must
set the value to be the actual receive path gain for the antennas you need to use
forthedeployment.

Thereceive pathgainis the gain of the antennaminus cable loss.
Toset the receive path gain setting:
1. Right-clickthe node>RadioSettings

2. Enterthereceive path gain setting for Radio 1 and Radio 2.
3. Click save.

Configuring a DFS blacklist

HotView Prolets you configure ablacklist. The DFS change mechanismwill not
use any of the channels in the blacklist. By default, no channels are configured.

Toadd achannelto the DFS blacklist:

Go to Mesh > Configure Mesh

Clickthe Wireless tab.

Click DFS Blacklist.

Select the channels you want to add to the blacklist.
Click OK.

Click Save.

o vk wnN =

Entering radio settings

Radio Settings lets you setradio settings onanode by node basis.

By default, 802.11 radios negotiate the best possible speed for the current RF
conditions. If this is less than the maximum, the link negotiates the speed up
andthendownagainwhen necessary.

In mesh applications this behavior can introduce some jitterin mesh transit
times. It also creates more mesh overhead traffic because the nodes share link
speed information for routing purposes.

Youcanadjustthe maximum possible speed atwhichanRF link can operatetoa
valuelessthanthe maximum. This actionaffects performance, butitcanreduce
overhead and jitter. Italsoincreases link tolerance for marginal signal strength
andinterference. Thisisusuallyabeneficial trade-off in meshes, which carry
video or voice traffic.

Forinformation about default radiofrequencies by country, see “Worldwide
default radio assignments” on page A-1.

To configure radio settings:

1. Right-clickthe node>RadioSettings
2. Enterradio 1 and 2 settings.
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3. Click Add Node Settings.

B Node Specific Radio Settings %

HotPort Node : |5020 NGI -

Radio 1 Radio 2
Radio Status: ® Enable O Disable Radio Status: ® Enable (O Disable
Receive Path Gain:[5_| (0 -30) dBi Receive Path Gain:|5_| (0 - 30) dBi
Select Transmit Power: 26 dBm Select Transmit Power: 17 dBm

25% 50% 75% 100%  25% 50% 5% 100%
Transmit Data Rate: | Auto - Transmit Data Rate: | Auto ~|

Override Channel Assignment Override Channel Assignment

® Meshwide Setting © Meshwide Setting

2 Manual Setting ® Manual Setting

Radio Mode: | Radio Mode: [802.11N 4.90-5.00 GHz; 20 MHz bandwidth | v |
Radio Channel Setting: Radio Channel Setting: 17 (4980.0 MH2) |v
®
Frame Aggregation: ® Enable (O Disable Frame Aggregation: @® Enable () Disable
[ psaiose seigs._|

Tunnel QoS settings for a node

HotView Pro Reference Manual 10.17.0.0

Node QoS lets youdefine 802.1pand port-based traffic priority.

Thebandwidth ofatunnellink between two gateway servers oragateway server
and gateway interfaceis 1 Gbps. Thetrafficacrossthose largelinksis not
prioritized becauseall packetsareforwardedwithoutdrops.

Node QoS is important when a mesh connects to other network devices that
provide QoS. External routers and L3 switches provide classify and prioritize
packets based ontype of service (TOS)/DSCPvalue in the packet header.

HotViewProletsyouconfigure QoSparameterswithdifferentiated services code
point (DSCP) for control and for network management server (NMS) traffic. By
default, higher priority is given to control and NMS traffic than to data traffic.

When the mesh configurationincludes Node QoS settings, the TOSvalue of the
outer IP header is set to the configured value when packets leave the tunnel
device.

B Mesh Configuration

Network | Wireless | Security | User Accounts | Advanced

Wireless Settings

(] Enable Multi-hop Optimization Parameter
Enable Wireless Class of Service(CoS)
[] Enable Interoperability

[_] Enable Contention Control

LV S SV SV S SV S S

[, Enabee VR.«P for wara.g

Tunnel QoS
vous [0 [ ] weaums: [25] =] aon: [ae]]
NS Control
@firetid: Help Save Cancel
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By default QoS settings are 0 (low priority), 26 (medium priority), and 46 (high
priority). You should change the tunnel QoS settings for low, medium, and high
priority traffic to have the same settings for the switch or router to which the
node connects.

TheworkflowforQoSconfigurationis:

1.
2.
3.

6.

Go to Mesh > Configure Mesh > Advanced tab
UnderWireless Settings, select Enable Wireless Class of Service (CoS).
Under Tunnel QoS, set the QoS priority values to match your network needs:
a.  Setthelow, medium,and highthresholds.
b.  Selectthe QoS value for control traffic.
c.  Selectthe QoSvalue level forthe network management server.
Click Save.
Configure QoS (CoS) onthe node:
a.  Right-clickastaticmeshnode>NodeQoS
b.  Selectthecorrecttype of QoSand settings.
Click save.

Configuring a node port

ConfigureNodePorthasasub-menu:

PortConfiguration lets youdisableunusedwired-Ethernetports, for
security. Italsolets you manually configure port speed and auto-sense.

Hybrid Trunk Configurationis usedas partof VLAN setup.See “VLANs” on
page 111.

VLANACLConfigurationisusedas partof VLANsetup. See “VLANs” on
page 111.

Reboot HotPort mesh node reboots the node.

BackupandRestore Node Configuration lets you make abackupfile ofa
configured node and then restore the node settings to the node.

Note: You cannot apply a backed-up node configuration to a different node. This
feature cannot be used to configure a replacement node for a node that failed in
the field. A backed-up configuration file can only be applied to the same serial-
numbernodefromwhichitwas extracted.

Thefilecreatedbythe BackupNode Configurationcommandisencrypted.

Disabling a mesh node port

Forsecurity, Firetide recommends thatyou disable all Ethernet ports thatyou do
notuse.

Todisableaport:

1.

Right-click the mesh node, and then go to Port Configuration
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‘;k Node QoS... 2

B conigure tode port... » [ port configuration...

E Reboot HotPort E‘ Hybrid TrunkConﬂguraIioR
— VLAN ACL Configuration...

@@ Backup Node Configuration E‘ J

2. Click Disable this port.
B GWS-Mobility-0504 Port Configuration =)
Port1 Port2
@ [Enable this port| @ Enable this port
) Disable this port ) Disable this port
@ Auto-Negotiate Speed/Duplex @ Auto-Negotiate Speed/Duplex
) Configure Speed/Duplex ) Configure Speed/Duplex
Port3 Port4
(®) Enable this port (®) Enable this port
) Disable this port ) Disable this port
®) Auto-Negotiate Speed/Duplex ®) Auto-Negotiate Speed/Duplex
) Configure Speed/Duplex ) Configure Speed/Duplex
©firetide save | Cancel
3. Click Save.

Disabling integrated access points

Disable Integrated Access Points deletes the association between a HotPort
meshnode and its HotPointaccess points.

Changing the node mode

Re-ConfigureNodeTolets you changetheoperatingmodeofanodetobeeither
amesh node oragateway server node.

Configuring gateway interface settings

Gateway Interface Settings let you define the required parameters for nodes
which are part of a gateway group.

Note: Notall product models letyou configure gateway interface settings. Check
productspecificationsto make sureifyour product supports this feature.

Forone nodein the gateway group:

1. Right-clickthe node >GatewayInterface Settings

2. EnterthelPaddress of the primary gateway server.
3. Click save.
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B Gateway Interface Settings - 5020 NGI —

Gateway Interface Settings

Enable Gateway Interface
Gateway Server Name :
Member Link Capacity:
Member 1P Address: 10 o |[13 |[a3 |
Member IP Mask: [255 |[255 |[255 [[0 |
Member Default Gateway: [10 |0 |13 |[1 |

Member Port:  ® 1

Server Seftings

Primary Gateway Server IP Address: |10 [{0  |]13  [faa

Ofiretide save | _cancel

Refreshing the display for a node

Refresh Configuration for this HotPort mesh node refreshes the display.

Configuring radio silence

Radio Silence lets you turn off the radios (disabled by default). A timer lets you
configure the radios to come on at a later time. You can set the timer to enforce
radio silence from 1 to 300 minutes.

This feature is notaradio scheduling tool. Radio silence is a feature to support
publicservicesduringemergency situations. Forexample,ifawireless deviceis
designedtotriggeranearbyincendiary device.

To configure radio silence:

Right-click the node > Enable Radio Silence

Select Enable.

If youwant to set the timer, select Enable timer.

Enter the number of minutes that you want the radio to wait.
Click Apply.

ik =

Radio Silence: () Enable (® Disable

[1 - 300]min
Gfiretide [_avny | cancel

Caution! Radio silence is intended for specific wired deployments of
A gatewayinterfaces and agateway server. If youenable radiosilencein
a wireless mesh, the mesh becomes inaccessible.
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Deleting nodes from the database

Delete this HotPort Mesh Node lets you remove nodes individually from the
software database. Use this action only on mesh nodes that are down (not
working correctly) ordo notexist.

Copying a mesh configuration from a node

Save Mesh Configuration from this HotPort lets you create afile onalocal
computerthat contains all of the mesh-wide settings foramesh node or gateway
server.

Whenyou save a configuration from an NGI node, the file contains the NGI-
specific settings of that node.

Whenyou save a configuration froma GWS node, the file contains the GWS
settings and NGl interface list.

Note: Mesh configuration files contain only basic mesh parameters. They do not
containall aspects of system configuration. They contain no mesh node-specific
information, such as node names, local radio settings, and soon.

Configurationfiles arewrittenin XML. You canview theminabrowser.

Applying a mesh configuration to a node

Toapply asaved configuration to new nodes so thatthey canjointhe mesh,
select Apply Mesh Configuration.

Whenyou apply a configuration that contains the NGl-specific setting to a new
node, the system prompts you to apply the NGl setting or not.

A configuration file copied from a GWS node can only be applied to a GWS node
where the GWS server settings are not configured. When you apply a GWS mesh
configurationfile on a static mesh node, you can apply the mesh configuration
and any NGl interface settingin its list.

Backup and restore node configurations

HotView Pro Reference Manual 10.17.0.0

You can save a copy of the configuration file from one node (original node) and
apply it to another node that has the same model number and that has the same
firmware as that of the original node.

Whenyourestore a configuration that has link elimination, static routes, or
multicastgroups configured, thosefeatures mightnotworkas expectedafter
the configuration file is applied to the node. Be prepared to check the
configuration of those features and testthatthey areworking as expected after
a configuration restoration.

Node configuration restoration fails when the system detects mismatched:
-Country codes
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-Model number
-Firmware (version is later than that of the selected node)

Making a backup configuration file from a node and applying it to
another node

You cansave a backup configuration file of several different nodes intoasingle
file.
Tomake the backup of anode configuration and apply it to another node:

1. Rightclick the node, and then select Backup Node Configuration.

B

DTPORT 7102106

Selectone or more nodes fromwhich to copy the configuration.

B Backup Node Configuration =)
Select the nodes to take backup
Firmware Version
1153.103.234 __|HOTPORT 7102-W1W060903500010 |W1W06090350... HOTPORT 7102 _[7.16(A2).0.0
[2.0.0.165 MESH SERVER-WR8110903500744 _|WR811090350... |70 series MESH...|7.16(A2).0.0
v 15311388 HOTPORT 7102-WAX121003502424 _|WAX121003502. [HOTPORT 7102 __[7.16(A2)0.0
)
Backup Cancel

The file chooser appears.
4, Givethefileaname,andthenclickSave.
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r. Save

s

Save In: | Documents

(= My Received Files
(-] NetBeansProjects
(=] New Folder

[ 11111config

[ 2vap

D 5_cfg

<
File Name:

Files of Type: |All Files

M

x| (&][=] [B8]]

[ svap32usercon
D Svap32userSec
[ svapconfig

[ e7simport

[ 67None

D 7k900_backup

v

Save Cancel

Restoring a node configuration

Prerequisites: The node fromwhich a backup file is made and the node on which
the backed up configuration is being applied must have the same model number
and berunning the sameimage version.

Whenyou restore a configuration that has link elimination, static routes, or
multicastgroupsconfigured, thosefeaturesmightnotworkasexpectedafter
the configuration file is applied to the node. Be prepared to check the
configuration of those features and testthat they areworking as expected after

a configuration restoration.

Torestorethe configurationofanode:

1. Rightclickonthe node>Restore Node Configuration

The file chooser window appears.

r- Open

e

Look In: \[j Documents

o

5] [==][—] 6ol o—]
BlEEEES

|3 My Received Files
(] NetBeansProjects
(] New Folder

[ svap32usercon
[y svap32usersed
D Svapconfig

[ 11111config [ 675import

|[) 2vap [ 67None

[y 5_cfg [y 7k900_backup
[T ]
File Name:

Files of Type: |All Files

T
1=

Open | Cancel |

2. Browse to the configuration file, and then click Open.
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I Restore Node Configuration )

IMPORTANT: Please note that following features may not work as expected on restoring configuration from different node: Link
eliminations, Static routes and Multicast groups.

Select nodes to restore configuration

W Select Node IP Serial Number Model Firmware V...| Details Source Node
1.53.113.88 |WAX121003502...HOTPORT 7102 |7.16(A2).0.0 |No Backup avail...| Select Source Node v
[153.106.200[WR811090350... [70c series MES...|7.16(42).0.0 |No Backup avail..| Select Source Node

| |1.53.103.234[W1W06090350... |HOTPORT 7102 |7.16(A2).0.0 |No Backup avail...| Select Source Node -

4

Restore Cancel

The Restore Node Configuration window appears.
3. Selectthe nodes towhich youwantto apply or restore the configuration.
4. Click Restore.

5. Verifythatthe configuration settings and feature functionality are as
expected.

MAC aging interval and time

Youcancontrolthe MACaginginterval andaging period. Whenthe aging period
expires, the systemremovesthe MACentryfromthetable.

Whena packetenters a node:

Over Ethernet, the source MAC address of the packet is learned through the
forwarding process and the systemrecords the MACaddress asalocal entry
inthe MACtable.

Througharadio, the source MACaddress of the packetis learned, and the
systemrecordsitinthe MACtableasadynamicentry.

Whenthe packet stops enteringthe node, the systemremoves the stale MAC
entriesfromthe MACtable. The system checksforstaleentries atthe MAC
interval you configure. Entries age until the MACage timer is reached.

MAC age timer

The MAC aging time is the total time the node waits before it removes the MAC
address from the table because packets with this source MAC stopped entering
the node. By default the period is 300 seconds. The configurable range is 1 to
1800seconds. TheMACagetimercanbeconfiguredfromHotViewProand ftsh.
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MACaginginterval

TheMACagingtimervalueisamultiple of MACagingthread interval. If the MAC

agingintervalis 30 seconds, then MAC age timer can be set to a multiple of 30,
from30to 1800seconds.

Configuring the MAC aging interval and time settings

Toconfigure MACagingintervalandtime settings forone node:

1. Right-click the node > Configure Node Port > MAC Aging Configuration

S —— v
DEFIuERSCX2E VFE vwe ANKR

The MAC Aging Configuration window appears.

Enterthe MACaging intervaland time where MAC aging interval should be
between 1to 60 secondsand MACagingtime should be between 1to 1800
secondsand should bein steps of MACaginginterval.

[ HOTPORT 7102-WAX121003502424 MAC Aging Configuration EES

MAC Aging Interval: |15 (1-60 Secs)

MAC Aging Time: (300 (1-1800 Secs)

@ﬁmﬁdg Save Cancel ]

3. Click Save.

Setting a global MAC aging interval and time

TosetaglobalMACaginginterval and time forall mesh nodes:

1. Right-clickthe meshin the Network View > MAC Aging Configuration

e

The MAC aging configuration window appears.
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2. Selectthe “Apply selected HotPort configurations on all HotPort(s)”
checkbox.

3. Enterthe MAC aging interval and time, and then click Apply.
Whenyouclick Apply, the systemvalidates your configuration.

Note: The Reset button sets the MAC aging interval and time values to their
previously saved values.

4, Click Save.

Viewing a summary of a node configuration

NodeSummary showsasummaryof nodesettings. Youcanview:

HotPort name

Serial number

IPaddress

Model

Port 1 MAC address

Radio 1 settings (operatingchannel, MACaddress, type, and transmit power)
Radio 2 settings (operating channel, MACaddress, type,andtransmit power)
QoS

Node status

HotPorttype

VLANs

Gateway configurations

Multicast groups
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7] Rename HotPort...

[®¥] Hotport Location...

al Hotport Type...

Radio Settings...

¥ Node QoS...

Configure Node Port... »

@ Reboot HotPort Node Summary

HotPort Name :HOTPORT 5202
Serial Number :WR6021103600203
{#] Restore Node Configuration 1P Address 115423075
Model Number :HOTPORT 5202
Port 1 MAC Address :00:18:C2:42:C0:CB
I Gateway Interface Settings Radio 1 Operating Channel : Channel 149, 5.725-5.850 GHz OFDM

- Radio 1 MAC Address  : 00:1B:B1:B4CEAB
2] refresn configuration for this HotPort Radio 1 Type  High-Power ABGIN
Radio 1 Transmit Power  : 26 dBm
Radio 2 Operating Channel : Channel 17 (4980.0 MHz), 802.11N 4.90-5.

00GHZ;
20 MHz bandwidth
. Radio 2 MAC Address  :00:1B:B1:B4CEAC
/@) Apply saved Mesh Configuration to this HotPort... |  Radio 2 Type  High-Power ABIGIN
Radio 2 Transmit Power  :17 dBm
Statistics... Qos :none
Node Status :Up
HotPort Type statctode |\
(%] Run Diagnostic Tests »  VLANs :none
a— )| Gateway Configurations  : none
Multicast Groups :none

| Node summary b Mesh Bridge Groups :none

@ Backup Node Configuration

€ Disable Integrated Access Points

\# save Mesh Configuration from this HotPort...

a! HotPort License...

Individual radio settings

The two radios in each node can be individually configured. A mesh network can
operate with uniform mesh-wide settings, but optimized radio settings can yield
better performance.

Theindividualradiosettings are:

Receive Path Gain: This setting calibrates the radar-detection function of the
US FCC-mandated Dynamic Frequency Selection. Enter the net gain of that
radio antenna (gain less cable loss).

SelectTransmitPower: This slide bar reduces transmit powerwhenthe
receivestrength (RSSI)atthefarendofthelinkistoohigh.RSSlvalues
stronger than-20 dBm can cause receiver overload, whichincreases the
errorrateand numberof retransmissions. The exact levelatwhich the
receiveroverloads depends onthetotalamount of background noise, and
radio-to-radio variation.

TransmitDataRate: Thetransmitdatarate is the maximum raw over-the-air
rateatwhichtheradio operates. Forexample, 802.11aradios operate at 54
Mbps. Radios always runat the highest possible speed. When aradio fails, it
slows, and then it negotiates a higher speed after a period. This behavior
adds jitter to a network. Limiting the maximum data rate to a lower value
reduces jitter. Low data rate applications can be set to a lower speed, which
reduces theRSSIrequirementand permits longer links or smaller antennas.
Override Channel Assignment: You canchange the channelfortheradio of
onenode.
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Fragmentation Threshold: Smaller packet sizes are betterinnoisy RF
environments. Ifretransmissions arecommonandyoueliminated other
possible causes, seta smaller fragment size. This optionis notavailablein
802.11n mode.

Tomakeindividualradiochanges:

1. Right-click the mesh node > Radio Settings
2. Maketheradiosetting changes:

Enableordisable eachradio
Enterthereceivepathgain(5dBibydefault)

Slide to select the transmit power (25 to 100% power in dBm)
Select the transmit data rate (auto by default)

Selectanyoverrides:

- Mesh-wide setting

- Manual setting (radio mode and radio channel setting)
- Enableordisableframeaggregation

3. Click save.

To save time and make changes to multiple nodes at the same time, go to Tools >
Multi-Node Radio Settings Tool

B Multi-Node Radic Settings =

5020 NGI

Fixed frequencies can be applied to a subset of nodes if any node from this subset has an ethernet direct connection to a
non-subset node or if the second radio uses the default assignment. Use this panel to assign channel settings to multiple
nodes at one time. Use the node-specific "Radio Settings" window to view existing seftings.

Node Channel Settings

802.11NA; 20 MHz ... [149 802 11N 4.90-5.00 . [17 (4980

HOTPORT 5202-WR6021103600203 |5.725-5.850 GHz 0... [149 [802.114.90-5.00 .17 (4980

Remove All

Add New Node.

Ofiretide

save I Ccancel

Viewing radio statistics

Radio statistics arein the middle of the window.

Toviewradio statistics:

1. Right-click the node > Statistics
2. Selectthe channel/radio row.

Radio Statistics

etransmitt... [Retransmitt...

arn

0| £2073284] 0[103041073.. 2083 0] 2760402 2168

4

[ | [»]| Reset
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Radio Statistics

3.
4.

i¥] Outpust Pachets
nput Bytes.

Oupis Bytes

Dropped Packsts

Data Reaty and Streaming

Reallimo Charts

Click Chart.
Select types of data to view:
- Inputpackets
- Output packets
- Inputbytes
- Output bytes
- Transmiterrors
- Receive errors
- Retransmitted failed packets
- Dropped packets
- Channel utilization (in %)

JTPY
e M7 1504).0.0 (Build §303) |HOTPORT..|00 18.C2 4086 7

The system makes a graph with the real-time data for the options you
selected.

Click Stop or close the window to exit.
Click OK to exit the statistics window.

Resetting statistics

Toresetthe statistics forachannel/radio or Ethernet port:

1.
2.
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3. Click Reset.

Note: Reset clears statistics and removes the row selection for radios and
Ethernet ports of HotPort 7000 series and HotPort 5020 nodes.

Viewing Ethernet statistics

You can view detailed, real-time Ethernet link statistics.
ToviewEthernetstatistics:

1. Right-click the node > Statistics
2. Selectthe Ethernet port row.

Ethernet Port Statistics

12695349 129) 1911980202 14811
] ] ] ]

[=1=10=31=]
[=1=10=31=]
[=1E=10=11=]

1
2
3 ] 124 ] 14811
4 20116 124 3398700 14811

Chart

Reset

3. Clickchart.
4, Selecttype of datato view:
- Inputpackets
- Output packets
- Inputbytes
- Output bytes
- Packet collisions
- Receive errors

[ eaep—

Hestome Onarts

5. Click stop or close the window to exit.
6. Click OKto exit the statistics window.
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settings

HotPort5020-MMeshnode-specific

Thesettings inthis sectionare node-specific. The application of amesh-wide
configurationdoes notaffectthesesettings.

Note: HotPort 5020-M nodes can be used in these countries: Australia,
Indonesia, Japan, Malaysia, Philippines, Singapore, South Korea, Taiwan,

Thailand, and Vietnam.

Thenexttablelists the mesh features by product model.

configuration from a node

Feature HotPort 7010/7020 HotPort 5020
Setting the country code Supported Limited support
Changingthenameofa Supported Supported
mesh node
Entering alocation fora Supported Supported
mesh node
Enteringradiosettings Supported Supported
QoSsettings foramesh Supported Supported
node
Disabling integrated Supported Supported
access points
Changing the node mode | Supported Not supported
Configuring gateway Supported Not supported
interface settings
Refreshingthedisplayfor | Supported Supported
anode
Upgradinganeighbor Supported Supported
node
Deleting nodes from the Supported Supported
database
Copying a mesh Supported Supported
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Feature HotPort 7010/7020 HotPort 5020
Applying a mesh Supported Supported
configurationtoanode
Viewingasummaryofa Supported Supported
node configuration
Individual radio settings Supported Supported
Table 22

To access node-specific commands:

1. StartHotView Pro.

2. Loadthe mesh.

3. Double-clickameshonthe Network Viewtab.

4. Right-clickthe meshnodetoview configuration options.

If you do not see the configuration option or setting you need, make sure that
the mesh node modeland mode supports the option or setting.

Changing the name of a mesh node

RenameHotPortletsyou enteraunique, descriptive nameforeach node. This
name can be up to 32 characters long. The name for the mesh node appearsin
the network view.

Tochange the name of amesh node:

1. Logintothe meshnetwork.

2. Right-clickthe mesh node youwanttoname>RenameHotPort
3. Enteranameforthe meshnode.

4, Click save.

B HotPort Name @

Enter HotPort Name: |GYS - 822 ‘
Ofiretide [ save | cancer |

Entering a location for a mesh node

HotPortLocationletsyouentera256-characterstringtodescribethelocation
of the node.

Optionally, you canalso enter the latitude, longitude, and elevation of the node.
Theantennaalignmenttool uses thisinformationto calculate antenna
alignment. For moreinformationabout theantennaalignmenttool, see
“Antenna Alignment Tool” on page 23.

Toenterinformation aboutthe location of amesh node:
1. Logintothe meshnetwork.

151



HotPort 5020-M Mesh node-specific settings

2. Right-click the mesh node > HotPort Location
3. Enteradescription.
4. EnterGPSsettings:
a.  Selecttheformatforthesettings. The systemaccepts decimal
degrees(DD.ddddd)anddegrees, minutes,and decimal seconds.
b.  Enterthelatitude andlongitude of the mesh node.
5. Enterheightand elevation settings:
a.  Selecttheformatforthe heightandelevation settings. The system
canacceptimperial (USA) and metric values.
b.  Enterthe height and elevation (from sea level).
6. Click save.
B HotPort Location for GWS - 822 =
R e et st i
ettt
Heightt [ reet
GrowndBlevation: | | foet
Entering the node type

HotPort Type lets you configure a node to be static or mobile. Mobile nodes can

be set to enable or disable scanning.

HotPort Type is not available when a mesh node is a network gateway interface

B HotPort Type ==
Mesh Node Type: @ Static Node ) Mobile Node
Gfiretide

If you want to change the node to be a gateway server, see “Changing the node

mode” on page 155.

Entering radio settings

Radio Settings lets you setradio settings onanode by node basis.

By default, 802.11 radios negotiate the best possible speed for the current RF
conditions. If this is less than the maximum, the link negotiates the speed up

andthendownagainwhen necessary.
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In mesh applications this behavior can introduce some jitterin mesh transit
times. It also creates more mesh overhead traffic because the nodes share link
speed information for routing purposes.

Youcanadjustthe maximum possible speed atwhichanRF link can operatetoa
valueless thanthe maximum. This actionaffects performance, butitcanreduce
overhead and jitter. Italsoincreases link tolerance for marginal signal strength
andinterference. Thisis usuallyabeneficialtrade-offin meshes, which carry
video orvoice traffic.

Forinformationaboutdefaultradiofrequencies by country, see “Worldwide
default radio assignments” on page 4-21.

To configure radio settings:

1. Right-clickthe node>RadioSettings
2. Enterradio 1 and 2 settings.

3. Click Add Node Settings.

B Node Specific Radio Settings %

HotPort Node : (5020 NG -
el R |

Radio 1 Radio 2

Radio Status: ® Enable () Disable Radio Status: ® Enable ( Disable

Receive Path Gain: 5| (0 - 30) dBi Receive Path Gain:[5_| (0 - 30) dBi

Select Transmit Power: 26 dBm Select Transmit Power: 17 dBm

25% 50% 75% 100% 25% 50% 75% 100%

Transmit Data Rate: | Auto |~ Transmit Data Rate: | Auto |~|

Override Channel Assignment Override Channel Assignment
® Meshwide Setting O Meshwiide Setting
O Manual Setting ® Manual Setting

Radio Mode: | Radio Mode: [802.11N 4.90-5.00 GHz; 20 MHz bandwidth | ~

r
Radio Channel Setting: | Radio Channel Setting: |17 (4980.0 MHz) | v

Frame Aggregation: ® Enable () Disable Frame Aggregation: ® Enable () Disable

| Add Node settings Cancel

QoS settings for a mesh node

Node QoS lets you define 802.1pand port-based traffic priority.
Note: HotPort 5020-M nodes do not support port-based traffic priority.

Configuring a node port

ConfigureNodePorthasasub-menu:

Port Configuration lets youdisable unusedwired-Ethernetports, for
security. Italsolets you manually configure port speed and auto-sense.
Hybrid Trunk Configurationis usedas partof VLAN setup. See “VLANSs”
on page 111.

VLANACL Configurationisusedas partof VLANsetup. See “VLANS”
on page 111.
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Reboot HotPort mesh node reboots the node.

BackupandRestore Node Configuration lets youmake abackupfile ofa
configured node and then restore the node settings to the node.

Note: You cannot apply a backed-up node configuration to adifferent node. This
feature cannot be used to configure a replacement node for a node that failed in
the field. A backed-up configuration file can only be applied to the same serial-
numbernodefromwhichitwas extracted.

ThefilecreatedbytheBackupNode Configurationcommandisencrypted.

Disabling a mesh node port

Forsecurity, Firetide recommends thatyou disableall Ethernet ports thatyou do
notuse.

Todisableaport:
1. Right-click the mesh node, and then go to Port Configuration...

5% Node Qos.. Ji

O configure tode Port... * [ port configuration...

[E] Reboot HotPort

E‘ Hybrid Trunk Conﬂguraliok

=~ 3] vian AcL configuration...
\@l Backup Node Confiquration
B GWs-Mobility-0504 Port Configuration —_—
port1 port2
@ Enable this port ® Enable this port
C: Disable this port C: Disable this port
® Auto-Negotiate Speed/Duplex ® Auto-Negotiate Speed/Duplex
C Configure Speed/Duplex C Configure Speed/Duplex
Port3 Port4
(® Enable this port ® Enable this port
 Disable this port C Disable this port
® Auto-Negotiate Speed/Duplex ® Auto-Negotiate Speed/Duplex
) Configure Speed/Duplex ) Configure Speed/Duplex
Ofiretide Save | Cancel

Disabling integrated access points

Disable Integrated Access Points deletes the association between a HotPort
mesh node and its HotPointaccess points.
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Changing the node mode

Re-Configure Node To...lets you change the operating mode ofanodetobea
meshnode oragateway servernode.

200,12 /5 - 192,168.224.51 [l

Configuring gateway interface settings

Gateway Interface Settings let you define the required parameters for nodes
which are part of a gateway group.

Forone node in the gateway group:

1. Right-clickthe node >GatewayInterface Settings
Select Enable Gateway Interface.
Enter the Gateway Interface Settings:
- Member link capacity
- Member IP address
- Member IP mask
- Member default gateway
- Selectthe portif the device model has more than one available port
4. EnterthelIPaddressof the primary gateway server.
5. Click save.

B Gateway Interface Settings - 5020 NGI =)

Gateway Interface Settings

Enable Gateway Interface;
Gateway Server Name :
Member Link Capacity:
Member IP Address: [10 J0 |13 |43 |
Member IP Mask: [255 |/255 |[255 |[o |
Member Default Gateway: [10_ [0 |13 |J1_ |

Member Port: () 1

Server Settings

Primary Gateway Server IP Address: |10 |0 {13 |{44

@ﬂretid! Save I Cancel

Gateway interface nodes look like this inthe meshview.

Ve=o

7102
153,106.39 / G - 192,168 224.3

GWI - 583
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Refreshing the display for a node

Refresh Configuration for this HotPort mesh node refreshes the display.

Upgrading a neighbor node

UpgradelncompatibleNeighborNode letsyouforceanodethathas
incompatiblefirmwaretoreceive newfirmware.

Deleting nodes from the database

Delete this HotPort Mesh Node lets you remove nodes individually from the
software database. Use this action only on mesh nodes that are down (not
working correctly) ordo notexist.

Copying a mesh configuration from a node

Save Mesh Configuration from this HotPort... lets you create afile onalocal
computerthat contains all of the mesh-wide settings forameshnode or gateway
server.

When you save a configuration from an NGl node, the file contains the NGI-
specific settings of that node.

Whenyou save a configuration froma GWS node, the file contains the GWS
settings and NGl interface list.

Note: Mesh configuration files contain only basic mesh parameters. They do not
containall aspects of system configuration. They contain no mesh node-specific
information, such as node names, local radio settings, and soon.

Configurationfiles arewrittenin XML. You canview theminabrowser.

Applying a mesh configuration to a node

Toapply asaved configuration to new nodes so thatthey canjointhe mesh,
select Apply Mesh Configuration.

Whenyou apply a configuration that contains the NGI-specific setting to anew
node, the system prompts you to apply the NGl setting or not.

A configuration file copied from a GWS node can only be applied to a GWS node
where the GWS server settings are not configured. When you apply a GWS mesh
configuration file on a static mesh node, you can apply the mesh configuration
and any NGl interface setting iniits list.
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Viewing a summary of a node configuration

NodeSummary showsasummaryof nodesettings. Youcanview:

HotPort name

Serial number

IPaddress

Model

Port 1 MAC address

Radio 1 settings (operating channel,
Radio 2 settings (operating channel,
QoS

Node status

HotPorttype

VLANs

Gateway configurations

Multicast groups

T _SeC 1 ¢
2] Rename HotPort...

[¥] Hotport Location...

&l Hotport Type...

MACaddress, type,andtransmit power)
MACaddress, type,andtransmitpower)

Radio Settings...
Y% Node Qos...
Configure Node Port... »
[8] Reboot Hotport Node Summary
5 Backup Node Contiguration HotPort Name :HOTPORT 5202
Serial Number : WR6021103600203

{#] Restore Node Configuration 1P Address $154.239.75

= p Model Number :HOTPORT 5202

I

(2 Disabie inteprated Access Points Port 1 MAC Address  :00:18:C2:42:C0:CB
13 Gateway Interface Settings Radio 1 Operating Channel : Channel 149, 5.725.5.850 GHz OFDM
== Radio 1 MAC Address  :00:AB:B1:BA:CEAB
&2 Refresn configuration for this HotPort Radio 1 Type : High-Power ABIGIN

Radio 1 Transmit Power  :26 dBm

Radio 2 Operating Channel : Channel 17 (4980.0 MHz), 802.11N 4.90-5.

00 GHz;
20 MHz bandwidth
(#/ Save Mesh Configuration from this HotPort... Radio 2 MAC Address £ 00:1B:B1:B4:CE:AC
) Apply saved Mesh Configuration to this HotPort... Radio 2 Type + High-Power A/BIGIN
Radio 2 Transmit Power :17 dBm
[ statistics... Qos :none
Node Status :Up
I oo esses HotPort Type :Staticliode |\
[%] Run Diagnostic Tests » vLans :none
AdvarncenTooks » Gateway Configurations  :none
S | Multicast Groups :none
[" Node Ssummary ¥ Mesh Bridge Groups :none

Individual radio settings

The two radios in each node can be individually configured. A mesh network can
operate with uniform mesh-wide settings, but optimized radio settings canyield

better performance.
Theindividualradiosettings are:

Receive Path Gain: This setting calibrates the radar-detection function of the
US FCC-mandated Dynamic Frequency Selection. Enter the net gain of that

radio antenna (gain less cable loss).

Select TransmitPower: This slide barreduces transmit powerwhenthe

receive strength (RSSl)atthefarend

ofthelinkistoohigh.RSSIvalues

stronger than-20 dBm can cause receiver overload, whichincreases the
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errorrateand numberof retransmissions. The exact level atwhich the
receiveroverloads depends onthe totalamount of background noise, and
radio-to-radio variation.

TransmitDataRate: Thetransmitdatarate is the maximumraw over-the-air

rateatwhichtheradiooperates. Forexample, 802.11aradios operate at 54
Mbps. Radios always runat the highest possible speed. When aradio fails, it
slows, and then it negotiates a higher speed after a period. This behavior
adds jitter to a network. Limiting the maximum data rate to a lower value
reduces jitter. Low data rate applications can be set to a lower speed, which
reduces theRSSIrequirementand permits longer links or smallerantennas.
Override Channel Assignment: You canchangethe channelfortheradio of
onenode.

Fragmentation Threshold: Smaller packet sizes are betterinnoisy RF
environments. Ifretransmissionsarecommonandyoueliminated other
possible causes, seta smaller fragment size. This optionis notavailablein
802.11n mode.

Tomakeindividualradiochanges:

1. Right-click the mesh node > Radio Settings...
2. Maketheradiosetting changes:

Enableordisable eachradio

Enterthereceive pathgain(5dBibydefault)

Slide to select the transmit power (25 to 100% power in dBm)
Select the transmit data rate (auto by default)

Selectanyoverrides:

- Meshwide setting

- Manual setting (radio mode and radio channel setting)
- Enableordisableframeaggregation

3. Click Save.

Tosave time and make changes to multiple nodes at the same time, go to: Tools >
Multi-Node Radio Settings Tool

[ Multi-Node Radio Settings =

5020 NGI

Fixed frequencies can be applied to a subset of nodes if any node from this subset has an ethernet direct connection to a
n -

nodes at one time. Use the node-specific "Radio Settings” window to view existing settings.

Node Channel Settings

HOTPORT 5202-WRB021103600203 |5.725-5.850 GHz O... 149 802.11N 4.90-5.00 . 17 (4350

the default assignment. Use this panel to assign channel settings to mulfiple

802.11NA 20 MHz ... [149 802.11N 4.90-5.00 .. [17 (4980

Remove All

Add New Node

Ofiretide
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5020-E settings

Thesettingsinthis sectionarespecificto 5020-E configuration. The application
ofamesh-wide configurationdoes notaffect these settings.

5020-Esin HotView Pro

5020-Es canonly have oneactivelink toamesh nodeatany time. HotView Pro
shows this informationwhenitloads a mesh network:

Activeradiolinks are brokengreenlines between nodes

Producticon

Model, IPaddress, and descriptive names are under the producticon

Port information

Note: Ifyoucannotseetheinformationyouwanttosee,gotoClient
Preferences.

The nextimage shows the HotView Proicon foran 5020-E thatis working
correctly.

5020-E 4600458 |

The nextimage shows the HotView Proicon fora 5020-Ewithabroken (down)
radiolink.Thelinklinecolorisred.Aredcirclewithan“X”isonthe device,and
ayellow circlewith ared exclamation symbolis next to the device icon.

5020-E 4600458

R
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Setting the country code

If you have a new HotPort 5020-E, the first thing to do is set the country code.
Youwant to set the country code to change the device from a low-power, low
range settingtoa correct full-power operational mode.

C Caution! Make sure you configure the device for the correct country. If

you do not configure the country code correctly, the device might
operateinamanner thatis not legal or create problems with other
wireless devices.

Forinformationabout defaultradio settings by country, see “Worldwide default
radio assignments” on page A-1.

Tosetthe country code forafactory newdevice:

1.
2.
3.

GotoMesh>Add Mesh
Enterthe IPaddress of the mesh and password.
Click Login.

The systemdetects new nodes that do not havea country code settingand
prompts youto setthe country code.

Select the country inwhichyou intend to operate the device.
Click Save.

Accessing 5020-E configuration settings

To access 5020-E settings:

1.
2.
3.

Double-clickameshonthe Network Viewtab.
Right-click the 5020-E to view your configuration options.
Select the setting to view the configuration window.

e}

"5020-ER 4600448" Settings
;£ Rename HotPort...
'''' @ HotPort Location...

Radio Settings...
5% Node Qos...

D Configure Node Port... »

m Reboot HotPort

‘(:;] Backup Node Configuration

(% Restore Node Configuration

FE; Edge Mesh Configuration... ]

isable Integrated Access Points

@ Refresh configuration for this HotPort

(#! Save Mesh Configuration from this HotPort...

\{?] Apply saved Mesh Configuration to this HotPort...

Statistics...

! HotPort License...

El Run Diagnostic Tests »
W Advanced Tools »
Node Summary »
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Adding a radio link to an 5020-E

5020-Es have one radio link (Radio 1).

Beforeyouaddaradio link you need to do these tasks:

Setthe country code so the node works at full radio strength
Applyaconfigurationfile fromameshnodeinthe network sothe 5020-E

canconnecttothecorrect mesh

Afteryou configurethebasicnetworkinformationand givethe 5020-E power, it
finds neighbors towhichitcan connect.

Toadd aradiolinkonan 5020-E:

1.
2.

3.

Right-click the 5020-E > Edge Mesh Configuration

Fromthe Radio 1 tab, click Add to select the neighbor to which you want the

5020-Etoconnect.
Click save.

Afteryou save the configuration settings, the 5020-E makes an active link

tothe neighbor configured forRadio 1.

[ Edge Mesh Configuration:Edge Node - 218 ==
Active Link

= [ _Remote Serial Number | _Local Interface _| Remote Interface | SR (dBm
1.70.49.143 |WK2031304600207 |Radio 2

Radio 1(PRIMARY LINK) | Radio 2(SECONDARY LINK)
Selected Link(s)
| 1P Address Remote Serial Number

R
WK2031304600207
4 WXC011103503288
WPQ!
T

WPQ031103505699
WPT031304600212
WH1031304600206

Sl5|m| oS

202D

PR - |
3

Neighbor Link Selection
Remote Serial Number : |

Remote Interface : [Radio1 | v

Add|

|
@fire!ide Save Cancel |

Removing a radio link

Toremovearadiolink:

1.
2.

Right-click the 5020-E > Edge Mesh Configuration

Fromthe Radio 1 orRadio 2 selected links section, click the box in the
Remove columnto select the link that you want to delete.

Click Save.
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Configuring a radio link to a 5020-E not
in the network

Whenyou receiveanew 5020-Eand configure itto be in anactive network, the
node to which you want it to attach might not be in the area for the node to
find. You can configure aradio link to a particular mesh node with this
procedure.

Beforeyou begin, you need the serial numberand name of the remote interface
to which youwant the 5020-E to attach.

Toconfigurea5020-Eto connecttoaparticularneighbornodethatisnotin the
stagingorcurrentnetwork:

1. Right-click the 5020-E > Edge Mesh Configuration

2. Inthe Neighbor Link Selection section (bottom of the window), enter the
serialnumberofthe neighbor meshnode.

3. Selectthe remoteinterface: Radio 1 or Radio 2.

4, Click Add.

5. Click Save.
The 5020-Ewill connect to the correct mesh node whenitis installed in the
network.

Changing the name of a HotPort node

RenameHotPortletsyouenteraunique, descriptivenameforeachHotPort
node. Thisname canbeupto 32 characters long. The name forthe node appears
inthe network view.

Tochange the name of aHotPort node:

1. Logintothe meshnetwork.

2. Right-clickthe node youwanttoname >Rename HotPort
3. Enteraname.

4, Click save.
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Entering a location for a HotPort node

HotPortLocationletsyouentera256-characterstringtodescribethelocation
of the node.

Optionally, you canalso enter the latitude, longitude, and elevation of the node.
Theantennaalignmenttool uses this information to calculate antenna
alignment. Formoreinformationabouttheantennaalignmenttool, see
‘Antenna Alignment Tool” on page 63.

Toenterinformation about the location of aHotPort node:

1. Logintothe meshnetwork.

2. Right-click the node > HotPort Location

3. Enteradescription.

4. EnterGPSsettings:
a.  Selecttheformatforthesettings. The systemaccepts decimal

degrees(DD.ddddd)and degrees, minutes,and decimal seconds.

b.  Enterthelatitude and longitude of the node.

5. Enterheightand elevation settings:

a.  Selecttheformatforthe heightandelevation settings. The system
canacceptimperial (USA) and metric values.

b.  Enterthe height and elevation (from sea level).
6. Click save.

B HotPort Location for HOTPORT 5202-WR6021103600203 =

Use the HotPort's "Location™ setting to provide a description of the HotPort's whereabouts.

Enter HotPort Location: |
GPS Settings

@ Decimal Degrees (DD.ddddd)
Format:
> Degrees, Minutes, Decimal Seconds

Latitude: :
Longitude: . .

HeightiElevation Settings

Format: @ English Unit C Metric

Height [ | feet
Ground Elevation: feet

@ﬁretid: Save. Cancel

Entering radio settings

Radio Settings lets you setradio settings onanode by node basis.

By default, 802.11 radios negotiate the best possible speed for the current RF
conditions. If this is less than the maximum, the link negotiates the speed up
andthendownagainwhen necessary.

In mesh applications this behavior can introduce some jitterin mesh transit
times. It also creates more mesh overhead traffic because the nodes share link
speed information for routing purposes.

164



165

5020-E settings

Youcanadjustthe maximum possible speed atwhichanRF link can operatetoa
valuelessthanthe maximum. This actionaffects performance, butitcanreduce
overhead and jitter. Italsoincreases link tolerance for marginal signal strength
andinterference. Thisisusuallyabeneficial trade-offin meshes, which carry
video or voice traffic.

Forinformationaboutdefaultradiofrequencies by country, see “Worldwide
default radio assignments” on page A-1.

To configure radio settings:

1. GotoTools>Multi-Node Radio Settings Tool
2. Click Add New Node.

[ Multi-Node Radio Settings [

Fixed frequencies can be applied to a subset of nodes if any node from this Subset has an ethernet direct connection to a
non-subset node or if the Second radio uses the default assignment. Use this panel to assign channel settings to multiple:
nodes at one time. Usé the node-specific “Radio Settings" window o view existing settings.

Node Channel Settings

Mesh Node Radio 1 Mode  [Radio 1 Ch..] Radio 2 Mode  [Radio 2 Ch..]

Add New Node
Gfiretide save | _cancel

3. Selectanode fromthe drop-down list.

Enter theradio settings: transmit power, transmit datarate, and manual
settings.

5. Click Add Node Settings.
6. Click Save.

B Node Specific Radio Settings =
HotPort Node : |5020 NGI -
Radio 1 Radio 2

Radio Status: @ Enable () Disable

Receive Path Gain:|5 | (0 -30) dBi

Select Transmit Power: 26 dBm

Radio Status: ® Enable () Disable

Receive Path Gain:[5 | (0 -30) dBi

Select Transmit Power: 17 dBm

25% 50% 100% 2% 50% 75% 100%
Transmit Data Rate: Auto - Transmit Data Rate: Auto | v

‘Override Channel Assignment Override Channel Assignment

® Meshwide Setting O Meshwide Setting

> Manual Setting ® Manual Setting

Radio Mode: Radio Mode: [802.11N 4.90-5.00 GHz; 20 MHz bandwidth [ |
Radio Channel Setting: Radio Channe Setting: 17 (49800 MHD) ||
Frame Aggregation: @ Enable () Disable Frame Aggregation: ® Enable () Disable

Add Node Settings Cancel
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QoS settings for a node

Node QoS lets you define 802.1p. See “Tunnel QoS settings for a node” on
page 135.

Configuring a node port

ConfigureNodePorthasasub-menu:
PortConfiguration lets youdisableunusedwired-Ethernetports, for
security. Italsolets youmanually configure port speed and auto-sense.

Hybrid Trunk Configurationis usedas part of VLAN setup. See “VLANs” on
page 111.

VLANACLConfigurationisusedas partof VLAN setup.See “VLANs” on
page 111.

Reboot HotPort node reboots the node.

BackupandRestore Node Configuration lets youmake abackupfile ofa
configured node and then restore the node settings to the node.

Note: You cannot apply a backed-up node configuration to adifferent node. This
feature cannot be used to configure areplacement node for a node that failed in
the field. A backed-up configuration file can only be applied to the same serial-
numbernodefromwhichitwas extracted.

ThefilecreatedbytheBackupNode Configurationcommandisencrypted.
Disabling a HotPort port

Forsecurity, Firetide recommends thatyou disable all Ethernet ports thatyou do
notuse.

Todisableaport:
1. Right-click the node > Port Configuration

IO configure Node Port... +/ [ Port configuration...

[&] Reboot HotPort %] Hyoria TrunkConﬂguriﬂ\oR
@ VLAN ACL Configuration...

'.lfj Backup Node Confiquration

2. Click Disable this port.
3. Click Save.

Disabling integrated access points

Disable Integrated Access Points deletes the association between a HotPort
node and its HotPoint access points.

Refreshing the display for a node

Refresh ConfigurationforthisHotPort node refreshes the display.
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Copying a mesh configuration from a node

Save Mesh Configuration from this HotPort lets you create a file on alocal
computer that contains all of the mesh-wide settings for a node or gateway
server.

Note: Mesh configuration files contain only basic mesh parameters. They do not
containallaspects of systemconfiguration. They contain nonode-specific
information, such as node names, local radio settings, and soon.

Configurationfiles arewrittenin XML. You canview theminabrowser.

Applying a mesh configuration to a node

Toapply asaved configuration to new nodes so thatthey canjointhe mesh,
select Applysaved Mesh Configurationtothis HotPort.

Viewing a summary of a node configuration

Node Summary shows a summary of node settings.
To view the node configuration: right-click the 5020-E > Node Summary

Individual radio settings

The two radios in each node can be individually configured. A mesh network can
operate with uniform mesh-wide settings, but optimized radio settings canyield
better performance.

Theindividualradiosettings are:

Receive Path Gain: This setting calibrates the radar-detection function of the
US FCC-mandated Dynamic Frequency Selection. Enter the net gain of that
radio antenna (gain less cable loss).

Select TransmitPower: This slide barreduces transmit powerwhenthe
receivestrength(RSSl)atthefarendofthelinkistoohigh.RSSIvalues
stronger than-20 dBm can cause receiver overload, whichincreases the
errorrateand numberof retransmissions. The exact levelatwhich the
receiver overloads depends onthe totalamount of background noise, and
radio-to-radio variation.

TransmitDataRate: Thetransmitdatarate is the maximumraw over-the-air
rateatwhichtheradio operates. Forexample, 802.11aradios operate at 54
Mbps. Radios always runat the highest possible speed. When aradio fails, it
slows, and then it negotiates a higher speed after a period. This behavior
adds jitter to a network. Limiting the maximum data rate to a lower value
reduces jitter. Low data rate applications can be set to a lower speed, which
reduces the RSSIrequirementand permits longer links or smaller antennas.

Override ChannelAssignment: You canchange the channelfortheradio of
onenode.
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Fragmentation Threshold: Smaller packet sizes are betterinnoisy RF
environments. Ifretransmissions arecommonandyoueliminated other
possible causes, seta smaller fragment size. This optionis notavailablein
802.11n mode.

Whenyou manually selectaradio mode, the guard level, frame aggregation
feature,and fragmentationthreshold becomeavailable or not.

If you selecta “plus” radio mode, the channel assignment occupies the same air
space but uses the nextadjacent channel up. If you selecta “minus” radio mode,
thechannelassignmentoccupies the sameairspace butuses the nextadjacent
channel down.

Tomakeindividualradiochanges:

1. Right-clickthe node>RadioSettings
2. Maketheradiosetting changes:

Enable ordisable eachradio

Enterthereceive pathgain(5 dBibydefault)

Slide to select the transmit power (25 to 100% power in dBm)
Select the transmit data rate (auto by default)

Selectanyoverrides:

- Mesh-wide setting

- Manual setting (radio mode and radio channel setting)
- Enableordisableframeaggregation

3. Click save.
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Firetide Mobility

This section contains information about these topics:
Linear mobility
Non-linear mobility
Firetide Mobility Controller (FMC) configuration
Mobility views in HotView Pro
Telnet to FMC and Mobile Nodes
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Mobile network solutions

AFiretide Mobility Controller (FMC) device lets you enable real-time roaming.

Note: HotPort 5020-E and HotPort 5020-M nodes do not support mobility and
cannot be static nodes in networks that have mobility enabled.

Amobile LAN, suchas anetwork onatrainorbus, is a special application for
whichFiretide productaredesigned.

Mobile LANs can be designed to achieve up to 100 Mbps at high speeds with less
than 1 ms per hop latency and seamless (as low as 5 ms) hand-off action. This
level of performance enables the delivery of real-timevideo surveillance, digital
signs, and Wi-Fi connectivity.

Note: Static nodes in linear mode can use the same channel to have shorter
hand-offtimes.

Requirements to roam across meshes

Requirements for seamless roaming include:
Active scanningis required for mobility solutions. Refer to the release notes
to make sure that active scanning s legal in the location of intended use.
OneFiretide Mobility Controller(FMC) device

Staticand mobile nodes with licenses for mobility, dual radios, and correct
firmware version for each node (staticand mobile) in the meshes

Note: See the data sheets of the products you want to use inyour deployment for
firmware compatibility information.

Onegatewayserverineach mesh

(Optional)backup FMCdeviceand onebackup gateway serverforeach
installed gateway server

Note: Firetide recommends redundant FMC devices and gateway servers for fault
tolerance.
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Components of a mobile network

Thecomponentsofamobile networkinclude:

Firetide Mobility Controller device
Mesh nodes

Firetide Mobility Controller device
The Firetide Mobility Controller (FMC) device does the following tasks:

Keepsallconfigurationinformation for the mobile nodes.

Communicates exclusivelywith the gateway serversineach meshand
the mobile nodes

Pushesupgradesand changestothemobilenodes

The FMC is used to schedule upgrades and perform the following changes to
a mobile node:

ACL
link state
Auto Negotiation
VLAN / Trunk configuration
Features
QoS
MAC filter
Enable Mobile node redundancy
Enable Multicast
Scanning frequency and Radio1/2 Transmit power

The FMC device onlyworks with a gateway server, which is the single point of
contactto themesh.

Best practice: Have redundant FMC devices within the same LAN for fault
tolerance.

HotView Pro can manage multiple FMC devices. One FMC device manages a
group of meshed networks. Mesh nodes cannot be members of more than
onegroupat atime.

Mesh nodes

Amobilityapplicationrequires meshnodes configuredandlicensed to
operate by purpose:

Mobile node

The nodes that move across the mesh networks are mobile nodes. You
can changeastaticnode intoamobile node through software
configuration. Afteranode becomesamobile node, thenall
configuration changesand upgradescomefromthe FMCdevice. All
nodesinamobilityapplication requiretheselicenses:management,
mobility, dual-radio,and MIMO.

The dual radios make reliable, quick performance possible. One radio
exclusivelyscansand otherradio makes theattachment. The radio
that scansfinds the closest, best signals for the link.
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Mobile nodes have ascaninterval, and they update the mobile scan
list whichlists the available channels.

Static node
Staticnodesformtheinfrastructure ofthe networkandcanbealonga
track andother permanent positions throughout a city. Staticnodes in

amobility applicationrequiretheselicenses: management, mobility,
dual-radio,and MIMO.

Gateway servers

The gateway server is a mesh node that you configure to be the
single point of contact for an FMC device. Gateway servers in a
mobility application require these licenses: management, mobility,
dual-radio, and MIMO.

Best practice: Have redundant gateway servers and redundant gateway
interfaceswithin the same LAN forfaulttolerance.

Mobile network configuration process

TosetupaFiretide mobility enabled solution, do the following:

1. Setuponeormore static meshes.

2. Configure onenodeineachmeshtobeagateway server.

3. Configure the gateway interface.

4. Installa mobility license to all nodes in each mesh.

5. Enable the Mobility Node setting and enter the FMC domain name.

Note: Make sure the domain nameis the same across all meshes.

ConfigurethemanagementIPaddress of the FMC onthe gateway servers.
Selectastatic node for conversion:
a.  Factory reset this node prior to conversion.

b.  Make this node a “head node,” apply the mesh-wide configuration
settings, and convert the node from static to mobile.

8. Fromthe FMC,add the serial number of the static node that you just
converted to amobile node, and enteritin the FMC (ACL list).

9. Configure the FMC mobility view.

10. FromtheFMC, configurethemobilenode.

Themobilenodescansforinformationaboutthe configureddomainname.
Afterauthenticationfinishes,theFMCsendstheconfigurationtothemobile
node.

Note: The mobile node does not have to be in the mesh when you make
configurationchanges. TheFMCkeepsthechangeinformation,andthenitsends
the changeswhen the mobile node comes into the mesh domain.

Mobilityandencryption

If you have end-to-end encryption enabled on a mesh, save a configuration file
without end-to-end encryption to use with mobile nodes. Mobile nodes receive
their encryption keys from the FMC. The system does not allow mismatched
encryption keys.



Converting a mesh node to be a mobile node

Forthe nodes that youwant to putinavehicle, you need to change the operation
mode from normal to mobile.

Prerequisites: Adualradio license must be installed on each mobile node. Make
surethat scanning is enabled on the node.

Dualradios makesreliable, fastperformance possible. Oneradioonlyscansand
otherradio makestheattachment. Theradio that scans finds the closest, best
signals for the link.

Toconvertanode toamobile node:

1. Right-clickthe node >HotPort Type > Mobile Node > Save
2. Click ves.

Configuring a mobile HotPort mesh node
Prerequisite: theradios mustbe configured before you convertastaticnode to
be amobile node.

After conversion, mobile node configurations are modified fromaright-click on
thenodeorfromthe FMCdevice.

Toconfigureamobile HotPort mesh node:

1. Right-clickthe FMC> HotPort Configuration
2. Right-clickthe mobile nodein the ACL list.

B HotPort Configurations =

Access Control List:

el
W3M051103506233 Firetide CA
WW2101003501727 Firetide CA

00320 Firetide CA
WBWO061103506307 Firetide CA
WW9101003501802 Firetide CA
W58011103503215 Firetide CA
WTD0411 73 Firetide CA
WT01208! 34 Firetide CA

el
W8F121 0127 Firetide CA
WOI121203510160 Firetide CA
WCNO081104504364 Firetide CA
WBD031103505705 Firetide CA H
'Esmuumﬁuuﬁm Firetide CA

IWOC101003501701 Firetide CA

[WMO101003501803 Firetide CA
[WPQD31103505699 Firetide CA
[WEB041103505723 Firetide CA
3
4

IWD0011103503226 Firetide CA
[W\vQ111004502559 Firetide CA ~

Gfiretide

3. Configuretheportsettingsasneeded.
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Part 1 Pon2
® Enabie this port ® Enable this part
) Disabie tis part 2 Disable this port

® uto-Negatiate SpeedDuplex

- Configure Speed Ouplex

e = G o e ey S

Port 3

Port 4

# Enable this port '# Enable this port

) Dissble this part ) Disabile this port

& Austo-Hegotiate SpoedDuplex Ao Nogotiate Spesd Duplex
O Canfigure SpeedDuplex ) Configure SpesdDupiex

Svoot [T =] v i [7] sooot [T [7]  ovpie i [7]

Griretide

4. ConfiguretheQoSsettingsasneeded.

[pon 005 wan  wncrmer

Choose HotPort 0uS Setiing:

1 Hone
© Port-based oS
St Part-Based Class of Service (CoS) Levels:
Port 1:
Port 22
Port 3:
Port 4
) wozAp

‘Set B2, 1p Class of Senvice (CoS) Lovels:

@firﬂlﬂl

sae | cancol

5. ConfiguretheMACfilterasneeded.

Port [005 [ VLN

MAC Fiter Configuation
) Prevent Access by MAC adiiresses inList

&) o Rccess ony 1o MAC adresses inList
Fater List

— Remove All
MAC Fifter Typo: ® MAC ACL Fiter . MAC OLR Flter
wac heoss: [ [
[ ]
Gfireride [sam ] comcar |




6. Configure the VLAN settings as needed.

B st Confgarmmon =
Port | Q05 |[VEAN] MAC Fater

Pert: Selected Port: Porn 2

Port 2|

o) Fon T Purt

Primary VLAN (1.4084)
VLAN State Type :[Dery A |~

VLAN List:

Hev VLAN Entry

Gfiretide [(sve | camcet
7. Whenyou are finished, click Save.

Configuring linear mobility

A mobile node downloads the mobility state whenit first boots up and attaches
toanattachment point or when it roams from one mesh to another. After the
mobile node attaches to the static mesh network, it will not automatically know
aboutany changes made to the mobility state, unlessitis rebooted or if it leaves
the staticmeshand comes back later.

Direction of movement

Thedirectionofaradioonastaticnode defines the direction of movement of the
mobile node in which this radio will serve as an attachment point for the mobile
node. A mobile node movinginan upbound direction only attaches to radios that
areconfiguredtobe upbound.
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Mobile nodes automatically learnthe direction of movement:

Whenamobile node changes attachmentfrom one static node to another
static node (not from one radio to another radio on the same static node),
the direction of the mobile node is set to that of thesecondstaticnode’s
radio.

Toenablelinear mobility:

1. Go to Mesh > Mobility Configuration

2. Selectthe type of linear mobility: non-sequential or sequential.
- Non-sequential: add nodes to the list.
- Sequential: add the sequence number of each node.

3. Selectthedirection of travel: upbound or downbound.

Selectthenodeandradiothatyouwanttobeinthepathintheorderyou
wantthemto be used fromthe available nodes list.

1B Mobility Configuration
Enable Non Sequence Number Linear Mobility
v| Enable Sequence Number Linear Mobility
Load balancing of mobile nodes
Mobility Direction : Down Bound -
Available Node List Configured Node List :
Hotport Hame Radio | RsS1 Threshold | Sequence tum
GWI-8095 Radio 1 -25 0 ]
GWI-8095 Radio 2 25 0 |
Add ==>
Add All ==>
<== Remove
<== RemoveAll
Ofiretide save | Cancel | Heip

The detachment threshold is the maximum RSSIvalue at which a mobile node
stops a connection to the radio of the current static node and attaches to the
radio of another static node.

Whenever the RSSI of a radio on a static node in a mobility application exceeds
five, the mobile node looks for alternative attachment points and if found, it
detaches fromthat static node and forms a link with a radio on another static
node. Youneedto configure the detachmentthreshold foreach radio of every
staticnode inamobility application.

Tosetthe detachmentthreshold, see “Entering radio settings” on page 134.
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Load balancing with mobile nodes

By default, whenamobile node looks for a static node attachment, the mobile
node only uses the strongest RSSlvalue as the selection criteria. Toensure fair
distribution of attachments and to decrease a potential for traffic bottlenecks
and over-utilization, you can enable the load balancing feature. The load
balancing featureincreases the staticnode attachment selection criterion to
include:

CPUloadandavailable bandwidth

RSSI value

Current channel utilization

Channelcongestioninthe channel of the mobile node

Numberof neighbors attached toaparticular staticnode

Enabling load balancing in a mobility application

Toenableload balancinginamesh:

1. Go to Mesh > Mobility Configuration
2. SelectLoadbalancingof mobilenodes.

( - Mobility Configuration

Enable Non Sequence Number Linear Mobility
Enable Sequence Number Linear Mobility

v| Load balancing of mobile nodes

Mobility Direction :
Available Node List

HotPort Name Radio
HOTPORT 7202-W8N1...|Radio 1
HOTPORT 7201-W321 :Racw 1
HOTPORT 7202-W8N1...|Radio 2

3. Click Save.

Firetide Mobility Controller device tasks

This section contains tasks thatyou dowithan FMC. The default IPaddress fora
newdeviceis 192.168.224.170. The default username is admin,and the default
password is firetide.

Adding a Firetide Mobility Controller device

Toadd acontroller:

1. GotoFMC>AddFMC
2. (Optional) Check Pre-Load Controller.
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3. ClickLogin.

-
Firetide Controller P

@firetide'.
HotView Pro

Version 10.8.4.0 (Build 16741)

P
P 5/ \i Controller IP Address : |192.168.224.10
(K-8 Username: |admin |
N & ¢ Password: \

N AT A
" [v] Pre-Load Controller Cancel

Viewing Firetide Mobility Controller logs

You canviewthe controllerlog. The log contains this information:

Severity

Date

Serial number
Controller Name
Faulttype
Details

Thelogfilteris adynamicreal-time filter. Whenyou close the window the sorted
datais lost. The systemdoes not keep the data.

Note: If you want to keep the log events, you must install the database.

Thesystemautomatically populatesthefieldvalues. Dependingonthe
configuration, up to 1000 events or faults appear in the list.

You can create a customvalue or sort by node type or by date.
The systemsorts outof the limityou set.

181



Tofilterthe log:

Enteranumberbetween 1 and 1000 to see fewer entries, and then click
Apply.
Select the type of data to filter. You can choose to filter by date or node
name.

Add afilter.
Toprintthelog, click Print.
Toexportthelog,clickExport.
Torelease thefilter, click Clear All.

B HotSwich Faults =

[Severi_]| Date Serial Number Controller Name Fault Type Details

Display Options

Filters

Display last [1000 | (1-1000) fauits | Apply
Ftr Tpe: [ogaams |~

Filter Values : |
Clear All Print Export

Ofiretide

Deleting down controllers

Todelete a down controller from the management window, go to FMC > Delete
Down FMCs.

Setting the time onan FMC

Youcansetthetimeonthe primary andredundant FMCdevices.

1. Startand then log into HotView Pro.

2. GotoFMC>AddFMC

3. LogintotheFMC.

4. Right-click the primary FMC > FMC Time Settings

P Mosh pccoss Pumt {MC oot Jorvoe Admammiraton Chos Bt
n > E

Ik Vi Standisbone Accews Pomt Veew | $heh 175 (S 176) | 19C 200

am
l%"\
o
25 o g ;
K i St
B Aevances voon

L T —
T -,
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5. Selectthe date fromthe calendar drop-downarrow.

Tochange thetime, double-click the hours, minutes, and then the seconds
and use theup ordownarrowto increment or decrement the time.

6. Click Set Time.

The FMCdevice reboots and thenappearsinthe Mobility view. If the network has
aredundantFMC, bothFMCdevicesrebootandsync.

Mobile Node Scan List

Theactivescanlistcontains theavailable mesh-wide radio channels and mode
pairs and override channels of all meshes connected to an FMC device. Ifan
attached meshexperiences channelfailure, the systemdoes notreportthe
channels and mode of that meshin the list.

If youadd one or more channels to the blacklist, the FMC device removes these
channels fromthe active scan list to make awhitelist, alist of approved
channels. The FMCsystemsendsthewhitelisttothe mobile nodes.
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Activescanlist
+
Channel overrides

y

channels that you do not
wantmobilenodestouse

Y

Whitelistthatthe FMC
sendsto the mobile nodes

Blacklist

Denying channel access to mobile nodes

The active scan-listin each FMC device contains the radio channels and radio
modes of the meshes connected tothe FMC. By default mobile nodes haveaccess
to all of the channels in the active scan list. If no meshes are connected to FMC,
however, the listis empty.

You can deny access to one or more channels by configuring a blacklist, which is
storedinadatabase inthe FMC device. If you select all available channels for the
blacklist, however, the mobile nodes cannot connectto the network.

Toadd achannel to the blacklist:

1. Right-clickthe FMC device > FMC Configuration >Mobile Node Black List
Channels

2. Selectthe channel that you do not want the mobile nodes to use from the
active scan list (table on the left side of the window).

184



<Remove

[Csave | concer ‘

Ofiretide

3. Click Add to move the Active Scan List channel to the Mobile Node Black List
Channels list.

Caution!lfyoumoveallchannelstotheblacklist,mobile nodeswill
L A \ disconnect from the network.

4. Click save.

Node-specific FMCtasks

Toadminister mobile node configurationwithan FMCdevice presentinthe
network, you select the FMC for that group of mobile nodes and then right-click
to view the options.

Changingthe FMCID

Youshould change the FMCID value toanumber from 2001 (defaultvalue) to
2100. This numbercan be helpfulwhenyou usethe FMCmeshview.
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The next image shows an FMC mesh view.

Network Mesh AccessPoint EMC Tools Server Administration Client Preferences Help @ﬁretide

3 E B
[ etwork Visw | Mesh 17 (NON - FMC) || FMIC 2001 (FMC - 1234) |

FMC - 1234

Tochangethe FMCID:

1. Right-clickthe FMC>FMCID

2. Enteranumbertoidentify the FMC.
3. Click save.

B rmciD

Enter FMC ID: [2001] | (2001-2100)

@)firetide Save Cancel

Configuringthe FMC

HotView Pro Reference Manual 10.17.0.0

Youcanenteradescriptivename,location,and VLAN settings forthe FMCdevice.
To configure or change FMC settings:

1. Right-click the FMC > FMC Configurations
2. Enter or modify the IP:
- FMCname,whichcanbeupto32alphanumericcharacterslong

- FMClocation,which canbeanaddress or description of where tofind
the FMC device

- FMCIPaddress,whichisanIPv4 address
- Subnet mask
- Default gateway, which s the IPv4 address of a gateway server

3. (Optional)Enable the management VLAN feature and thenenter the VLAN
number.

4. Click Save.
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B #MC Settings =

FIIC Settings

FMC Name: |HEL\OS 7026

FMC Location: | J
FMC IP Address : [192 |[168 |[224 |[170 |

SubnetMask: [255 |[255 |[255 [0 |
Default Gateway: [192 {168 |[224 |[1 |

FMC Management VLAN Setting
[ Enable Management VLAN

VLAN Number : [1-4095]

Ofiretide save | cancel

Configuring FMC redundancy

Ifan FMCdevice breaks orexperiences apoweroutage, mobile nodes become
unabletoroam. Toprovide graceful failover, we recommendthatyou havea
backup FMC device.

Notel: When an FMC failover happens, the gateway server does not failover. It
cycles atthe nextreboot.

Note2: To successfully bring up redundancy on an FMC and mobility, the VLAN
configuration should be identical; otherwise, redundancy will not come up.

Whenyouconfigureredundancy,youneedtoconfigureredundancyforbothFMC
devices.FMCredundancyuses Virtual Router RedundancyProtocol (VRRP). The
GroupIDor VRID determines the last byte of avirtual MAC address that the
systemmaps toavirtuallPaddress forthe primaryand secondary FMC devices.

Forexample,192.168.224.170is thevirtual IPaddressforaprimary FMCdevice
withIPaddress 192.168.224.171andasecondary FMCdevicewithIPaddress
192.168.224.172. Ifthe primary device is active, it is reachable at
192.168.224.170 and 192.168.224.171.

ThegroupIDisanumberbetween1and 255.
To configure a redundant FMC:
1. Right-click the FMC > FMC Redundancy Configuration.
2. Check Enable FMC Redundancy.
3. Entertherelationship of the FMC device: primary or secondary.
4, Enterthisinformation:
- GroupID
- PrimaryIPaddress
- SecondarylPaddress
5. Click Save.

Gfiretide [Csave_ | cances
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Upgrading firmware onan FMCdevice

Youcanviewthe current firmware versionfromthe Upgradetab.
Download different firmwarefiles fromthe Firetide Partner Portal.

Caution! If the mesh has high security enabled, you must upload the
/L A \ .bin2file.Ifyoutrytoloadthe.binfile,theupgradewillfail.

To upgrade firmware on an FMC device:

1. Right-clickthe FMC>Upgrade FMC
AwindowthatshowstheFMCdevicesavailableforupgradeappears.

2. Fromthe Select Upgrade Image section of the Image Upgrade tab, click
Browse and navigate to where you saved the firmware file.

3. Click Open.
Click start.
HotView Proloads and activates the image file.

Upgrading firmware on a mobile node

HotView Pro Reference Manual 10.17.0.0

Toupgrade firmware onamobile node thatis controlled withan FMC device, you
have to make the upgrade through the FMCinterface (right-click on the FMC).

The mobile node does not have to be presentin the mesh whenyou make
firmwarechanges. TheFMCkeepsthechangeinformation,andthenitpushesthe
firmware whenthe mobile nodeis presentwithin the mesh domain. You cannot
schedule mobile node upgrades.

Caution! If the mesh has high security enabled, you must upload the
/L A \ .bin2file.Ifyoutrytoloadthe.binfile,theupgradewillfail.

Note: Toupgrade firmware onastaticnode, go to Network > Upgrade Firmware

Toupgradefirmwareonamobilenode:

1. Right-clickthe FMC>UpgradeHotPort MobileNodes
Awindowthat shows the nodes available forupgradeappears.

2. Selectthenode ornodes to upgrade.
3. Click save.

The“upgrade complete” message means that theimagefileis onthe node andis
valid.

Thejob schedulerlets you activate the previously-uploaded image ata
convenient time.

Whenyouactivateafirmwareimage, the affected node reboots. The affected
node is not available for two minutes.
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Upgrade messages

During a firmware upgrade procedure, the messages sent will reflect the following
conditions:

success

failure

details if aborted

Adding mobile nodestothe FMIC management group

Youload mobile nodes into the FMC management groupwith access control list
(ACL)entries. After the nodes areinthe ACL, you can make node-specific
changes.

Toadd amobile node to the managementgroup:

1. Right-clickthe FMC>Mobile Node ACLConfiguration

2. IntheNew Certificate Entry section, enter this information:
- Product serial number
- Product type (indoor or outdoor node)

- Certificateauthority (Firetide CA, Firetide upgrade, oryourcustomCA
ifyou configured self-signed certificates)

3. Click Add.
4. Reboot the FMC.

JB ACL for Mobile Nodes B

Access Control List:

WCN081104504364 Firetide CA
[WTo120904501349 Firetide CA
|WBW091204600428 Firetide CA
WCN081104504444 Firetide CA

Remove All

New Certificate Entry

Serial Number: Product Type : |HotPort 5xxx Indoor Certificate Authority: |Firetide CA n

@firetide Save Cancel
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Making configuration changes on a mobile node

The mobile node does not have to be presentin the mesh whenyou make
configurationchanges. The FMCkeepsthechangeinformation,andthen
transfers the changes when the mobile nodeis presentwithinthe mesh
domain.

You have to add the mobile node to the ACL before you can make node-specific
configuration changes.

Mobile node configurationincludes settings for:
MAC ACL
Ports
QoSandclassofservice
VLAN
Profile Switching (New in 10.17.0.0)
Advanced (New in 10.17.0.0)
To make mobile node configuration changes:
1. Right-click the FMC > HotPort Configurations
2. Selectthe mobile node by its serial number.
3. Click Configure.

.©l7|elide ]T
4. Inthe Mesh Configuration area (Port tab) enter these settings:

- Enableordisablethe ports
- Auto-negotiateorexplicitly configurethe speedand duplex mode
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B Mesh Configurstion

[fPe | os | woan |
porta s
OEE @ Enable this port
oo © Disable this port
o = ‘@ Auto-Negotiate Speed Duplex
2 Configure SpeediDuplex

) Configure SpeedDuplex

spece:[iTin || oupiec [ ]|
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5. OntheQoStab enterthese settings:
- Disable QoS (defaultvalue)

- Ifyouenable QoS, select the class of service type: port-based or
802.1p

[ 1 Mesh Configuration

Port | /QOS | VLAN

Choose HotPort QoS Setting:

® Mone
Port based QoS
Set Port-Based Ciass of Service (CoS) Levels:
Port1:

Port2:
Port 3
902.1p
Set 802.1p Class of Service (CoS) Levels:
Class 0:

Class 1:

Class 2:
Class 3

Class 4:
Class 5

Class 6:

Class 7:

Gfiretide [Csve | concer |

6. Enterthe VLAN settings, and then click Apply.

B Viesh Configuration

Port | QOS | VLAN

Bl Selected Port: Port 2
Port 2
[Port 3] ] Tag This Port

Primary VLAN: [1 (14094

VLN Stata Type s [Deny A1 | =]

VLAN List:

Hew VLAN Entry

Ofiretide cancal |

7. Advanced tab is used for setting Scanning Frequency (Low, Medium, High)

. Mobile Node Configuration - (WSP031203508292)

“Port | 'QOS | VLAN | MACFilter [ Advanced | Profile Switching

Miscellaneous Settings

["] Enable Mobile Node Redundancy

Enable Multicast

Radio Settings

Scanning Frequency: |Medium Iv
Radio 1 Low
Select Transmit Pow| Bl 26 dBm
High O
1y ™ 100

8. Click save.
9. Click oK to exitthe screen.

HotView Pro Reference Manual 10.17.0.0 191



Refreshing the FMC configuration

In order to view the latest configuration settings after making multiple changes,
doing a refresh of the FMC is recommended. A refresh of the display settings is
performed by: Right-click the FMC > Refresh FMC.

‘ [/ Refresh FMC...
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RebootingtheFMCdevice

Toreboot an FMC device, right-click the FMC > Reboot

| E Reboot...

Resetting the FMC device to the factory default settings

Toresetthe FMCdevicetothefactory defaults with software, right-clickan FMC
device > Factory Reset

Factory Reset...

Saving a backup configuration from this FMC device

Tosave a copy of this FMC configuration, right-click the FMC device > Import
configuration from this FMC

\(#] Import configuration from this FMC

Applying a configuration to this FMC device

Toapplyapreviously saved configuration for this FMC, right-click the FMC>
Apply saved configuration to this FMC

@ Apply saved configuration to this FMC

Viewing a configuration summary froman FMC

Toviewaconfiguration summary of an FMCdevice, right-click the FMC > FMC
Summary

2 Fmc o,
_’:-' FMC Configurations.
o

{85 oo Hode ACL Contiguration

Configuration.

89 rac event Logs

K Hotpo

figurations

B FMC Summary
FIC Name HELIOS 7026
FMCID 12000
Serial Ny :FID101180100444
FICIP Address  :192.168.224.170
Firmware Version : C7.7(E1.50.3
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Viewing a complex mobility application

You canview complex and mobility application with the mobility view.

B Mobility View

[E=SEo =)

File Options Legend ©6iretide

MOB View - Scale |

MOB View - Scale =

ARER

2

GWs - 822

HOTPORT 7102
Lh @

o305
SN-5728
TPORT 7102 | L@

53.143.95
HOTPORT 7102

EI

®
1,66.175.101

WZF110 A 00 days, 00 hours, 43 mi NIA 240
WIK0080903500406 103 days, 14 hours, 56 mi -38] -37] i

Mobility Calibration Tool

The Mobility Calibration Toolis a planning tool to be used before you install a
new mobility network. Youcanalsouseitasadiagnostictool.

Use the Mobility Calibration Tool to make a map of radio conditionswhilea
mobile node (set upto be ahead node) roams from one meshto another mesh.
It scans for coverage alongthe path of the mobile node.

Afteryoualigntheradio, add more nodes, and use these condition maps to
designabetteruserexperience.

Prerequisites:
Ethernetcable
Onemobile nodewithmobile powersource
An administrator computer with sufficient battery power
- HotViewPromustbeinstalled
- PostSQLmustbeinstalled

Note: You must run this tool locally. The Mobility Calibration Tool does not work
remotely.

Tousethe Mobility Calibration Tool:

1. ConnecttheEthernetcablefromthe administrator computertothe mobile
node. This step makes the mobile node become ahead node, and you can
collectdata fromit.
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ChangetheIPaddress of the administrator computertoan IPaddress onthe
same subnetas the mobile node.

Start HotView Pro.

Loginto HotView Pro.

GotoMesh>Add Mesh

Loginto the mobile node with its IPaddress and password.
GotoTools>Mobility Calibration Tool

Click view Mobility Calibration Tool Log.

Move the mobile node along the path.

« Radio Analysis Tool

Available Mobile Node List
Node 1P

Gfiretide




Example: VLAN with mobility

Thenextfigureshows anexample of VLAN configurationwithmobility.

End-to-end VLAN. Thevideofeedfromthebus,whichhasamobilenodeandan
IPcamera, has VLAN tags for VLAN 30 on port 2. Thevideotraffic goes through
the NGland enters the trunk to the GWS and then goes to the video management
server (VMS).

Management VLAN. The HotView Pro server and GWS send management traffic
over VLAN 10.

Trunk VLAN. A trunk VLAN is between the NGl and the GWS over VLAN 20.

Inthis particularexample, the NGl port to trunk setting could be the same as the
GWS port setting. However, if you put the GRE tunnels (NGl to GWS) on a separate
VLAN, you canthen configure QoSonthetunneltrafficandlessenbroadcast
traffic.

NGl HotView Pro server
Port 1: VLAN 20 tagged Management VLAN: 10

GWS
Port 1: trunk VMS
Management VLAN: 10 VLAN: 30
Native VLAN: 1

Bus with a mobile node
and an IP camera
Port 2: VLAN 30 tagged

Forthe steps to configure a VLAN with mobility, see “Configuring a mobile
HotPort mesh node” on page 175.

ForgeneralinformationaboutVLAN concepts, see, “VLANs” on page 111.
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Mobility viewsin HotView Pro

HotView Pro gives you agraphical and tabular view of staticand mobile nodes
and statistics foramobility application. HotView Proalso lets you configure two
differentkinds of views:

Linearview

Aggregative (or depot) view
Theaggregativeviewis specifically forvideo-offload deployments. Fromeach
viewyou canconfigure mobile nodes.

Filters options are available inan aggregative view, but not in a linear
view.

Information in mobility views

Thenextimage shows alinear mobility view:

Staticnodes: TwoHotPort 7102 nodes and oneHotView Promesh server

Mobile node: One HotPort 7102 with a double arrow icon to separate it from
the symbol used with the static nodes

(R oty view —— e B e e S e W e
Options Logend Ofiretide

‘‘‘‘‘ o

ARRR

Inalinear view, each device is represented by one icon.
Thenextimageshowsanaggregateview:

Staticnodes: Two HotPort 7102 nodes and one HotView Pro mesh server

Mobile node: One HotPort 7102, which is displayed as a solid green
circle
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B Mobiity View
File Options Legend @)firetide
Test_Aggregate |

Test_Aggregate =y

| Aggregate View | Table View |
EVEEY

o, @ ®

HOTPORT 7102-W# MESH SERVER-WR8 HOTPORT 7102-W1W060903500010 |

S S S S S S D

Inan aggregate view, groups of similar devices appearin a cloud withanumber
thatrepresentsthe numberof devices. Forexample, if you have 10 mobile nodes
allattached to the same HotPort static meshnode and all 10 are up and running,
agreen cloudwith the number 10appears with a dotted line to represent the
link. Reducing the number of icons on the monitor makes it easier to analyze the
state of the network during video or data offload tasks.

The Table View tab lists information for static (Static tab) and mobile nodes
(Mobiletab). The nextimage shows the table view.

HOTPORT 7102
Up W1W060903500010 HOTPORT 7102 165
WR8110903500744 MESH SERVER 165 0 0

BB DD LLPIPIDLLLALLOIDIOLOAA A

Staticnodeinformationincludes:

Node status (up or down)

Serial number

HotPort Name

MeshID

Number of mobile node attached toradio 1 and radio 2
Mobilenodeinformationincludes:

HotPort location

Node status (up ordown)

Serial Number

HotPort Name

MeshID

Staticattachmentserialnumber

Localradiointerface

Remote radio interface



Mobilityviews in HotView Pro

Mobility view icons

The nexttable shows theicons thatappearinthe FMC mobility views and their

meanings.
Mobilityviewicon View type Meaning

B Linear Onesstatic node thatis upand running.

% One mobile node that is up and running. It has an attachmenttoa
. static node (green dotted line).

z Onemeshservericonthatis upandrunning.
L Aggregate | Agreencircleindicates a mobile nodethatis booted, running, and
e attached to the mesh. Any dotted greenline to another node

representsanattachmenttoastaticnode. The numberis the
number of mobile nodes.

A blue circle indicates a mobile node that is booted, running and
e attached to any of the static nodes that are not displayed in the
current view. The number is the number of mobile nodes the
system detects in this condition.

Aredcircleindicates amobile node thatis not connecting to the
C mesh and might notbe running or mightbe running with failures.
Thenumberisthenumberof mobilenodesthe systemdetectsinthis
condition.

Creating a linear mobility view

Tocreate alinear mobility view:
1. Right-clickthe FMCdevice > FMCMobility Views.

The Mobility View opens.
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3.

4.

5.

GotoFile>New Mobility View.

'llIIIIIIIIIIIIIIIIIIIIIJ

The FMC Mobility View Configuration wizard appears. The next image shows

the wizard.

B P bty View Confguation

Inthe FMCMobility View Configuration dialog, enterthe configuration
information:

- Enterthe mobility view name.
- (Optional) Add adescriptionin the text box.
- SelectLinear.

Click Next.

Thewizardtakesyoutothe FMCmeshes panel.

O OPPOOPOOOOOOPOPOSPSPQPSLQPSPOQSPS

i P | |

Selectthe FMC meshes toadd to the view:
a.  ClickAddinthe Available Mesh table.
b.  Click Next.
Thewizardtakesyoutothe staticnodes panel.



Mobilityviews in HotView Pro

B F1C Mobiity View Configuration

state odes
Mesh st Avatabe tat Nodes
WoTpORT WESH
Soocied i odes
!
103038 |
2 L

ancel

6. Inthe Available Static Nodes table, click Add to add the available static

nodesinthe mesh.

7. Click Next to add mobile nodes to the configuration.

B FC Mobity View Confguraton
Hobie oo
Choose Fier

Avaable Hoble todes
HOTPORT MESH —

Solocted obie iodes

e ey

153105253 WEX000903500541 1 |

tes
Mesh List

o e ] -

8. Click Addinthe Available Mobile Nodes table.

The systemadds the selected nodes to the Selected Mobile Nodes table.

9. Click Next.

10. Make sure that you have the information you want in the view, click Next and

then Finish.

B FC Mobity View Configuation

FC Mobiity View

Please veritythe information and click “Finish".
Mobilty View Name : test!

Description:

Selected Static Nodes.

153103
200165

'EA SRR PRI EEEEES
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Viewing a linear view file

Toviewa linearview file thatyou previously created:
1. Right-clickthe FMCdevice >FMCMobility Views

2. GotoFile>Mobility View and then select the name of the view you
configured. The nextimage shows “test1” to be the available view file.

Twotabsappear: onewiththenameyou configured, suchas “test1,”and one
with a table.

Creating an aggregate mode mobility view

Anaggregateviewis aview where the system detects and shows youagraphical
groupingofinformation. Forexample, the system showsanumberofnodesina
cloud (circle) of a specific color. If you have 10 nodes that are working well, the
number 10appears inasolid green circle. If two nodes are notworking, the
number 2 appearsinasolid red circle. Forinformation abouticon meaning, see
“Mobility view icons” on page 198.

Tocreateanaggregate mobility view:
1. Right-clickthe FMCdevice > FMCMobility Views

2. GotoFile>NewMobilityView
The Mobility View wizard opens.



Mobilityviews in HotView Pro

3. Entertheconfigurationinformation:
- Enteraname for this view.
- (Optional)Addadescriptioninthe text box.
- SelectAggregate.

4, Click Next.

5. Inthe FMC meshes window, click Add to select the mesh or meshes that you
want to add to the view.

6. Click Next.

1B 7MC Moty View Configuration

FMC Meshes

Available Mesh(s) Selected Mesh(s)

HOTPORT MESH I

8. Addthemobilenodesfromthe Available Mobile Nodes table to the Selected
Mobile Nodes table.
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Mobilityviews in HotViewPro

Bl FMC Mobilty View Configuration

Mobile Nodes

Choose Filter :|User Selected Mobile Nodes -
[Show All Mobile Nodes Which Are Up And Attached To Static Node In View
MeshList___lsnow All Mobile Nodes Which Are Up

03500541

HOTPORT MESHSnow All Mobile Nodes

Selected Mobile Nodes

P Fos

Select afilter. Filter options include:

- Showall mobile nodes which are up and attached to the staticnodes in

the view.
- Showall mobile nodeswhich are up.
- Showall mobile nodes.
- Showuser-selectedmobile nodesonly.

a. IfyouselectUserselected mobile nodes, select the mobile nodes
fromtheavailable mobile nodesinthe Available Mobile Nodes table.

b.  Click Next.

I #MC Mobility View Configuration ==
[FMC Mobility View
r the Mobility
Please verify the information and click “Finish".
Hobilty View Name : Test_Aggregate
Description :
Selected Static Nodes Selected Mobile Nodes
TP Address Seral humber Hesh D TP Address Serial humber Hesh 1D
[153.11388 [WAX121003502426 165 153105253 WEX090903500541 165
153103234 WiW050903500010 165
120.0.165 \WR8110903500744 165
] <prev|[ e Cancel
Mobility View
] Ofiretide
Test_Aggregate |
Test_Aggregate i o &
Aggregate View | Table View
ARRR
HOTPORT 7102:W# MES HOTPORT
VS SV S S S S S S Y S D S S S S S S S o S S S S S S
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Viewing expanded information in aggregate views
Youcanview moreinformationaboutanaggregate cloud’s contents with the
expand feature.

Toview details aboutthe cloud:

1. Withanaggregate view open, right-click ared, blue, or green cloud.
2. Select Expand.

(I — -

e 8 e e

Aopresate e | Totie vew

S

Awindow containingthedevice serialnumbers and status appears.
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TelnettoFMCandMobile Nodes

FromHotViewProyou usetelnettocommunicatewith FMCdevicesand mobile
nodes. Even though the mobile nodes are not directly reachable you can
seamlessly open and close telnet sessions and make configuration changes.

Starting a telnet session to an FMC device

Totelnettoan FMCdevice:

1.

Network View | Standalone Access Point View | FHC 2001 (HELIOS 7026)

= ruco...

[%] Fmc contiguration..

EC FMC Date and Time Settings...

A A B SV SV BV o o

R Revoot..

S ractony Reset..

[ statistics

1 Advanced Tools
{#) import configuration from this FMC

@ Apply saved configuration to this FMC

FMC Summary

» i Teinet Shell

Right click the FMC device icon > Advanced Tools > Telnet Shell
Thetelnetloginwindowappears.

Enterthe usernameand password forthe FMCdevice.
Click LogIn.
The telnet window appears.

,

| ] Telnet: HELIOS 7026-WBS090903500525

~ # node_cfyg -d

WNC Manufacture Data Configuration

Product ID

Serial Number

Pl |

: 2026

HW Version : 00.00.00.01
Reg Info H
Num of Image 2
Current Image : 42

Image Checksum[l]: OxblaSdce6
Image Checksum[2]: Oxa742a226
Image Size[l] : 57025056
Inage Size[2) : 55747104
Image Version[l] : .0.2

Inage Version[2] : .0.2

Image Status[l] : 1

Image Status[2] : 1

Base Mac-address : E091FS1F8DF2
Mac Count[l] Ci £

Mac Count[2] : 0

Mac Count[3] : 0

Mac Count[4] : 0

: WB5090903500525
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Starting a telnet session to a mobile node from a
mobility view

Tostartatelnet sessiontoa mobile node froma mobility mesh view:
1.

Right-clickthe FMC device icon > FMCMobility Views
2.

Createalinear mobility view fromthe FMC device. “Creating a linear
mobility view” on page 198.

3. Opentheviewyou createdinthe previous step.

[Mvebiyver W e e o | ]
File Options Legend Ofiretide
two_user_selected || Linear |
Linear
Uinear View | Table View

o' g ®

ARRR

Node Summary

'SR R R YRR PSSR,

4, Right-clickthemobilenode>Advanced Tools>TelnetShell
Thetelnetloginwindowappears.

B HOTPORT 7102-WW—J§

Enter username and password for HELIOS 7026-WBS090903500525
Username: | |
Password: ’71

[v] Same as above

Enter username and password for HOTPORT 7102-WEX090903500541

Username:

Password: |

5. Enterthelogin credential of the FMC device.

6. Entertheusernameand password forthe mobile node.
7. ClickLogln.

The telnet session window appears.
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Telnet to FMC and Mobile Nodes

| %] Telnet: HOTPORT 7102-WEX090903500541

i
1_1»%

~ # node_cfg -d

Configration Summary (version 3)

Product Id[4]: 2022 - {Leo Indoor)
Serial Number[15]: WEX090903500541

Radio Serial Number[Max=16]: 000B6BBSD833

Radio Serial Number[Max=16]: 000B6BBSD82S

Radio Type[LT 8]: 00000007 - (Leo A/B/G/N Radio)

Radio Type[LT 8]: 00000007 - (Leo A/B/G/N Radio)

Radio MAC Address[12]: 000B6BBSD833

Radio MAC Address[12]: 000B6BBSD82S

Country Code:[LT 8] 00000840 - (United States)

Ether MAC Address[12]: 0018C248821D

Ether MAC Address[l12]:: 0018C24A821D

Ether MAC Address[12]:: 0018C24C821D

Ether MAC Address[12]:: 0018C24E821D

Management Mac[12]: 0018C246821D

Product Sub-Id[4]: 0000 - (None)

Product Hardware Version[4]: 0000

Product Hardware Revision[4]: 0000

Product Operating Mode(4]: 0000 - (NODE_OP_MODE_REGULAR)

Starting a telnet session to a mobile node from the
meshview

Tostartatelnet sessiontoamobile node from the mesh view:

1.

2.
3.

Right clickon FMC>FMCMesh Views

| Metwork View | Standalone Access Point View | FHMC 2001 (HELIOS 7026) |

HELIOS 7026.WBS090903500525 [525]" Settings.

[5] Fmc configuration...

Py & o0

|2} Fmc Event Logs.
1] Hotport Configurations
FMC Mesh Views

G FC Mobility Views.

€2 upgrade FuC...
2 Upgrade HotPort Mobile Nodes...

Openthe meshview.
Rightclickthe mobilenode>AdvancedTools>TelnetShell

[Brcrenve, o e e e e W R -

Fe Optons Legend Gfiretide
Mesh 1D - 165
Mesh ID - 165 s @
ANRR
@ @ @
HOTRRT 71021 VESH SERVE

’{ Mesh 1D - 165 - "WEX090903500541~ Settings
8 Advanced Toots. » B Teinet Sheil |

Node Summary »

L A o o aF oF o8 o o8 o8 oF oF oF oF oF oF oF oF oF o o oF oF oF o o o b oF oF oF &b o o 4

Thetelnetloginwindowappears.
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4. Entertheusernameand password of the FMC device and the username and
passwordforthemobilenode.

Same as above
Enter username and password for HOTPORT 7102-WEX090903500541

Username:

Password: I

5. ClickLogln.
The telnet session window appears.

[EZZE & o o S e

fle Options Legend Ofiretide
MeshID- 165 |

Mesh D165

m ] Telnet: HOTPORT 7102-WEX030303500541 L

c

Tils

Produce 1d[4)
[Sexial Nuaber[15): VEX090903500541
[Radio Serial Nusber[Nax<16]: 000BEBBSDS33

Radio Serial Wusber(Max=16]: 000BEBBSDBZS

[Radio Type[LT 8]: 00000007 - (Leo A/B/G/N Radio)

Radio Type[LT 8]: 00000007 - (Leo A/B/G/N Radio)

[Radio MAC Address[12): 00UBSBBSDS33

[Radio MAC Address(12): 000B6BBSDSZS

Countey Code: [LT 8] 00000840 - (United States)

[Echer HAC Address(12]: 0018C248821D

Echer MAC Address(1: 18C24A621D

[Echer NAC Address(1: 1802406210

Echer MAC Address(1: 018C24E8210

Managesent Mac(12): 0018C246821D

Procuct Sub-Taf4]: 0000 - (None)

Procuct Hardvare Version[4]: 0000

Product Hardvare Revision[4): 0000

Product Operating Mode[4): 0000 - (NODE_OP_MODE_REGULAR)

il &

P 8 8OO PPPOPOPOOOPOPOPOPOPOPOPOPIPOPOPOPOOPPSPPSPPSPPOPPSLPSLQSPe

\
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HotPoint Access Points

This section contains these chapters:
Initialaccess pointconfiguration
Wireless LAN configuration
Authenticationand captive portal configuration
Access point management
Wireless distribution stations
Wireless feature configuration
MonitoringandreportingwithHotViewPro
Performance and diagnostic tools
SNMPwith HotPointaccess points
HotPoint access point MIB list
Licensesforaccess points

HotPoint access point messages
HotPointaccess pointupgradescript
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Initial access point configuration

HotPoint access points are DHCP clients. Whenyou attach a HotPoint to a
network thatusesaDHCPserver, itautomaticallyusesanappropriate IPaddress.

Caution!Ifyoudon'thaveaDHCPserver, thenall ofthe default

A settings are the same for all access points. Do not give more than one
HotPoint device power at a time. If you give power to two or more
devices, address conflicts occur.

Todotheinitial configuration of a HotPointaccess point:
1. Logintotheaccess point.

a. GotoHotView Pro> Access Point >Standalone AP Configuration

b.  EnterthedefaultIPaddressofanaccesspoint:192.168.224.160
Astandaloneaccess pointappears in the Standalone APtab of
HotView Pro.

2. AssignamanagementIPaddresstotheaccesspoints. ThelPaddress mustbe
reachable. lt does not need to be on the same subnet as the management
address oftheFiretide mesh.

Note: Firetide recommends thatyou not use DHCP to assign the management IP
address toHotPointaccess points. If youare using DHCPfor standalone access
points,you mustcapturethe IPaddress assigned by the DHCP servertoeach
HotPoint.
3. Logintotheaccess pointagain.

a.  Right-clickthe access point>Login

b.  Enterthenewmanagementaddress.

c. ClickLogin.
4. Setthe Country Code. See “Setting the country code” on page 214.

a. Goto
b.  Selectthe countryinwhichyouintend to operate the device.
c.  Click save.

5. Changethedefault password.See“Changing the default password for
an access point group” on page 215.

6. Addadescriptive namefortheaccess point.
a.  Right-click the access point > HotPoint Location.
b.  Enteradescription.
c.  Click save.
7. Settheradio settings (channel and so on) for each access point:
a.  Right-click the access point > Radio Settings



Initialaccess pointconfiguration

b.  Enterthesettings.
¢.  Click save.

Repeat steps 1 through 7 forall access points.
Tomanagetheaccess points:

1. CreateoneormoreVAPGroups. Youmusthaveatleastonegroup, evenifyou
only have one AP.

2. Configurethose VAPfeaturesthatare controlled by eachaccess point, such
as DHCP, DNS, and NAT.

3. (Optional) Assign the SSID, security, and other features for the entire VAP
group. Make anaccess pointgroup that contains all of the access points. You
canmake morethanonegroupifyouneed multiple managementdomains.

Loading a standalone access point group

Afteryouloginforthefirsttimeand doinitial configuration, do these steps the
nexttimeyoulogin.

Prerequisites:
HotView Proisinstalled and running.
OneVAPormoreisconfigured.
One VAP group is configured.
Toload astandaloneaccess pointgroup:
1. GotoAccessPoint>Load Standalone AP Group
2. (Optional) Check the Loginto Standalone AP feature.
3. Enterthepassword.
4, ClickLogin.

Firetide HotPoint &

@firetide:
HotView Pro
Version 10.15.0.0 (Build 17586)

[] Log into Standalone AP

— E
|-| AP Group: |North Building | v
Username: |admin |

Password:

Adding a standalone access point

Toaddanewstandaloneaccess point:

1. GotoAccess Point>Standalone AP Configuration
2. ClicktheStandaloneAccessPointstab.
3. InthelP settings section, enter the IPv4 address.
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4. Click Add.
5. Click Save.
B standalone AP Configuration =
Configured Access Point List
[ Managed Standalone Access Points || Standalone Access Points |
Access Point IP Addr...| AP Serial Bumber MAC Address Access Point Group Name
10.0.13.73 WLO081034500469  |00:0B:68:7D:18.7E FiretideWLAN
10.0.3.49 WFED011135501105  |00:1B:B1.EAE7.BA WDS Lab
10.0.3.48 WVJ101035500432  |00:1B8:B1:59:88:D7 WDS Lab
10.013.75 WYQO081034500486  |00:0B:68:70:18:93 FiretideWLAN
10.0.13.72 [WG0081034500450  |00:18:B1:58:F8:D6 FiretideWLAN
10.013.71 WPCO081034500489  |00:1B:B1:56:F7.92 FiretideWLAN
10.0.13.74 [W05081034500472  |00:0B:68:7D:18:92 FiretideWLAN
Remave
Remove All
IP Settings
Access Point IP Address b . :
Add
@ﬁretide Lancel

Removing a standalone access point

To remove a standalone access point from management:

1. GotoAccessPoint>Standalone AP Configuration
2. Selectanaccess point.
3. ClickRemovetodeleteonlytheselectedaccess point,orclickRemoveAllto

delete all of the access points from the list.

Setting the country code

Youwant to set the country code to change the device from a low-power, low
range settingtoacorrect full-power operational mode.

A

Caution! Make sure you configure the device for the correct country.
If you do not configure the country correctly, the device might
operate in a manner thatis not legal or create problems with other
wireless devices.

Tosetthe country code:

1. Right-clickthe access point>Country Code

2. Select the country inwhichyou intend to operate the device.
3. Click save.
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B AP - 1333 Country Code 2

This HotPoint AP requires a country code for the country of planned operation to ensure
compliance with channel limitations, indoorioutdoor restrictions, and license
requirements for your region. After you set the country code, if you use the HotPoint AP in
a different country, its operation might be illegal and might cause interference to other
systems.

When you set the country code, the Access Point resets to the factory default settings,
and then reboots.

Enter Country Code |United States (840) ‘v|

Adding a description to the access point

Youcanaddadescriptiontotheaccess point, such as ameaningful location.
Prerequisite: None

1. Right-click the access point > HotPoint Location.

2. Enteradescription.

3. Click save.

. HotPaint Location =

Use the HotPoint's "Location" setting to provide a description of the HotPoint's whereabouts.

Enter HotPoint Location: |

@firetide Cancel

Changing the default password for an access point
group

An access point group can have one or more access points. When you modify an
access point group login (user name or password), you change the login for all
group members.

Tochange the machinelogin foranaccess pointgroup:

1. GotoServerAdministration>Configure HotView Server

2. ClicktheNetwork Managementtabtoviewthe machineaccounts.
3. Clickthe APGrouptabtoviewaccess points.
4

Fromthe listatthe top of the workspace, select the name of access point
group that youwant to modify.

Edit the entry details that appear in the bottom half of the workspace.
6. ClickReset.
7. Click Apply.

ol
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Configuring port forwarding

Whenyou setup portforwarding, you should follow this task sequence:

1. (Optional)Configure DHCP.DHCPlets the systemauto-populate partial IP
addressesinthe portforwardingtable.
Enable and configure NAT.
Configure port forwarding.
Ensure thatapplications thatuse the same protocol, such as TCP, UDP, or
both, do not have overlapping ports assigned to them.

To configure port forwarding for specific applications:

1. (Optional) Configure DHCP.
a. Fromthe Configuration tab, click VAP > Basic > IP/DHCP
b.  Select Enable.

c.  EnterthelPrange, defaultrouterIPaddress, primaryandsecondary
DNSserverIPaddresses.

d.  ClickApply.
2. Fromthe Configuration tab, click VAP > Advanced > Network
a.  SelectNATstateand optionally gatewayfeature.
b.  EntertheNATIPaddress,whichistheIPaddress of the access point.
c.  Click Apply.
3. Fromthe Configuration tab, click VAP > Advanced > Port Range
a.  Selectanempty entry.
b.  Select Enable.

c.  Enterameaningful name for the entry, the start port, the end port,
protocol.

d.  EnterthelPaddress (if DHCPis not enabled) oradd the missing part
of the IP address.

e.  Click Apply.
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Wireless LAN configuration

HotView Pro lets you create awireless LAN with access point (AP) groups and
virtualaccess points (VAPs). AnAPgroupis one or more physical access points. A
VAPis avirtual access point. Inan enterprise, you might have dozens or
hundreds of VAPs. Tosimplify management, you can organize VAPsinto VAP
groups.AVAPGroupis two or more VAPs.

The systemrequires one VAPgroup with atleast one VAPin the group.

Creating a new virtual access point group

Youcan createvirtualaccess point groups for clients or forwireless distribution
stations (WDS). Formoreinformationand procedures specifically for WDS
configuration, see “Wireless distribution stations” on page 246.

TocreateaVAPgroup:

1. GotoAccessPoint>VAP Group Configuration

2. Click New VAP Group.

3. Selectthe VAPtype: client or WDS.

4, Selecttheaccess points that you wantin the group one by one, and then

click Add.
Click Save.

Afteryou createthe VAPGroups,youcanconfigurethegroup. Eachradiocan
beassignedtoadifferent VAPGroup.

B New VAP Group =

VAP Group Name :

VAPType: @ Client ) WDS

lavailable List : Selected APs :

APGro_| APName [HotPoint T__|Radio Index|

WDS Lab [WDS Station(WVJ1... HOTPOINT MIMO

Add =>

Add All ==>

<==Remove

Selected WDS Station APS :

Ofiretide save | cancel
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Configuring a virtual access point group

Note: Optionally, you canaccess the configuration screens fromaright-click on
anaccess point>VAPGroup Configuration><name of VAPGroup>.

Toconfigureagroupofvirtualaccess points:

1. GotoAccessPoint>VAP Group Configuration
2. ClickconfigureGroup.
3. OntheBasicSetup tab, enter these settings:
- Check Enable VAP Group.
- (Optional)Check suppressSSID.
- Enter the SSID.
- Entertheradiosettings:
DTIM period (1 to 225; default valueis 1)
Fragmentationthreshold in bytes (256 to 2346; defaultvalue is 2346)
RTS/CTSthresholdinbytes (64 to2346; defaultvalueis 2346)
- Enterthe VLAN settings: disable (default value), orenable and entera
VLANID (2 to 4094).

B VAP Group Configuration: firetide =

Basic Sefup | Security | Access Control | Rate Limit | Advanced | Hotspot Settings
Enable VAP Group

[] Suppress SSID

SSID: [firetide

Radio Settings

DTIM Period : |1 (1-255)

Fragmentation Threshold : [2345 | (256-2346 bytes)

RTSICTS Threshold : [2345 | (64-2346 bytes)

VLAN Settings

VLANTag: O Enable @® Disable

VLANID: (2-4094)

Ofiretide save | cancel

4, OntheSecurity tab, enterthese settings:
- Enableordisablethewireless security state.

- Selectanauthenticationtype. Depending onwhichtypeyou selectyou
might haveto enterencryption keys, RADIUS, or other settings.

5. OntheAccessControltab, enterthesesettings:
- Selectto prevent or permit the MACaddresses inthe list.

- Inthe new list entry section, enter a MAC address, and then click Add.
Thesystemshowsthe MACaddressinthelist.
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Wireless LAN configuration

6. OntheRateLimittab, enter these settings:

- Enable ordisable the user rate limit feature. When you enable this
feature, you mustalso enter the rate limitfrom 64 Kbps to 5 Mbps.

- Enableordisable the VAP rate limit feature. When you enable this
feature, you mustalso enter the rate limit from 64 Kbps to 5 Mbps.

7. OntheAdvancedtab, enter these settings, enable or disable (default value)
intra-cell blocking.

8. Onthe Hotspot Settings tab, select the portal type: captive, guest or none.

FormoreinformationaboutHotSpotconfiguration, see “Authentication
and captive portal configuration” on page 222.

I VAP Group Configuration: firetide o]
Basic Setup | Security | Access Control |  Rate Limit | Advanced | Hotspot Settings
Hotspot Configuration
Portal Type : |None [+]
(Captive N
[Guest
[None
Ofiretide sove | cancel |

Editing a virtual access point group

Whenyouadd anewaccess point, you need to ensure that the VAP group
configuration is consistent with the configuration of the other group members.
Inconsistencies can cause unexpected behavior. Security settings must be saved
and updated even if no explicit configuration change is made.

To ensure consistent access point configuration, see “Comparing virtual access
groups” on page 261.

Toeditavirtualaccess pointgroup:

1. GotoAccessPoint>VAP Group Configuration
2. ClickEditVAPGroup.
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3. Makeyourchanges. Youcanchangethe radio index or remove one or all of
theaccess points fromthe VAP group.

4. Click Save.

Intra-cellblocking

You canuseintra-cell blocking to block clients from contacting each other. For
example, if you disable intra-cell blocking and multiple wireless clients (such as
W1 andW2) are associated with an access pointand the clients get the DHCP IP
address fromthe DHCPserveronthe VAPorfroman external DHCPserver, client
W1 can ping W2 each other.

If you enable intra-cell blocking, a client cannot ping any other client.

Tosettheintra-cell blocking feature, see “Configuring a virtual access point
group” on page 219.
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Authenticationandcaptiveportal
configuration

Part of the virtual access point (VAP) group configurationis a group of settings
that let you configure authentication locally or with a RADIUS server and captive
orguestportal services. These features letyou designthewireless client’s user
experience:

Userlogsinwith ausernameand password

Userlogsinwith emailaddress only

Userdoes somethingandis required towatch something before continuing

ontowhere the userwants to go

By default these features are disabled (none).

Authentication process

For user authentication, the system supports:

Internal authenticationwith user provisioning
Externalauthenticationwith RADIUS

When acliententers their user name and password combinationin the redirect
web page:

1. Thesystemsendsthe credentialstothe captiveapplication.

2. Thecaptiveapplication checks theinternaluserdatabase thatis storedin
theaccess point.

3. Ifthe credentials are not authenticated in the internal database, the user is
denied access. If external authentication is configured, however, the system
sendsanaccessrequesttoanexternal database,aRADIUS server.

4. Ifthe credentials cannot be authenticated in the primary RADIUS server, the
useris deniedaccess. Ifaback up RADIUS serveris configured, the system
sendsanaccessrequesttothe backup RADIUS server.
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HotPoint user management

Anadministrator can provisionupto 32 users foreachvirtualaccess point (VAP).

. User Provisioning e

User Provisioning

Username Max Simultaneous Sessions Expiry Details

Remove

Remove All

Username :
Password :
Confirm Password :

Maximum Simultaneous Sessions: |4 (1-64)

EXpiry: @ No Expiry

() Expires in mins
) Expires at:

‘ Add H Modify H Reset ‘

Supported expiration options

Foreach useryou can set one of these expiration options:

No expiry. Userswith this option never expire. Clients canuse these user
credentials forever.

Expiry In[1to 59 minutes] after First Login. With this option you can create
userswhoseaccessexpiresafteraspecified period fromthefirstlogin.

Expiry At[Absolute Time and Date]. This option creates useraccounts that
expireatanabsolute time. This kind of accountexpires evenifnoonelogsin
atthe predefinedtime.

Tips for successful user provisioning

Whenthe provisioned user expiryis reached, the connected clients become
unauthenticated. The systemredirects the clients to the redirect page and will
not be able to access the Internet. If the configuration is not for single-time
access, they can enter their credentials again.

If you modify or delete a user, all clients authenticated with those credentials
become unauthenticated.

Expiry In[1to 59 minutes] after First Login is not recommended for VAP groups
thathave morethan oneaccess point. Access points cannot communicate
betweeneach other, sothefirstlogininformationis not propagated. Clients end
upaccessingthelnternet separately frommultipleaccess points.
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For clients authenticated using internal authentication (user provisioning), no
accountinginformationis senttoexternal RADIUS servers.

Usernames must beuniquealphanumericstrings andfrom6to 32 charactersin
length.

Apasswordisastringfrom1to 32 charactersinlength. Special characters are
supported.

You can configure a maximum number of simultaneous sessions for each user.
The maximumsimultaneous sessionlimitcanbefrom1to 64.

Foraguest portal each email ID must be unique for each client. An email ID
cannot be used by more than one clientat the same time.

Whenanauthenticated userlogsout, theirusage summaryappears:

Data uploaded in kilobytes (KB)
Datadownloaded inKB
Timeused

Time remaining

External Authentication (RADIUS server) and backup

If the credentials fail in the internal authentication then an access request is
senttothe external database,aRADIUS server. You can configure abackup
RADIUS server, too.

Supported authentication types

As partofthe WLAN configuration, HotView Pro supports several kinds of
authentication. The next table lists the available authentication types and the
required information.

Authentication type Settings

WPA-AUTO-Enterprise Cipheroptionis TKIP.
Youmustenterthese RADIUS settings:

- RADIUS server IPv4 address

- RADIUS serverportnumber

- RADIUS server accounting port number
- RADIUS serversecretkey

WPA2-Enterprise Cipher option is AES-CCM.
YoumustentertheseRADIUS settings:

- RADIUS serverIPv4 address

- RADIUS serverportnumber

- RADIUS server accounting port number
- RADIUS server secret key

Open Enable or disable this security state.
Cipheroptions are none or WEP.
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Authentication type Settings

Shared key Cipheroptionis WEP.
Encryptionkeysettingsare:

- Selecta default key ID.

- Enteruptofourencryptionkeys.

- Select a key length of 5 or 13 (default value).

WPA-AUTO-PSK Cipheroptionis TKIP.

Enterapassphrase.

Enteragroup key update interval, whichis a
numberbetween1and3600seconds;600isthe
default value).

WPA-PSK Cipheroptionis TKIP.

Enterapassphrase.

Enteragroup key update interval, whichis a
numberbetween1and3600seconds;600isthe
default value).

WPA2-PSK Cipher option is AES-CCM.

Enterapass phrase.

Enteragroup key update interval, whichis a
numberbetween1and3600seconds;600isthe
default value).

Table 23
Prerequisites to use RADIUS authentication

To do internal authentication you must install freeRADIUS, which is included in
the HotView Pro software installation package. When you install HotView Pro to
the HotView Proserver, select the optional freeRADIUS module.

Theprimaryandbackup RADIUS servers mustbein sync.

After successful authentication, the access point sends an accounting START
request to the RADIUS server. Anaccounting ALIVE requestis sentat 15-minute
intervals. Whenthe client disassociates or logs out, the access point sends an
accountingSTOPrequesttothe RADIUS server. Accounting ALIVEand STOP
requests carry the data, such as ingoing and outgoing bytes and frames, and so
on.

Captive portal

A captive portal requires userauthentication.

Wireless clients that come to a captive portal enter credentials, a user name and
password, beforetheaccess pointallowsaccesstoawireless network. The
allowed list of users can be managed either fromalocal database and,
optionally,aRADIUS database.
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Walled gardendomains

Walled gardendomains areareas that clients canaccess without authentication.
While browsing these domains, clients are redirected to a specific URL, such as
the URL entered in the redirect URL field.

Youcanconfigureupto 32walled gardendomains by lPaddress ordomain name.

Guest portal

A guest portal requires no user authentication. Email IDs are required for
administrative purposes.

Wireless clients that come to a guest portal enter their email address to access a
wireless network or the Internet.

How custom web pages work

Thecaptive portal configurationworkspace lets you browsetoand uploada
customredirectweb pagewiththe extension.htmlor.htm. Thisweb page
appearswhenaclientgoes tothe home URLinstead of the default redirect page.
Touseacustomweb page, you have to modify the web page so that it can pass
the user’s credentials (user name and password) to the access point for
authentication. For more information, see “Script: redirecting a client to a
different login page” on page 229.

After authentication, the client’s browser opens to the homepage URL.

Access points keep the customweb pages in memory untilchange of Redirect
URL type.

Custom web page guidelines include:

Keepthefile sizes small. The maximumfile sizeis 32 KBforeach VAP.

Makesureyoudonotexceedthedevice cumulativetotalmemory. Theaccess
pointcumulativemaximumsizeis 128KB.

Customweb pages cannot have referencesto external web pages orimages.
Termsfortheconfiguration pageinclude:

Home page URL s the URL that you want the client’s browser to

automaticallyloadafteruserauthenticationhappens.

Customized URLis acustomweb pagethatyou createand add scriptsand
functions to so that it can pass login credentials to the access point for
authentication.

Redirect URLis the type of client redirection and can be remote, custom, or
default.
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Accessing the HotSpot features in HotView Pro

HotSpot features are disabled by default (none).

Note: Optionally, you canaccess the configuration screens fromaright-click on
anaccess point>VAPGroup Configuration><name of VAPGroup>.
ToaccesstheHotSpot features:

1. GotoAccessPoint>VAP Group Configuration

2. ClickcConfigureGroup.

3. Onthe Hotspot Settings tab, select the portal type: captive, guest or none.

FormoreinformationaboutHotSpotconfiguration, see “Authentication
and captive portal configuration” on page 222.

I VAP Group Configuration: firetide o]

Basic Setup |  Security | Access Control | Rate Limit | Advanced [{ Hotspot Settings
Hotspot Configuration

Portal Type : |None [+]
Captive y
[Guest
[None

Ofiretide save | cancel |

Different workspaces appear depending on your selection.
Youare now ready to configure the guest or captive portal.

Configuring a custom captive portal

Toconfigureacaptiveportal:

GotoAccess Point > VAP Group Configuration

Click Configure Group.

OntheHotspot Settings tab, select the portal type: captive.
Forthetype of redirect URL, select Customize.
Enterthecustomized URL.

Enterthe home page URL. For example, www.firetide.net.
Click Walled Garden Domains.

N owv b~ Wi~
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[ Walled Garden Domains 5]

URL DHS List

Remove:
Remove All

Add Domain :

® Domain Name C IP Address

Add

éfire!‘lde Apply Cancel

a Enterone ormoredomains orIPaddresses.
b.  Selecttheinputtype: Domain Name or IP Address.
c.  Click Add.
d.  ClickApply.
8. (Optionaltask)Provisionusers.
9. Selectthe authentication type: Local, External, or Both.

10. IfyouselectedLocal,clickSave.Ifyouselected ExternalorBoth,enterthe
RADIUS informationfor the primary RADIUS server.

a.  Enterthesesettings:
- IPaddress
- Authentication Port Number, whichis avalue from1t0 9999

- Accounting Port Number, whichis avalue from 1t0 9999 but is
notthe sameas the authentication port number

b.  Enterasecretkey.
c.  Enterthe RADIUS timeout, whichis a period of 1 to 5 seconds.
d.  Entertheretry count,whichis 1to5 times.
11. (Optional) Click Preview to view the custom page before you save it.
12. Click save.

B VAP Group Configuration: firetide =
Basic Setup | Security | Access Control | Rale Limit | Advanced | Hofspof Seffings

Hotspot Configuration

RedirectURL: [Customize  [+]
Customized URL : | Browse
HomePagelRL: | ]

‘ Walled Garden Domains H User Provisioning ‘

Authentication Type : [Both ‘ -

Local
External

Both e
Paddress: 0 1o o |lo

Authentication Port Number : [0 (1-9999)
Accounting Port Number: [0 (1-9999)

Secret Key :

RADIUS Settings

Primary | Backu

Timeout: 0| (1-5 seconds)
Retry Count: [0 | (1-5)

Gfiretide save_|_cancel
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Configuring a simple guest portal

Toconfigureaguestportal:

o vk whN—=

GotoAccess Point> VAP Group Configuration

Click Configure Group.

Onthe Hotspot Settings tab, select the portal type: guest.
Forthetypeofredirect URL, select Default.

Enterthe home page URL. For example, www.firetide.net.

Enterthe session lengthin hours and minutes. You can enter periods of 1
minuteto 24 hours.

Click save.

Configuring a guest portal that goes to a remote or custom web

page

Toconfigure the userto be sentto aremote web page for portal login:

Nowvhswn -~

GotoAccessPoint> VAP Group Configuration

Click Configure Group.

Onthe Hotspot Settings tab, select the portal type: captive, guest.
Forthe type of redirect URL, select Remote or Custom.

Enter the URL for the remote or custom page.

Enter the home page URL.

Enterthe session lengthin hours and minutes. You can enter periods of 1
minuteto 24 hours.

Click save.

Configuring logout support

Togetthe logout page client has to type the 1.254.254.254 1P address in their
browser. Logout s valid both for RADIUS-authenticated clients and local
database-authenticated clients.

Script: redirecting a client to a different login page

In the following code snippet nasip is the IP address of the HotPoint access
point. The access point appends the nasip in the redirect URL.

Paste this scriptinthe head of the index.html page.

<script language="JavaScript">

function gup( name )

{

name = name.replace (/[\[]1/,"\\\[") .replace(/[\11/,"\\\1");
var regexS = "[\\?&]"+name+"=(["&#]*)";
var regex = new RegExp( regexS );

var results = regex.exec( window.location.href );
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if ( results == null )
return "";
else

return results[l];

function doLogin () {
var uname =document.getElementById('username') .value;

var passwd =document.getElementById('password') .value;

if ( !uname.length || !uname.replace(/\s/g, '').length
| | (uname.length > 63) ||

'uname.match

(/(~la-2zA-20-9]+(?: [. +-][a-2zA-Z0-9]+)*) ([@] [a-2zA-Z0-
91+ (?:[.-1la-zA-20-9]1+) *[.]1[a-zA-2] {2, }) *S/) ){

alert ("Please enter a valid user name. A user name can be up
to 63 characters in length.");

return false;

if ( !passwd.length || !passwd.replace(/\s/g, '').length
| | (passwd.length > 63)) {

alert ("The password field cannot be blank. Please enter your
password.") ;

return false;

window.open ("http://"+gup ('nasip')+"/cgi-bin/
rdr.cgi?username="+uname+"&password="+passwd, " self");

return false;

}

Script: logging into and out of a remote or custom
web page

Whenyou set up loginand log out with credentials, you have to add scripts to do
loginandlogoutactions.Inthe nextcode snippetnasipis the IPaddress of the

HotPointaccess point. The access point appends the nasip in the redirect URL.

Tologin or authenticate a client, paste this function in the head of the target
page:
function doLogin () {

window.open ("http://"+gup ('nasip')+"/cgi-bin/
rdr.cgi?username="+uname+"&password="+passwd, " self");

}
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For logout or stop access (de-authenticate), add this function in the head of the
target page:

function doLogout () {

window.open ("http://"+gup ('nasip')+"/cgi-bin/
captive logout.cgi" self");

}

Script: collecting user data

Torecorduserinformation and statistics, paste this code snippetintoyour
remote or customweb pagewiththe otherscripts:

function getStats () {
window.open ("http://"+gup ('nasip')+"/cgi-bin/
captive logout.cgi?stats flag=1" self");

}

Note. One URL request goes to the external web server for the login and logout
pages. Theauth_typeis 1 forloginand 1 for logout.

Disabling a captive portal or guest portal

Todisableacaptiveorguestportal:

1. Save a backup copy of any custom portal web pages that are saved on the
access point. When you change the portal type to “none” the access point
deletes the customweb pages thatwere kept.

GotoAccess Point> VAP Group Configuration
Click Configure Group.

On the Hotspot Settings tab, select None.
Click save.

vk W
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Theconfiguration ofaccess pointgroupsis onewayto organize and simplify
configurationoflargenumbers ofaccess points.

Forexample,ahospitalthathas 100access points infour different buildings
could organizethe access points into fouraccess pointgroups. Chances are that
many of the access pointwill have the same configurations. Instead of 100
individualaccess point configurationfiles, theadministrator can configure the
fourgroupsofaccesspoints.

Whenusingwith network monitor serverand access pointgroups, you canlog
into all access points inagroup at the same time.

WhenyoulogintoHotView Pro several different views are available for access
points. The maintab is Standalone Access Point View fromwhich you can see:

Access Point Group View where you can go to the group tab, log in or out of
theaccess pointgroup, orviewagroup summary (AP group nameand
numberofaccesspoints)

2 ) AKKR
[ —

Tabs by access group view name

Terms related to access point management

Standalone access point is a HotPoint access point that does not need any other
devicetoworkandbeconfiguredormanaged. Access pointsdonotcommunicate
with each other, so by definition, are all standalone. The next figure shows a
standaloneaccess pointicon.

)
)

B

Integrated access point is a special configuration made froma nearby HotPort

7020 mesh node. By default the integration featureis enabled, so thatwhenyou
log into HotView Pro you will be able to see nearby access points.
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Thenextfigureshows integrated access pointsinthe meshview. Theaccess

points areto the right side of the mesh nodes.

as

153,136.59 / S - 10.10.10.10

MESH SERVER-WWT031203508283 ‘

OB " OTPOIINT - i1 1234501704)
5 HOTPOINT - WIN0111034500827

153.127.241 / G - 10,10.10.12 38

‘gwi-6161

Active Server

MESH SERVER-WKD051103506180 ‘

7102
153.127.113 / G - 10.10.10.11
gwi-6033 |

stat-0765

—M HOTPOINT - WW 1041234503282

B
7102

153,136.68

stat-8292

Managed access pointis a HotPointaccess point that the network monitor server

tracks. For procedures to set up this feature, see “Setting the network monitor
server settings” on page 236.

Configuring an access point group

By default when you load a standalone access point, it goes into a default access
point group. From there you can create a new access point group, name it with a
meaningful label, add access points to it and then configure themas a group.

Thenexttableliststhe default usernames and passwords fornewaccess point

groups.

Privilege Username Password
Read-write admin firetide
Read-only guest firetide

Table 24
Toconfigureanaccess pointgroup:

1. Logintothedefaultaccess pointgroup.
a.  Right-clickthe defaultaccess pointgroupicon>Loginto AP Group

| Wetwork View | Standalone Access Point View

Access Point Group View

OEA DEFAULT

[8¥) view Monitoring Server Info...

Login to AP Group I
g
AP Group Summary 3
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b.  Enterthepassword forthe defaultgroup.

Firetide HotPoint =

@firetide:
HotView Pro’
Version 10.15.0.0 (Build 17586)

- [] Log into Standalone AP
| & I AP Group: |North Building | v
Q ' admin_ J
Password: |

|

c. ClickLogln.

2. GotoAccessPoint>AP Group Configuration
3. SelectNewAPGroup.
4. Enterthe APgroup name, forexample, North Building.
5. Selectthe access point that you want to add to the group, and then click
Add.
B New AP Group Configuration... ﬁ
APGroupName: [North Building |
AE':—‘:?S‘;\TI:DN 1134501333) forcted Pe:
©fire!ide m
6. Click Save.
Confirmation Required! - a— &I

& For security reasons of the AP Group, Please configure the Login Username and password for this Group.

Do you want to configure now?
™

7. Whenthesystempromptsyoutochangetheusernamesand passwordsfor
this AP group, click Yes.

8. Enternewusernamesand passwords forthe read-write and read-onlyuser
accountsforthisgroup.

9. Click save.
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B Manage AP Groups =

AP Groups APs Associated
North Building AP - 1333(WOD011134501333)

‘ Edit AP Group H New AP Group H Configure VAP Group H Configure Group

Gfiretide o

10. ClickoKtoexitthe Manage APGroupsworkspace.

:|[ Metwork View |” Standalone A Point View |
(Mcess Point Group View rllnrl:h ildi |

)
)

The system createsatabwiththe APgroup named North Building.

Naming an access point

Prerequisite: None
Tonameanaccesspoint:

1. Right-clickthe access point>Rename AP.
2. Enteraname.
3. Click save.

B 2P Name 2

Enter AP Node Name: [TrainingRoom

©fil’etid! Save Cancel

Configuring network settings

Toconfigure the network settings ofanaccess point:

1. Right-click the access point > IP/Management VLAN Settings
2. Enterthesesettings:

- InthelPsection: enter the IPv4 address, subnet mask, and default
gateway address.

- Inthe DNS section: select whether or not to use a DNS server. If DNS is
enabled, enterthe primaryand secondary DNS IPv4 addresses.
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- Inthe VLAN section: select whether or notamanagementVLANis
used. fVLANmanagementisenabled, enterthe managementVLANID.

3. Click Save.

B 1P/Management VLAN Settings =
IP Settings

() Obtain an IP Address automatically
(@ Use the following IP address :

MAC Address : 00:18:C2:8021:05
WPAdaress: [10 |0 |13 |73 |
Subnet Mask: [255 |[255 |[2s5 |jo |
Default Gateway: [10 o [z [T |

DNS Settings

(@ Use the following IP address :

Primary DNS Server: [200 [fs1 jo |1 |
secondaryDNS Server: o [jo [0 o |

Management VLAN Settings

Management VLAN: ) Enable (@ Disable

Management VLAN ID: (2-4094)

6firetidg Save Cancel

Setting the network monitor server settings

If you want to manage HotPoint access points from HotView Prowithout logging
into the access points:

1. Setupthenetwork monitor server. For the network monitor server
procedures, see the HotViewProReference Manual.

Log out of HotView Pro and then log in again.

Followthe steps inthis section to point the access points to the network
monitor server,

Aftertheconfigurationis complete,youcanseestatistics fromtheaccess points
withouthavingtologin. Theaccess points managed through the network
monitor server appearin atable on the Managed Access Points tab in the
Standalone AP Configuration window.

Toset the network monitor settings on the HotPoint access point:

1. Right-clicktheaccess point>APNetwork MonitorServer Settings
2. EnterthelPv4address, portnumber,and password.

3. Click Save.
B AP Network Monitor Server Settings =
Network Monitor Server Settings
IP Address: (192 ||168 |{224 ({110
Port: |23456
Password: [sessssss
@firetide e
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Changing read/write access

Topreventwrite accesstoallmembersinanaccess point group:

1. Right-clickanaccess point.
2. GotoRelease Write Access.

The systemlocks allwrite access for the selected group untilyou unlock this

setting.
To restore write access:

1. Right-clickanaccess point.
2. Goto Acquire Write Access.

Thenextfigure shows nowriteaccess.

®
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Logging into an access point

Tologintoanaccess point:

Right-click the access point>Login
Enter the administrative password.

1.
2.
3. (Optional) Check Apply to all AP(s) in the Group.
4,

Click Login.

Firetide HotPoint R

@firetide:
HotView Pro
Version 10.15.0.0 (Build 17586)

[[] Log into Standalone AP

= -
'E' AP Group: |North Building \"

Username: |admin i

Password: |
i
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Upgrading firmware with HotView Pro

This procedureis forupgradingthe firmware of meshnodes, 5020-Es, access
points, and FMC devices.

Caution! If the mesh has high security enabled, you must upload the
/L A \ .bin2file.Ifyoutrytoloadthe.binfile,the upgradewillfail.

By default, the systemuses the configurationin cache for multiple upgrades.

Best practice: Upgrade the image two times because you want the backup image
and primary images to be the same. If abackup image is older than the primary
image, the node mightnot supportthe samefeatures.

Withtheupgrade scheduleryoucan:

Upgradeand activate the firmware now.

Upgrade the firmware now and activate it later.
Whenyou scheduleanupgradetime (Scheduler Operation: Later), the HotView
server, if itis running, starts the job at the scheduled time. If the HotView server

isnotrunningatthetime scheduled, the scheduled jobs startimmediately after
youstartthe HotView server.

Bestpractice: Ifyouchoosetoupgradeaproductionmesh,schedulethe
upgradeandactivationforaconvenienttime.Firmware upgrades canconsume
considerable bandwidth. The meshis notavailable for two minutes whenyou
activate new firmware.

Toscheduleafirmware upgrade foralater date:

1. Go to Network > Upgrade Firmware
The upgrade scheduler appears.

B Upgrade Scheduler g

Scheduler Name Schedule Time Remove
b 58:59 8 10:5¢

54:06 PDT 201

| New Scheduler H Delete Scheduler H Delete All Schedulers |

Status of Scheduler Job 18-07-2013 10:58:59 is Finished

HotPort Nodes | HotPoint Nodes | FMC Nodes

HOTPORT 7201-W32100904500569 |7.8(T).0.0 [m]

Griretide

2. Click New Scheduler.
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a. Se
b. Se

lectUpgrade.
lect the time: Later. Use the calendar to set the date and time.

¢. Clickthetabtoselectadevicetype, suchasHotPoint Nodes, and
then select the mesh or device by ID or name.

[£] Upgrade Schedule

. o @] 8

Scheduler Seffings

scheduler Operation : [upgrade [~ |

Schedule Time : ® Now ( Later

North Building

HotPort Nodes | HotPoint Nodes | FMC Nodes

Select Node(s)

AP - 1333

North Building 5.54{N).0.0

HotPaint 5o

Select Upgrade Image

3. Selecttheupgradeimage.

Click OK.

The “upgrade complete” message means that the image file is on the node

andis valid

Configuring an access point

To configure an

access point:

1. Right-click the access point > AP Configuration

2. Fromthe Wireless Settings tab, select the radio that you want to configure:
Radio 1 orRadio 2.

a. Sel

ecttheBasictaband configure these wireless settings:
Auto Channel Selection (enabled by default)
Auto Power Control (disabled by default)

Selectthe channel. The available channels are different
dependingonthe countryand mode of operation.

Set the transmit data rate (Auto by default)

Setthe transmit power (The range can be from 12to 20 dBm. The
defaultvalueis 20. The transmit power is different dependingon
the countryand mode of operation.)

Setthe beaconinterval (Therangeis 100to 500 ms. The default
valueis 100ms.)
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- Setthe concurrent clientlimit(Therangeis 1to 64. The default
valueis 64.)

- AirtimeFairness (disabled by default)

B ~° configuration. B

Wireless Settings | Firewall | VP | SNMP | Advanced
Radio 1 Radio 2

Basic | Advanced

Auto Channel Selection: ® Enable ) Disable

Auto Power Control: (» Enable ® Disable

Wireless Mode :
Channel Selection : D]
Transmit Data Rate :
Transmit Power: [20 | (12-20 dBm)
Beacon Interval : [100_| (100500 ms)
Coneurrent Client Limit: [54 | (1-64)

Airtime Faimess: () Enable @ Disable

Gfiretide SIS smlpmiancel

b. Selectthe Advancedtaband configure thesewireless settings if
needed:

-Set MIMO aggregation (AMPDU)

Wireless Settings | Firewall VPN SNMP | Advanced
Radio 1 Radio 2

Basic | Advanced

Mimo Settings

Aggregation (AMPDU): () Enable  (® Disable

Short Guard Interval: () Enable  (® Disable

Extended Range

Extended Range Settings: |0 - 0.5 mile (0 - 0.8 km) ﬂ

@Fi retide Cancel Help

3. OntheSNMPtab:

- (Optional) Enable SNMP.
- Selectthe version.

- Setuptofour SNMPtraps. Enter the IPaddress and ports.
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- AP configuration... E‘
Wireless Settings | Firewall [ VPN SNMP | Advanced

SNMP Agent: () Enable @ Disable

SNMP Version : I:

Agent Port
Trap IP Settings

Taps IP Address Port

& W N s

@ firetide Save Cancel

4, OntheAdvancedtab:

- (Optional)Set the Proxy ARP settings. Proxy ARPis disabled by default.

- (Optional) Set the time zone and enter the URL of a reference server.
NTPisdisabled by default.

- (Optional) Set the IGMP settings. IGMP snooping is disabled by
default. You can setthe multicast aging timeoutto be 5 to 15 minutes.

B 4P configuration... [
Wireless Settings | Firewall | VPN | SNNP | Advanced |

Proxy ARP Seftings

Proxy ARP: () Enable ® Disable

NTP Client Settings

NTP Settings: ( Enable @ Disable

IGMP Settings

IGMP Snooping: () Enable @ Disable

Multicast Aging Timeout (515 Mins)

Ofiretide Save | Cancal

5. Click Save.

Configuring a virtual access point

Thedefaultvirtualaccess point(VAP)forRadio 1 isfiretide.
Toconfigureavirtualaccess point:

1. OntheNetworkSettingstab:
- EnterthelPv4addressand subnet mask.
- Enterthe DHCPserversettings. Bydefault, DHCPis disabled.
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- EnterDNSsettings.

- EnterNATsettings. By default, NATisdisabled.

[B AP Settings: firetide node AP - 1333

Network Seftings | Radio Settings | Advanced Settings

1P Settings

DHCP Server Settings

DHCP Server :

Renewal Time :

Start IP Address :

End IP Address :

Default Router Address :

DNS Settings
® Reset DNS Settings
O Use DNS Settings

NAT Settings
[] Enable Gateway Features

NAT:

NAT Public IP Address :

PAddress: 0 Jjo Jo o |
PMask: 0 o o o |

 Enable @ Disable

Primary DNS Address :

Secondary DNS Address :

O Enable @ Disable

(0-86400 seconds)

Gfiretide

Save I Cancel

Entervirtualaccess pointradio settings:

- Setthe multicast rate
- Setthetransmit power

B VAP Settings: trainingroom node TrainingRoom

Network Settings |(Radio Seftings |

VAP Radio Settings

—
Transmit Power: |20 (12-20)

@\)firelidz

Save Cancel

Access point management
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3. If youare using RADIUS for authentication (WISPr and WISPr location ID, set
the setting on the Advanced tab.

B V&P Settings: firetide node AP - 1333 =

Network Settings | Radio Settings | Advanced Settings

RADIUS WISPr Settings

WISPr Location Id : :twork operator's Location

WISPr Location Name : : operatar's Wireless Access,

Ofiretide save | cancel

4, Click Save.

Rebooting an access point

Whenyou rebootan access point, the serveralso reboots.
Torebootanaccess point:

1. Right-click the access point > Reboot This HotPoint
2. Whenthe confirmation message appears, click Yes.

Setting an access point to factory defaults

Toreturnanaccess pointtofactory defaults with software:

1. Right-clicktheaccess point>Factoryresetthis HotPoint
2. Whenthe confirmation message appears, click Yes.

Exporting a configuration file

Youcanexportthe configuration file of anaccess pointtoanetwork directory.

1. Right-clickanaccess point>Import Configuration from this HotPoint
2. Browsetoadirectory where you want to save the file.
3. Click save.
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Applying a saved configuration file to an access point

Toapply asaved configurationtoanaccess point:

1. Right-clickanaccess point>Apply Configuration to This HotPoint
2. ClickApply.

Refreshing the configuration of an access point

Torefreshthe configuration of anaccess point:
Right-click the access point > Refresh Configuration for this HotPoint



Access point management

246



247

Wireless distribution stations

By default HotPoint 5100/5200 access points communicate with wireless clients
only. If you want two or more access points to communicate with each other, you
must enable the wireless distribution station (WDS) feature, which is part of the
virtualaccess point (VAP) group configuration.

The WDS feature lets one access point be the serverand one or more access
points be stations.

Forthis group of procedures, you need:

Two or more HotPort 5100/5200 access points
HotPoint firmware version 5.54.0.0
ComputerwithHotViewPro10.15.0.00rlater
Ethernet cables

L2 switch

Note:Ifthisisthefirsttimeyouwill logintothe access point, you mustusethe
defaultIPaddress 192.168.224.160 and make network setting changes that are
correctforyournetwork.

Note: Make sure you have unique IP addresses for all access points in the WDS
network.

Connecting to a HotPoint access point for the first

time

Thefirsttime you connectto the access point with an Ethernet cable, you need
to connectyour computer directly to the other port on the PoE injector and
changethe TCP/IP4 settingonthe computer. 192.168.224.160is the default IP
addressoftheaccess point.

1. Attach the PoE injector and Ethernet cable as shown in the next figure.

- AttachanEthernet cable fromthe administrator’s computertotheIN
port of the PoE injector.

- Attachan Ethernet cable fromthe OUT port of the PoE injector to the
Ethernet port of the access point.

- Attachthe PoEinjector power cable to a power outlet.
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Theaccess pointbootsin1.5to 2 minutes. The power LED glows steadyand
the 2.4GLEDblinks.

2. Fromthe computer connected to the access point, do one of the following:

- Windows 7 users: go to Start, and then enter View Network
Connectionsinthe search box.Right-click on Local Area Connection >
Properties. From the Networking tab, select TCP/IP4, and then click
Properties.

- Windows XPusers: go to Start > Connect To>Show all connections >
right-click Local Area Connection and select Properties. Select
Internet Protocol,and then click Properties.

- Windows 8 users:goto Networkand Internet > Network Connections
>right-click Wired Ethernet Connection > Properties > Select Internet
Protocol Version 4, and then click Properties.

3. EnteranlPaddress/subnetmaskforyourcomputerof the format
192.168.224.xxx (Where xxxis an address onthe same subnet as the access

point),and thenclick Apply.

Caution! Do not use 192.168.224.160. It is the default address of the
/L A \ access point.

4. Fromacommand promptwindow, pingthe access pointto verify
connectivity.

ping 192.168.224.160

Downloading firmware from Firetide

Check the firmware on the access points and make sure thatitis HotPoint
firmware version 5.54.0.0:

If the firmware is earlier, do this procedure.

If the firmware is correct, go to the next procedure.
Togetthe correct firmwarethat supports the WDS feature:
1. Go to: http://partners.firetide.com
2. Enterthisinformation:

- Email address: guest@firetide.com
- Password: guest
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Click Continue.

Goto: Customer Service > Manuals & Software > Access > Access Points
Download the correct file to a safe place thatyou can access later.

Go to Network > Upgrade Firmware

The upgrade scheduler appears.

o V1AW

Bl Upgrade Scheduler =

Scheduler Hame Schedule Time Remove
58 [ |

Job :58.60 Thu Jul 18 10:59.27 PDT 2013
[Thu Aug 19.52:
Fri Aug 16 16:39:41 PDT 2
(Thu Aug 15 12:47:19 PDT 2013
Fri Aug 16 16:51:58 PDT 2

[Thu Jul 18 10:54.06 PDT 201

o
Job 15-08-;
Job 16-08-;
Job 18-07-;

‘ New Scheduler | ‘ Delete Scheduler ‘ ‘ Delete All Schedulers ‘

Status of Scheduler Job 18-07-2013 10:58:59 is Finished

HotPort Nodes | HotPoint Nodes |  FMC Nodes

Firmware Version | Uncommitted Versi... il Stop
HOTPORT 7201-W32100904500569 |7.8(T).0.0

@fl’retidz

7. Click New Scheduler.
a. Select Upgrade.
b.  Selectthetime.

c.  Clickthe HotPoint Nodes tab foraccess points, and then select the
device by ID or name.

d.  Selecttheupgradeimage.
8. Click OK.

Cablingthe WDS network

Connectall of the access points to be used inthe WDS network to the computer
thatis running HotView Pro through the L2 switch. Make sure that all access
points areinthe same subnetand have unique IP addresses.

Usethis physical configurationto finish the software configuration.

As you configure a WDS station, you will make a network loop between the new
WDS station and WDS server. After the WDS configuration is saved, remove the
Ethernet cable that causes the loop.
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Configuring a WDS server

YoumustconfigureoneWDS server forthe configurationtowork.
ToconfigureaWDSserver:

1. Goto:AccessPoint>VAPGroup Configuration

Network Mesh | Access Point

EMC Tools Server Administration Client Preferences Help

[ Load Standalone AP Group ‘[ [El ‘ [E] H H H ‘
e St AP Configuration - - = -
Q@ Network View SRhE dalone Access Point View |

VAP Group Configuration... y
¢ [ AP oroup View | DEFAULT
.r—. AP Group Configuration... :
[ 5] PEF Refresh ap statistics
g 3 Clear Access Points Cache l,; "\\|
(v
( & i Monitoring Server ACL Configuration
Access Point Client Information T 5100
= R
Verify VAP Group Configuration IEI wds-station1-273
View AP Log
View Rogue AP Lists P :‘?
wis-server-737 |
HotPoint License Info bsdbAdlsls !
5100
wis-station2-289

2. Click New VAP Group.

« Manage VAP Groups @

VAP Groups APs Associated
iretide AP Gr..| AP Name |HoftPoint...JRadio Index

DEFA... |wds-server-7... [HOTPOIN...RADIO 1
DEFA... |wds-station2... [HOTPOIN...|RADIO 1
DEFA... jwds-station1... |[HOTPOIN... RADIO 1

| Editvap Group || NewvaP Group || configure Group H Compare |

Ofiretide oK

3. Enteraname forthe VAP group, and then select WDS as the VAP type.
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4. Fromthe Available List, select the access point that you want to be the
server,andthen click Add Server.

« New VAP Group @

VAP Group Name : [Test/DS |

VAP Type: (O Client ® WDS () CPE

vailable List : Selected WDS Server APs:

AP Gro... AP Name HotPoint Ty..| Radio Index

DEFAU... jwds-server-73... [HOTPOINT... [RADIO2 | w

DEFAULT wis-station2-288(.. [HOTPOINT MIMO
JDEFAULT |wds-station1-273(... [HOTPOINT MIMO

Add Server ==>

Add All ==>

<==Remove Server

Selected WDS Station APs :

AP Gro... AP Name HotPoint Ty..| Radio Index I

Add Station ==>

<== Remove Station

@f iretide Save Cancel

5. FromtheRadioIndex drop-downlist, select RADIO 1 (2.4 GHz) or RADIO 2 (5
GHz) to be the WDS radio.

« AP configuration...

SHMP | pdvanced |

Firewall

Wireless Settings

Radin?

Auto Channel Selection: ® Enable ) Disable

Channel Selection : |:|:|
Transmit Data Rate : l:l]

Transmit Power: |17 (12-26 dBm)
Beacon Interval : |100 (100-500 ms)
Concurrent Client Limit : |64 (1-64)
Mimo Settings
Aggregation (AMPDU): @ Enable () Disable
@Firelide Cancel
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6. Click Save.

Thesystemadds the server. Next,youneedtoadd oneormorestationsothe
VAP, and then you have to enable the WDS configuration to make a WDS link.

« Manage YAP Groups E‘
VAP Groups APs Associated
[restwos p P Name otPo Radio Inde
firetide DEFA... jwids-server-7...[HOTFOIN.. RADIO 2
| Eanvap Group | | New VAP Group | ‘ Configure Group ‘ | Compare |
@firetide oK

Configuring the first WDS station

AWDS configuration can have one or more stations.

Toconfigure anaccess point to be aWDS station:

1. InHotView Pro, right-click the access point you want to use as a station > AP
Configuration.

2. SettheWireless Mode to Auto for the radio that you want to use for the WDS
link. Thisis the sameradio as the WDS server.

3. GotoVAPGroup Configuration >Editthesame VAP group

4. Fromthe Available access point list, select the access point thatistobea
station, and then click Add Station.

5. Click Save.
VAP Group Name : TestADS
VAP Type: O Client ® WDS O CPE

Available APs : Selected WDS Server APs:
o= :

DEFAU... |wds-server-73. ;HOTPOINT RADIO 2 | v

DEFAULT _|wds-station2-289(... [HOTPOINT MIMO

Add Server ==>

Add All ==>

<== Remove Server

Remove Group

Station APs In VAP Group :
[APGro..| A
DEFAU...[wds-station1-2..HOTPOINT.

RADIO ? | v

! Add Station ==>

| <==Remove Station

Save Cancel

@ﬁretide

Next, you need to enable the WDS configuration.
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Enabling a WDS configuration

Toenablethe WDS configuration:

1. FromHotViewPro,goto VAP Configuration>Configure Group
2. Select Enable VAP Group, and then click Save.

- VAP Group Configuration: TestWDS,

[ Basic Setup | Security

Enable VAP Group,

[] Suppress SSID

SSID: [TestwDS

Radio Settings

DTIM Period : [1 (1-255)
Fragmentation Threshold : 2345 | (256.2346 bytes)
RTSICTS Threshold : [2346 | (64-2346 hytes)

6firet?de Save Cancel

3. Afterthesystemenables the VAP,remove the Ethernet cable that connects
the WDS server to the computer or the WDS station to the computer.

Note: You must remove one of the cables to stop the network loop created
and use the WDS link.
Nowthe access pointthatis not connected to the administrator’s computer
canbe managed through the wireless WDS link.

4. (Optional) Click the Security tab, and then set WEP as the security option.

The Standalone Access Point View does not showa link (greenline) between
aWDS serverand a station.

==
wiks-sarver-787 V==

Note: You might have to reboot each access point before the WDS configuration
works.
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Adding more stations to a WDS configuration

If youwant to add a new station to an enabled WDS VAP group, you must disable,
save, and then enable and save the VAP configuration setting. A configuration
conflicthappensifyoudonotdisable and then enable the WDS VAP group.

Toaddanewstationtoanexisting WDS configuration:
1. InHotView Pro, right-click the access point you want to use as a station > AP
Configuration.

2. SettheWireless Mode to Auto for the radio that you want to use for the WDS
link. This is the sameradio as the WDS server.

3. GotoVAPGroup Configuration >Editthesame VAP group

4. Fromthe Available access point list, select the access point thatistobea
station, and then click Add Station.

5. GotoAccessGroup>Verify VAP group configuration
The system detects the configuration conflict.
. Reconcilethe VAPto the WDS server setting.
7. (Optional) Click the Security tab, and then set WEP as the security option.

The Standalone Access Point View does not showa link (green line) between
aWDS serverand station.

8. Afterthe VAPupdates ontheaccess point, remove the Ethernet cable
connected to the access pointto avoid aloop between the new WDS station
andWDS server.

Note: You might have to reboot each access point before the WDS configuration
works.
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Thissectionexplainsthestepstoenableandconfigurevariouswirelessfeatures.

DynamicTransmitPowerControl

Dynamic Transmit Power Control (DTPC) is a radio resource management
mechanisminaHotPointaccess point. DTPClets you dynamically control the
transmit powerwith eachtransmitted packet tothe clients. This feature ensures
that the access pointavoids unwanted interference among the co-channel
networks for better communication and medium reuse. Correct resource
management yields increased network capacity.

AHotPointaccess pointwith DTPC sends packets with a power level sufficient to
reachtheclients. Because the power level is not the maximumfor every data
transmission, network contention is significantly reduced, which improves
network throughput.

Enabling Dynamic Transmit Power Control

DTPCis configured on eachradio. By default, this feature is disabled.
ToenableDTPConRadio1:

1. Right-click the access point > AP Configuration > Wireless setting > Basic
Thesettings forRadio 1 appear by default.

For the Transmit Power Control setting, select Enable.
Click Save.
4. (Optional) Select the Radio 2 tab and repeat steps 2 to 3.

Enabling airtime fairness

Airtimefairnessimprovestheend userexperience. Thisfeatureensuresthatthe
total available bandwidth, or airtime, is fairly distributed among the clients
which are connected to the HotPointaccess point based on their usage.

Airtimefairness is configured foreach radio. By default, this feature is disabled.
Toenableairtime fairness onRadio 1:

1. Right-click the access point > AP Configuration > Wireless setting > Basic
Thesettings forRadio 1 appear by default.

2. For the Airtime Fairness setting, select Enable.
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3. Click save.
4. (Optional) Select the Radio 2 tab and repeat steps 2 to 3.

(== 1 1 -
Vrsans semege
Rad | mazo 2

Disabling auto channel selection

Auto channel selection ensures that each HotPoint access point radio finds and
operates on the least congested channelin 11ng20 or 11na20 mode after boot

up.

The auto channel selection featureis configured for each radio. By default, this
featureis enabled for Radio 1 and Radio 2.

TodisableautochannelselectiononRadio1:

1. Right-click the access point > AP Configuration > Wireless setting > Basic
2. Forthe Auto Channel Selection setting, select Disable.

3. Click save.

4, (Optional) Select the Radio 2 tab and repeat steps 2 to 3.

Setting the transmit power manually

Tomake surethataradio operates at the correct transmit power, you can set the
transmit power setting. The settings for Radio 1 andRadio 2 areindependent.
Thevalid range of power settingsis 12 to 20 dBm.

TosetthetransmitpowervalueforRadio 1:

1. Right-click the access point > AP Configuration > Wireless setting > Basic
Thesettings forRadio 1 appear by default.
Enter 12to 20 in the Transmit Power field.
. Click save.
4. (Optional) Select the Radio 2 tab and repeat steps 2 to 3.
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Setting the transmit data rate

You can limit the transmit data rate to clients with a fixed rate or an automatic
datarate. The AUTOradio rate algorithm considers all data rates applicable for
that mode. A fixed rate algorithm selects data transmit rates equal to or below
thefixedrate.

Thesettings forRadio 1 andRadio 2 areindependent. The defaultvalueis AUTO.
Tosetafixed datarate forRadio 1:
1. Right-click the access point > AP Configuration > Wireless setting > Basic
Thesettings forRadio 1 appear by default.
Selectthe max data rate fromthe drop-down list.
Click save.
4. (Optional) Select the Radio 2 tab and repeat steps 2 to 3.

Setting the beacon frame interval

Abeaconisabroadcastmanagementframethatcontains networkinformation
and capability information for the HotPoint access point. HotPointaccess points
send beaconframes at regularintervals (beaconinterval) to synchronize all
stations in a basic service set (BSS).

Thessettings forRadio 1 and Radio 2 areindependent. Theinterval period can be
100to 500 ms. Thedefaultperiodis 100 ms.

1. Right-click the access point > AP Configuration > Wireless setting > Basic
2. Enter100to500ms.

3. Click save.

4. (Optional) Select the Radio 2 tab and repeat steps 2 to 3.

Setting a client limit

You can limitthe number of simultaneous clients for a HotPoint access point.

The settings forRadio 1 and Radio 2 are independent. Thevalid range of
concurrentclientsisfrom1to64.Thedefaultnumberofconcurrentclientsis 64.

Toset the client limit for Radio 1:

1. Right-click the access point > AP Configuration > Wireless setting > Basic
2. Enterthevalueinspecified range.

3. Click save.

4. (Optional) Select the Radio 2 tab and repeat steps 2 to 3.
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Disabling aggregated MPDU for 802.11n

Aggregated message protocol data unit (MPDU) s a feature for use with MIMO
applications. Whenthis featureis enabled, the HotPointaccess pointaggregates
MPDUs as described in the 802.11n specification. MPDU aggregation increases
throughput.

The settings for Radio 1 and Radio 2 are independent. By default the MDPU
aggregationis enabledinMIMO mode.

Todisable MDPU aggregationforRadio 1:

1. Right-clickthe access point> AP Configuration > Wireless setting >
Advanced

For the Aggregation (AMPDU) setting, select Disable.
Click save.
4. (Optional) Select the Radio 2 tab and repeat steps 2 to 3.

Disabling a short guard interval

Theguardintervalis the period between symbols orcharacters thata system
transmits.

HotPointaccess points letyou setashort guard interval to give more throughput
and abetter end user experience. The standard guard interval is 800 ns, and the
shortguardintervalis 400 ns.

The settings for Radio 1 and Radio 2 are independent. By defaultwhena
HotPointaccess pointisin 40 MHz mode, this feature is enabled for 40 MHz
mode.

Note: This feature applies to 40 MHz mode only.

Todisablethe shortguardinterval onRadio 1:

1. Right-clickthe access point> AP Configuration > Wireless setting >
Advanced

For the Short Guard Interval setting, select Disable.
Click save.

4. (Optional) Select the Radio 2 tab and repeat steps 2 to 3.
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Disabling proxy ARP

Proxy ARPstops ARP requests for client devices at the HotPoint access point to
reducetrafficonyourwireless LAN. Instead of forwarding ARPrequests to client
devices, theaccess pointresponds torequests for the associated client devices.

When Proxy ARPis disabled, the access pointforwards all ARPrequests through
the radio port toassociated clients, and the client responds. When Proxy ARP is
enabled, theaccess pointresponds to ARP requests forassociated clients and
does not forward requests to clients. When the access point receives an ARP
request foran P address not in the cache, the access point forwards it to the
client.

By default the proxy ARP feature is enabled.
To disable proxy ARP:

1. GotoAPconfiguration>Advanced
2. Fromthe Proxy ARP settings, select Disable.
3. Click save.
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IGMP snooping

IGMP snooping prevents multicast flows from flooding all VAPs on a HotPoint
access point. When IGMP snoopingis enabled:

1. TheHotPointaccess point monitors Layer-3 IGMP packets and listens to the
exchanges betweentherouterandthe host machines. Fromthese
exchanges, the access pointlearns which VAPis joining or leaving a
multicast group.

2. Thebridgemodule oftheaccess pointforwards these messages tothe IGMP
Snoop Module, where the VAPis added to or removed fromthe Layer 2
multicastforwardinggroupbased onthe IGMP messagetype.

3. Multicaststreamsaresentto VAPs thatexplicitly requestthe flow.

Wireless multicast traffic can be avoided on the VAPs, where no client is
interestedinamulticast flow, toimprove network performance.

By default this feature is disabled on the access point.
ToenableIGMPsnooping:

1. GotoAPconfiguration>Advanced
SelectEnable.

Enterthe Multicast Aging Timeout. Thisis theaging timeout forinactive
multicast group on the AP.

4. Click save.

Enabling Network Time Protocol

If Network Time Protocol (NTP) is enabled, access point will get the correct time
fromthe configured NTPserveronthebootup. Theaccess pointsyncs
periodicallywiththe NTPservertoensurethe correcttime. UsingNTPwith
HotPointaccess points helps maintaincommontimeandtimezone settings
acrossallaccess points without any manualintervention.

By defaultNTPis disabled on HotPointaccess points. When NTPis enabled, you
cansettheseparameters:

Time zone-adrop-downmenuwhereusercanselecttheintended time zone
value.

Server URL-the URLforthe NTPserver fromwhich the HotPoint access point
will sync the time periodically.

Toenable NTP:

1. GotoAPconfiguration>Advanced

2. Enable NTP.

3. Setthetime zone with the drop-down list.
4. Enterthe URLof areference server.

5. Click Save.
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HotView Prolets you monitor statistics, compare configurations, and verify
settings. Youcanalsoexportand printaccess pointinventory lists.

Viewing access point statistics

Toview statistics foranaccess point:

1. Right-clickanaccess point.
A statistics overview window appears.

2. Click Refresh Statistics to ensure thatyou see current data.

Viewing access point statistics
Fromthe access point statistics windowyou canrefresh the statistics and view
detailed information about input and output traffic by bytes or packet.
Toviewaccesspointstatistics:
1. Right-click an access point > Statistics

B TrainingRoom Statistics |

Statistics Last Refreshed at : Feb 8, 2013 5:12:32 PM PST
TP Time Zone : Sat Feb 9 01:12:32 UTC 2013

Interface Statistics (Total VAP: 2)

Interface Input Bytes Input Packets Receive Errors Qutput Bytes Qutput Packets Transmit Errors
Wired 423065 8912507 4651321
Wireless: Radio 2 20 71597 09 340.
Wireless: Radio 1 37188 4647018 21653007 8066532 2580
trainingroom 37188 4647018 21653007 8066532
[Irainingrooms 20] 71597 09

Station Statistics (Total: 2)

0 p P InpuL...inpuL...(NPUL...(NPULINPUL...|QULP... QULP... OUEp... [0
E0:94:67.0F0B:1A Regular Client -68[4506.._1268[2487 0] 0/8567. 1016|1256 0 of 0
00:1B:77:8F:05:CC | |Regular Client | -75[ 4839] 103828 o o 7993 11[1044..] of o 0

| Detailed Statistics H Refresh Statistics ‘

Briretide

2. Click Detailed Statistics.
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B Detailed Statistics =
[P} vap | station

Index Interface [Input B__{Input P_| Receiv._] Input . [Output._{output_| Trans... [Droppe.| More
letho 340. 4823..] 111447 0 ore
4 7768..[277 101120
4776156 566142
4776156 0}422103
4 7768..[277 o 4

35832

5|wDSLab

Refresh Statistics

Ofiretide

3. ClickoKto exiteach screen.

Comparing virtual access groups

When you add a new access point to a wireless distribution system (WDS), if the
access point does not use the expected settings, you might want to compare the
configuration to that of a relay station.

To compare two virtual access group configurations:

1. GotoAccessPoint>VAPGroup Configuration
2. ClickCompare.
3. Click oK to exit.

Refreshing access point statistics
Whenyou refreshallaccess point statistics, the mesh canexperience heavy
trafficload.

1. Goto Access Point > Refresh AP Statistics
2. Whenthewarning message appears, click OK.

Warning- %

2| Refreshing the entire AP statistics may cause a heavy traffic load on the mesh.
Do you wish to continue?

o] (e

Clearing access point cache

Tocleartheaccess points cache:

GotoAccess Point > Clear Access Point Cache
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Viewing the server access control list

Tomonitorthe serveraccess control list:

GotoAccess Point > Monitoring Server ACL Configuration

B Montoring Server ACL =

Ofiretide [ ok [ cancel |

Verifying virtual access group configuration

Whenyouverify the configuration of aVAPgroup, the network experiences
heavy traffic load.

Toverifythe configuration ofa VAPgroup:

1. GotoAccessPoint>Verify VAP Group Configuration
2. Whenthewarning appears, click OK.

Warning P

Iz‘ Retrieving the entire VAP config may cause a heavy traffic load on the network.
Do you wish to continue?

Viewing information about access points

Youcanviewaccess pointinformation severalways.

Viewing access point client information

Clientinformationthatthe system savesincludes:
MACaddressofthestation (Station MACAddress)
VAP name
HotPoint Name
Access Point Group Name
RSSlindBm
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Input packets

Input bytes

Output packets
Output bytes

Idle countin seconds

Toviewthe clientinformation:

Goto Access Point > Access Point Client Information

B ccess Point Client Information =
[ StationMACAddress | _VAPName | _ HotPoint Hame |Access Point Group Hame| RS5I(dBm) | Input Packets |
00:21:64C0:10:80 CSEteams Louis FiretideWLA! -56 601
A0:88:84:70:67:98 CSEteam Louis retide WLA -38] 8
|n0:88:84:69:28:3C CSEteams Louis retide WLA —g‘ T
|A0.08:BAED: CSEteam Louis retide WLA E 7
7C.C5:37:6165:3 CSEteam Louis retide WLA E 1
l00-18:C211:21:6 |wDSLan |WDS Server [WDS Lal 295¢)
OBF4BEIFIAL CSEteam Louis FiretideWLA!
>43BE:96:41:4: CsEteam Louis retide WLA
B77-8F05.C trainingroom __[TrainingRoom FiretideWLA!
)09 5BAT253F CSEteams Louis FiretideWLA! E
7:20.60:9EA0 mauiroom Maui FiretideWLA! E
8:C211:24:51 |wDSLan |WDS Station [WDS Lal E
AF027E6F-22 mauiroom Maui FiretideWLA! 49 5
7:20:AF14:08 CSEteam Louis FiretideWLA! - K
710.DICACC CSEteams Louis FiretideWLA! 7 E
DF-9A48:97:86 CsEteam Louis FiretideWLA! 47 67
<« I D
Gfiretide

Viewing the AP log

TheAPlogcontains:
Severity of the fault
Time the fault occurred
Serial number of the device onwhich the fault occurred
HotPointname
Faulttype
Details

Toviewthe AP log:
GotoAccess Point>View AP Log
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B Access Paint Faults

Severity Time Serial Number HotPoint Name- Fault Type Details

Display Options Filters

Display last [1000 (Lmnnuanua
Fiter Type : [HotPoint Name | |

Fitter Values : | [~]

‘ Add Filte H Clear All H Print H Export |

Gfiretide

Viewing HotPoint license information

HotPoint license information includes:

AP name
Serial number
License status
Release

Prerequisite: None
ToviewHotPointlicenseinformation:
Goto Access Point > HotPoint License Info

[ HotPoint License 2
[WDS Server WFE0111355011... [Licsnsed 0
Griretide Lok | cancer |
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Viewing write access

You canverifywrite access after you release write access.
Toverifywriteaccess:
Right-click an access point > View Write Access

Message =

o
\D No user has write access on this AP group now.

Viewing a summary of an access point

The HotPoint summary shows:

Access point name

Serial number

IPv4 address

MAC address

Radio 1 MACaddress,operatingdatatransmitpower, operating channel
Radio2 MACaddress,operatingdatatransmit power, operating channel
Firmware version

HotPorttype

Country code

Hardwareversionandrelease

Current time

Toviewaconfigurationsummaryforanaccess point:
Right-click the access point > HotPoint Summary

Ei 7| Rename AP ...
[¥] Hotpoint Location ...

[ ipmanagement VLAN settings ...
[%] AP Network Monitor Server Settings ...
[£] Retease write Access...

[ statistics ...

€2 upgrade Firmware

HotPoint Summary

Name : TrainingRoom

i) AP Configuration ... Serial Number :WL0081034500469
(3] country Code... 1P Address
MAC Address
[ vap configuration ... »  Base Radio 1 MAC Address
[87] vap Group configuration... }| :BaseRadlo2 MACAddress :
Firmware Version : 0 |
[8] reboot this HoTPOINT HotPoint Type :HOTPOINT 5100 |
@ Fach £ this HOTPOINT Country Code : United States (840)
i Rt o Hardware Version :0
(@) import Configuration from this HotPoint Hardware Revision 0
! Current Time :SatFeb 9 01:50:34 UTC 2013
{@ Apply Configuration to this HotPoint Radio 1 Operating Data Transmit Power : 20
= z Radio 1 Operating Channel :
Station Inver| & Refresh configuration for this AccessPoint Py il X RN N

is] HotPoint Summary ¥ Radio 2 Operating Channel 136 il
Linas Area = — ‘:j

: I ac—
_|BoardRoom [A551(E).1.44 |HOTPOINT 51.../00:18:C2:80:21.E9 [00:18:C2:00:21:E9 lo |
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Viewing statistics from a managed access point

Foraccess pointsthatare configured to be managed fromthe network monitor
server, you can view statistics without logging into any of the access points in
theaccess pointgroup.

Toviewtheaccess pointgroup statistics:

1. GotosStandaloneAccessPointViewtab ><name of access group>tab and
thenright-click the access point groupicon. See the next figure.

[ Network View [ Standalone Access Point View |_

1’ Access Point Group View | North Building |

= |
)

Morth Building

2. Right-click the icon > Statistics

Exporting an access point inventory
Youcanexportalistofallaccess points that HotView Pro manages. This feature
isfortrackingcompanyassetsordevice status.
ToexportacsvfilefromHotViewPro:

1. FromtheAPGrouplnventorytab,right-clicktheredribbon>ExportTable

2. Enteraname for the file.
3. Click save.

Printing an access point inventory

Youcan printalistof all access points that HotView Pro manages. This feature is
fortrackingcompanyassets ordevice status.

ToexportacsvfilefromHotView Pro:
1. Fromthe APGrouplnventorytab,right-clicktheredribbon >PrintTable
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Status HotPoints Down HotPoints P Station
% 1 0

o Print Table

Export Table!‘}

Aprintpreviewwindowappears.

[£] Print Preview: Print Table B
GroupName | Status [ HotPointsDown | HotPainis UP___| Station
avax swing Imagelcon@| 1 0 0
North Buila
01 uilding bfe0D

2. Click Print.
3. Selectaprinterand setthe printer properties.
4, Click Save.
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Performance and diagnostictools

HotView Pro lets you use a spectrumanalysis tool to evaluate the presence and
strength of selected channelsaroundanaccess point.

Using the spectrum analyzer

Youcantrackupto 10 channels atone time.

The next figure shows the results of a real-time spectrum analysis of the first 10
channels for 802.11b. The top graph shows channel usage over time; the bottom
graph shows the average channel use.




Performance and diagnostic tools

Toconfigureareal-time spectrumdatacollection:

1. Right-clicktheaccess point>Advanced Tools>Spectrum Analysis Tools
Amessageappears towarnyou thatexisting clientsessions will be
disconnected ifyourunthe spectrumanalysis tool.

Warning &J
|E| Running Spectrum Analysis will cause existing clients to disconnect.
Do you wish to continue?

2. Selecttheradio (1 or 2). You can only analyze one radio at a time.

. Spectrum Analysis Tools - (AP - 1333) = B9

® Radio1 ( Radio 2

[[] Real Time Channel Analysis
[_] Use Configured Channel

Radio Mode

802.11b

802.11g

802.11big

802.11blg/n(20 MHz)}
802.11bigin{40 MHz) Plus
302.11bigin(40 MHz) Minus

Available Channels Selected Channels

ICh 1, (802.11b)
Add All >>

Ch 2, (802.11b)
Ch 3, (802.11b)
Ch 4, (202.11b)
Ch 5, (802.11b)
Ch 6, (802.11b)
Ch 7.(802.110)

[ T»

3. (Optional) Select “real-time channel analysis” and/or “use configured
channel.”

Note. If you select real-time channel analysis, the system can accept up to 10
channels at one time. If you use the regular non-real-time analysis method, the
systemcanacceptupto 32 channels.

4. Selecttheradio mode:
- 802.11b
- 802.11¢g
- 802.11b/g
- 802.11b/g/n(20MHz)
- 802.11b/g/n(40MHz)Plus
- 802.11b/g/n(40MHz)Minus
5. Selectthechannelsyouwanttoanalyze,andthenclick AddorAddAll.

Note. To select more than one channel, press and hold Ctrl, click the channels,
andthenclick Add.
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6. Click start.
7. Click stop to stop data collection.

Viewing the average channel usage for a configured
radio

Toviewtheaveragechannelusageas currently configured:

1. Right-clicktheaccess point>Advanced Tools>Spectrum Analysis Tools
Amessageappearstowarnyouthatexisting clientsessions will be
disconnected if yourunthe spectrumanalysis tool.

Warning [_Jih

E Running Spectrum Analysis will cause existing clients to disconnect.
Do you wish to continue?

Select the radio (1 or 2). You can only analyze one radio at a time.
(Optional) Select “real-time channel analysis.”

Select “use configured channel.”

Click start.

Click stop to stop data collection.

AN

Troubleshooting and access point

This section lists guidelines and tips toimprove end user orwireless client
experience.

Prematuredisconnects

Ifwireless clients experience prematuredisconnections fromtheaccess pointor
unexplainedwireless serviceinterruption, settheRTSvalueto 128toimprove
connection persistence.
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Simple Network Management Protocol (SNMP) is used to monitor network-
attached devices forconditions that need administrative attention. Native SNMP
onHotPointaccess points lets you:

Monitor critical events, such as radar detection.

Remotelymanageand configure the device.

Configure traps to collect specific important messages.

SNMP parameters

SNMP parameters forHotPointaccess pointsinclude:

SNMP Agent. You enable the SNMP Agent on a HotPoint access point to be
ableto collect SNMP data from this device.

SNMPVersion.SNMPV1,V2 and V3 are supported. For SNMPV3you have to
theusers.

Agent Port. The agent portis the UDP port on which the SNMP agent runs.
The default SNMP portis 161, but the port can be changed.
TrapIPSettings. You can setamaximum of fourtrap locations. Atrapisan
IPv4 address.

The HotPointaccess pointwill send periodical traps to these IPAddresses.
Trapscanbelabelsormessagessuchas, APUP/DOWN, clientassociationor
disassociation,andsoon.

SNMPV3users

SNMP V3 supports three pre-configured default users and three custom
additionalusers. The nexttable contains the defaultuserinformation.

Authentication Privacy
User name Security level
Protocol Password Protocol Password
noauthprivUser | No Authentication, | — — — —
No Privacy
authOnlyUser Authentication, MD5/SHA “password” | — —
NoPrivacy
authPrivUser Authentication, MD5/SHA “password” | DES/AES “password”
Privacy

Table 25
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Enabling SNMP on a HotPoint access point

By default SNMPis disabled on the access point.
To configure SNMP:

GotoAPconfiguration>Advanced

Select the SNMPversion from the drop-down list.

If you selected SNMPV3, click Users and enter the user’s information.
Enter the UDP port for SNMP.

Enterupto four trap locations, which are IPv4 addresses.

Click Save.

oWk wnN =

Configuringan SNMP trap

Youcansetamaximumoffourtraplocations.

TheHotPointaccess pointwill send periodical traps tothese IPAddresses. Traps
canbelabelsor messages suchas, APUP/DOWN, clientassociation or
disassociation,andsoon.

Prerequisites: SNMP agent s active and configured to be V3. Youmustinstall the
MIB file named “FIRETIDE-APNODE-MIB.mib”.

ToconfigureanSNMPtrap:

1. GotoServer Administration>Configure HotView Server>HotView
Management

Clickthe SNMPtab.
Click Add Target.

Enter the target name (1 to 16 characters long), IP address, and target port.
Click save.

vihkwn
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The MIB (Management Information Base) file that installs with HotView Pro
softwarelets youuse the SNMPfeatures. For moreinformation about the SNMP
hierarchical datastructure, refertoRFC1155.

You can use athird party MIB browser to get SNMP trap information through
HotView Pro. Information from HotPoint access points goes to a MIB viewer
through HotView Pro. SNMP data cannot be viewed directly fromanaccess point.

MIB location

Onacomputerthat runs Windows, the MIB folder is found along this path:
C://Program Files (x86)/Firetide/HotView/<software version>/mibs

MIB descriptions
The nextsections list the MIB tables and variables.

firetideApNode

The nexttable lists the MIB name, description, and type.

Name Description Type

apTable

Summary of basic properties: readonly

- apSoftwareVer shows the current firmware version.

- apSerialNo shows the serial numberof the access point.

- apMacAddr shows the Ethernet MAC address of the access
point.

- apRadioMacAddr shows the radio MAC address of the
access point.

- apNodeErrorisastring that shows whenan access point-
specific configuration apply fails.

- apSoftwareUpgradeCompletion shows the percentage
completeforduringasoftwareupgrade.

- apTimeUp shows thetimesince theaccess node came up.

- apNodelndex indicates whether the nodeis up or down.

- apDhcpState can be settotrue(1)toenable a DHCP client
orfalse(2) to disable a DHCP client.

- aplpAddressis the IPv4 address of this access point.

- aplpMask is the IPv4 mask of this access point.
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Name

Description

Type

- apDefaultGatewayis the IPv4 address of the default

gateway.

- apNameis the name of the access point.
- apGroupNameis the name of the group towhich this

access pointbelongs. Bydefault, allaccess points appear
inthe group DEFAULT. Toremoveanaccess pointfroma
group, setthisvalue to DEFAULT.

- apMgmtVlanEnable can be true(1) when management

VLAN s enabled,and VLANIDis avalid VLAN tag other
than 1.Whenthisvariableis false(2), the systemdisables
the management VLAN. Setting this variable to true(1)
does nothavean effect. Toenable amanagementVLAN,
setapMgmtVlanld {apEntry 9 }to a valid VLAN.

- apMgmtVlanldisthe managementVLANtagforthis

access point. If management VLAN s disabled, this
variablereturns1.

- apNodeOperations --Whenthis variableis set to

applyApConfig(6), any access point-specific manual login
is needed only whenlogin to this access point is
incomplete. Incomplete loginis whenthe systemreturns
these states: apDownOrDisconnected(10),
apConnectionFailed(11), or apLoginFailed(12).
Successfulloginiswhenthe systemreturns
operationCompleted(1). If this variableis setto (13), the
systemrefreshestheaccesspointconfigurationand
statistics.

Other states include:

- applyPending(3) when changes are not yet written to
the access point.

- applylnProgress(4)whenconfigurationchangesare
beingwritten to the access point. SETs during this
state fail and configuration changes will be lost.

- operationCompleted(1) when the system applies
changestotheaccess point.

- ErrorTryAgain(2) appearswhentheapplyfailed. The
reason for failure is available in the variable
apNodeErrorString. Werecommendthatyoufix the
errorbeforeretrying.

- Torollbacktothelastapplied configuration, use
rollbackApConfig(5).

- rebootAp(7) forces the access pointto reboot.

- factoryResetAp(8) forces the access pointtorevertto
factory defaultvalues and aset tologinToAp(9)
triggersamanuallogin, usingtheapLoginUserName
and apLoginPasswd as user name and password.

read-write
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Name Description Type

- apSelectForUpgradewithincludelnUpgrade(1)sets this read-write
accesspointforupgrade. Toexcludeanaccess pointafter
selection, useexcludeFromUpgrade(2). Fordoingthe
upgrade operation, see upgradeApSoftware
{firetideApNode 3 }.

- apProxyArpState sets the proxy ARP state: true(1) to
enable and false(2) to disable.

- apNTPSettings sets the time protocol state: true(1) to
enable NTPand false(2) to disable NTP.

- apNTPServerUrlisthe URLforthereference NTPserver.

- apNTPTimeZone is the NTP time zone, which can be from 0
to278.

- apDnsMode setsthe DNS mode: true(1)forstaticmode
and false(2) for dynamic mode.

- apDnsPrimarylpisthe primary DNSIPaddress for this
access point.

- apDnsSecondarylpisthesecondary DNSIPaddress for
thisaccess point.

- aplgmpSnoopState sets the IGMP snoop state: true(1) to
enableigmp snoopingand false(2)to disableigmp
snooping.

- apMcastAgingTimeout sets the multicast aging timeout
value.

- apCountryCode sets the country of operation for this
access point. Thissetting determinestheavailable power
levels, radio modes, and channels.

standaloneApTable Summary of standalone access point configuration readonly

apSoftwareUpgradePath | Pathto the upgrade software (.bin file). When the system read-write
starts an upgrade through the upgradeApSoftware variable,
the bin file found in this path is uploaded to the access
points.

apSoftwareUpgrade Set this variable to: read-write

- upgradeAll(T)to doasoftware upgrade forall access
points.

- upgradeSelective(6) todo asoftware upgrade on certain
access points. Selectwith apSelectForUpgrade{apEntry
19 Jvariable to includelnUpgrade(1). Specify the path to
the new software (.bin or .bin2) with the variable
upgradeApSoftwarePath. If an upgrade failure happens,
view the reason with apNodeErrorString {apEntry 15}.
Thisvariabletakes the value upgradeFailed(3).

ToaborttheupgradeoperationsetupgradeCancel(7).

Whenanupgrade operationisinprogress, thevariable

returns thevalue upgradelnProgress(4).
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Name Description Type
apLoginUserName Loginusernameforanaccess point read-write
apLoginPasswd Login password corresponding to apLoginUserName read-write

variableforanaccess point
apLoginErrorMessage Errormessage fromthe last failed login attempt readonly
apGroupCreationTable Access pointgroupcreationtable not
accessible
apNetworkMonitorServer Access point network monitor server configuration table not
ConfigTable accessible
Table 26
firetideApVap
The nexttable lists the MIB name, description, and type.
Name Description Type
vapGroupConfigTable Commonconfigurationforallaccess pointsthat not accessible
supportaparticularvirtual access point (VAP)
vapSpecificConfigTable VAP configuration specifictoanaccess point, not accessible

whichis supportingaparticular VAP

vapManageGroupConfigTable

Common configuration for all the access points
that supporta particularvirtual access point

not accessible

vapGroupCreateConfigTable

VAPconfigurationspecifictoanaccess point, that
supports a particular VAP

not accessible

vapNatPortForwardConfigTable

NAT Port Forwarding configuration specific to an
access pointthatsupportsaparticular VAP

not accessible

vapHotspotConfigTable

HotSpotconfigurationforaparticular VAP

not accessible

vapHotspotWalledGardenTable

HotSpotwalled garden configurationfora
particular VAP

not accessible

vapHotspotUserProvisioningTable

HotSpotUser Provisioning configurationfora
particular VAP

not accessible

Table 27
firetideApRadio
The nexttable lists the MIB name, description, and type.
Name Description Type
apRadioTable This table summarizes the radio configuration not accessible
foranaccess point.
Table 28
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Name Description Type

apNodeRadioTable This table summarizes the radio mode and not accessible
channelconfigurationforanaccess point.

Table 29
firetideApSecurity

The nexttable lists the MIB name, description, and type.

Name Description Type

vapSecurityTable Securityrelated parameters foraparticular VAP not accessible

apSecurityTable Security related parameters forthis access point not accessible

vapAcliTable Access control list (ACL) for this VAP. The ACL not accessible
denies all entries or allows only those in the list.
vapAclPolicy {vapSecurityEntry 15 }variable
controls this behavior.

apFirewallTable List of allowed ports (TCP or UDP) for clients not accessible
connectedtothisaccess point. Thefirewall feature
must be enabled for this access point to view this
information.

apGrouplLoginPasswdConfigTable | Listofaccess pointgroups forwhichyoucan not accessible
configure Read-Write and Read-Only usernames
and passwords.

Table 30
firetideApStatistics

The nexttable lists the MIB name, description, and type.

Name Description Type

apStatisticsTable Summarizes the access point-wide statistics read-only
(apStatisticsEntry):

- apWirelessInBytes

- apWirelessinPackets

- apWirelessReceiveErrors
- apWirelessOpBytes

- apWirelessOpPackets

- apWirelessTransmitErrors

Table 31
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Name

Description

Type

apWiredStatisticsTable

Summarizes the access point-wide wired statistics
(apWiredStatisticsEntry):
- apWiredInBytes
- apWiredInPackets
- apWiredReceiveErrors
- apWiredOpBytes
- apWiredOpPackets
- apWiredTransmitErrors

not accessible

apVapStatisticsTable

Summarizes the VAP-specific statistics
(apVapStatisticsEntry):
- apVapGroupName
- apVaplnBytes
- apVaplnPackets
- apVapReceiveErrors
- apVapOpBytes
- apVapOpPackets
- apVapTransmitErrors
- apVapNumberofStations

not accessible

apStationStatisticsTable

This table summarizes the statistics of stations connected
to VAPs.

not accessible

Table 32
firetideApTrapParams
The nexttable lists the MIB name, description, and type.

Name Description Type
policyName Indicates the alarm type. View
stationMacAddr Indicates the MACaddress of aWDS station. View
alarmState Indicates the alarm state. View

Table 33
firetideApTrap
Thenexttablelists the SNMPtrap names and descriptions.

Name Description
apDown Indicates alost connection with this access point.
apUp Finished gettingconfigurationfromthisaccess point.

SNMP manager can getand set on this access point.

vapConfiglnconsistent

The systemsends thistrapwhenyoudoaVAPconfiguration
comparison and the VAP configuration is inconsistent.

Table 34

280



HotPoint access point MIB list

Name Description
vapConfigConsistent Thesystemsends thistrapwhenyoudoaVAPconfiguration
comparisonandtheVAPconfigurationis consistent.
apLoginError Loginfailed.
concurrentApModification Thesystemsendsthis trapwhenthe system detects anattemptto

modifytheaccess pointconfiguration fromthe HotView Clientand
SNMP agent simultaneously.

concurrentVapModification The systemsends this trapwhenthe system detects anattemptto
modifythe VAP configurationfromthe HotView Clientand SNMP
agent simultaneously.

policyAlarm WhenaPolicyAlarmis generated, the system sends this trap.

apAssoc Whenanaccess pointassociates withaclient, the system sends this
trap.

apDisAssoc Whenanaccess pointstops associatingwith a client, the system
sendsthistrap.

captiveUserLoggedOut Whena captive userlogs out, the system sends this trap.

captiveUserLoggedin When a captive user logs in, the system sends this trap.

Table 35
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Licenses foraccess points

Allaccess pointnodes, standaloneandintegratedwithameshnode, musthavea
management license.

Applying a management license to a node

Besuretolicenseallthenodesonyourmesh. Anodeisanydevicethatyou
manage from HotView Pro.

Youdo not have to transfer the licenses to all nodes at the same time, butyou
cannot havelicensed and unlicensed nodes inthe same mesh network.

Caution! After you apply the license, you cannot remove or
/L A \ recover it fromthe node. You can, however, transferittoa
replacement node.

Toadd amanagementlicensetoanode:
1. GotoServer Administration > Configure HotView Server > Licensing
2. Selectthemanagementlicense.
3. Click HotPort List.
A new window appears.

4. Selectthe nodethatneedsalicense.
5. Click Add.

6. Approvethelicensetransfer.

7. Click Yes.

Field access without a management license

Whenyousetupanewmesh network you purchaseabulk managementlicense.
andyou apply that license to every mesh node. Each time you apply a
managementlicensetoameshnode, the managementkey countdecrements by
one.

This means thatyou do not needalicense key to be able to manage amesh
network to access anode in the field.

Using HotView Pro without a license key

Caution! You need to apply a management license to all nodes ina

A mesh. If one of the nodes in a mesh does not have a management
license, thenHotView sends anerror message and prevents access to
allnodes in the mesh.
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Touse HotView Prowithoutalicense key after the management license key is
assignedtotheappropriate setof meshnodes:

1. Install HotView Pro ona system that does or does not have atemporary ora
permanent license.

2. Startthe HotView Pro Launcher, and then select the Server Configuration
icon.

Y

3. Acceptthe promptstoaccesstheServer Configuration,and removethe
checkfromUseDatabaseandUseDatabase forRadius.

4. Click save.
5. Fromthe HotView Pro Launcher, go to Options > Manage Licensed HotPort
Nodes
,- Integrated HotView™ Launcher - Version : 10.9.0.12 E‘M
File | Option | Help @firetide
Select Language »

[J Show Launcher as Floating Bar
IJ Show Always On Top
[J Manage Licensed HotPort Nodes%

h an application.

HotView Pro™ Quick Launch

This launches both the server and the client. CAUTION: launching both applications with this
icon will cause both applications to terminate when you quit. This is undesirable when you
|a| are on the primary NMS machine. It is intended to be used for field test and configuration
‘f machines. You may wish to remove this shortcut from the primary NMS machine.

SR AT a0 A 2 S SV OV S S S Y

Youcannowlogintoand manage the mesh fromadifferent computer.
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Thenexttableliststhe messagesthe systemsends.

Type Message Action
LoadFailure Failed to load these HotPoint(s) of AP group [ North Makesuretheaccesspointis
Building] AP-1333[secureconnectionto physically connectedtothe
192.168.224.160 not established. ] networkand pingis
successful.
Spectrum RunningSpectrumAnalysiswill causeexistingclients OK disconnects the existing
analysis tool to disconnect. Do youwish to continue? client sessions.
Cancel stops to system from
actionand returns you to
the monitoringtab.

Table 36
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If youwant to upgrade HotPoint access points from 5.51.0.0to a later firmware,
youmustusetheFiretide APFWUpgrade Utility. For HotPoint access points that
arerunning 5.52.0.0 or later you can use the script to save time because this
utility lets you upgrade many access points at one time. The utility pings each
device,andifthe deviceis reachable, it starts the upgrade process. The
upgrade_log.txtfile records the IPaddress of each access pointand whenthe
upgrade process started.

Script folder contents

The script package includes:
FT_APfolderwithvariousfiles
AP_FW_Upgrade.exe
IP_LIST.cfg, which is the only file you have to edit.
pass.txt
pscp.exe
Readme.txt
upgrade_log.txt

Using the script to upgrade access points

Toupgradeoneormoreaccess pointstorun5.54.0.0firmware:

1. DownloadtheZIPfile thatcontains the scriptand executables fromthe
Firetide Partner Portal.

2. Double-clickthe ZIPfile and drag the folder named AP_UPGRADE to the
desktop.

3. Fromthe AP_UPGRADE folder openthe IP_LIST.cfg file in Notepad or other
texteditor.

a. Delete the contents of the file.

b.  EnterthelPaddress oraddresses of the access points youwant to
upgrade, one IPaddress ona new line.

C. Save the file.

4. Makesuretheadministrator’s computerhasanlPaddressonthe same
subnetastheaccess points.

5. Make sureyou can ping the access points.
6. Double-click AP_FW_Upgrade.exe.
Thescriptrunsandtheupgradeoperationstarts.
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7. Wait five minutes beforeyou loginto anaccess point to ensure that the
upgradeis completeandthattheaccess pointrebooted.

Thenextfigureshowsascreencaptureofthescriptoutputduringtheupgradeof
one access pointwith the IPv4 address set to the default value.

BN C:\Windowshsystem32icmd.exe

B e L
e o T

Firetide AP FY Upgade Utility
FW UERSION: 5.54.8.8

e o T
SRR SR S R R R N S S SRR

Btarting Ping Test for AP: 192.168.224_ 1608

Reply from 192.168.224_1608: bytes=32 time=1ims TTL=64
Reply from 192.168.224_168: bytes=32 time<{ims TTL=64
Reply from 192_168.224_168: bytes=32 time<ims TTL=64
Reply from 192.168.224.168: bytes=32 time<ims TTL=64

Ping Test Passed for AP: 192_.168.224.168

Uploading FY Image to : 192.168.224_168

The zerver’'s host key is not cached in the registry. You
have no guarantee that the server is the computer you

think it is.

The server’s rsa2 key fingerprint is:

cch-prea 1048 c3:1f:1d:d4:808:26 thB:23:d3:33:5f:e3:7h:52:77
If you trust this host,. enter ' to add the key to

PuTTY’s cache and carry on connecting.

If you want to carry on connecting just once, without

ladding the key to the cache. enter “n".

If you do not trust this host, press Return to abhandon the
connection.

FTAP.tar I 7668 kB | 766.8 kBr/s | ETA: B0:08:80

+++++ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
UPGRADE HAS BEEN STARTED ON THE AP WITH IP: 192.168.224.168
PLEASE DO NOT MAKE ANY CONFIGURATION CHANGES "OR"
SWITCH OFF/REBOOT THE AP FOR ATLEAST 5 MINUTES

=% IT CAN LEAD TO PERMANMENT DAMAGE OF HARDUARE s

CE e T L e T e L R

CHEEE S0 S0 S0 S0 300 S0 S0 S0 S0 S0 S0 S0 S0 300 S0 S0 S0 S0 S0 S0 200
UPGRADE PASSED FOR THE FOLLOWING APs: -
192.168.224.168

I R B R R R R R R

3030303030300~ J0E-J0E -0~ -0 o300 3030 3o~ 030~ o0 Jef -0 Jof 3030 oo 30~ ef e oo o
1. Mow wait for 5 minutes
2. Uerify the Upgraded FW Uersion as 5.54.8.8

Press any key to continue . . .
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Viewing the access point upgrade utility log file

The upgrade_log.txt file records the IP address of each access point and when
the upgrade process started. The next figure shows the screen capture ofalog
file.

l upgrade_log.txt - Notepad

File Edit Format View Help
R R AR RRRRRRRRRRRRRRTR

Thu 11/21/2013, 10:55:43.35
"uUpgrade started on 192.168.224.160 node"
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Configurationwiththewebinterface

Toconfigureand manage afew HotPoint access points, you canuse the web
interface, an integrated HTTP-based application.

Afteryoulogin, setthe country code, change the password, and then do the
other configuration tasks.

j Caution! Give powertooneaccess pointatatime.Ifyougive powerto

two or more access points at the same time, IPaddress conflicts occur.

Logging into the web interface for the first time

Prerequisites:

Administrator’s computer with a web browser
Ethernetcable

Tologintoanewaccess point for the first time:

1.
2.

w

v b~

Supply power to the access point.

Attach an Ethernet cable tothe access pointand the administrator’s
computer.

ChangetheIPaddress of the administrator’s computertoan|Paddress on
the same subnetas the access point’s default IPaddress.

Ina browser, enter: 192.168.224.160.
When prompted, enter this information:
User Name: admin
Password:firetide
Click Login.

@ii.';:ét.it!f‘
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New access point configuration process

The sequence oftasks to configure anaccess pointforthe first time are:

1. Setthecountry code.
Change the password.

Verify that the access pointacquired anIPaddress fromyour DHCP server.
Note:IfyoudonotuseaDHCPserver,thenyouhavetomanuallysetthelP
addressoftheaccess point.

4. Configure wireless access features:
- Virtual access points
- Radios
5. Configureoptionalfeaturesas necessary,suchasNTP(servertime).

After you configure the access point, thenyou need to testitina controlled
environmentwith awireless client.

Setting the country code

Youwant to set the country code to change the device from a low-power, low
range settingtoacorrect full-power operational mode.

Youalsowanttosetthe country codeto suppress prompts fromthe access point
eachtimeyou changewindows inthe web interface.

Caution! Make sure you configure the access point for the correct

A country. If you do not select the correct country of operation, the
device might operate ina manner thatis not legal or create problems
withotherwirelessdevices.

1. Goto Configuration >System >Basic > Country Code

Cé) firetide
Retable connectivey amwhere
Configuratio aintenance | Monitor

Setting country code will cause your access point to reset to factory defaults and reboot.

Country Code United States(840) [=]

CANCE APPLY.

2. Selectthecorrectcountry.
3. ClickApply.
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Changing the default password

Topreventothersfromeasilyloggingintothisaccess point,changethe password
tosomethingsecure. Youmust havethe current password to be ableto change
the password. The default password is firetide.

Tosetorchangeapassword:
1. Gotothe mainwindow of the Maintenance tab.

@ji retide-

able cannectivity amywhere

Monitor

Configuration Maintenance

Reboot/Reset | Upgrade

Change Password

Username
Current Password
New Password

Retype New Password

Enteryour username, current password, and the new password (twice).
Click Apply.
Thesystemlogsyouout.

4. Loginwiththe new password to verify that the new password works.

Setting the IP address of the access point manually

Bydefault,DHCPclientisenabled. Theaccess pointautomaticallygetsanunused
IPaddress from the network. If you disable DHCP, you have to set the IPaddress
manually.

TosettheIPaddress of anaccess point:
1. GotocConfiguration>IP

@)firetide‘

Retiable connectivity amywhere

Configuration Maintenance Monitor  [weou

System | Wireless | VAP | SNMP

1P Configuration

+ Network DHCP Client D enable @ disable
1P Address 192.168.224.160
1P Subnet Mask 255.255.255.0
Default Gateway
Primary DNS Server
Secondary DNS Server

CANCEL

2. Selectdisable DHCPclient.

293



Configuration with the web interface

3.
4,

5.

Click Apply.
Enterthese settings:
- IPv4addressandsubnetmask
- Default gateway address
- Primary DNS server address
- Secondary DNS server address
Click Apply.

Configuring a wireless LAN

One access point can have one or more virtual access points (VAP). AVAPis a
logical subgroupwithinanaccess pointthat lets you assign different
permissions orquality settingstodifferentwireless users,suchas guestusers
and trusted users.

By default, no VAP configurations exist.

To configure a VAP:

1.

Goto Configuration > VAP > Basic

C':) firetide
Rellable conmectiity ampubere
UGNV Maintenance | Monitor

System | IP | Wireless

- VAP List VAP Configurations - ( firetide )

‘ Basic Configuration
Wireless
DI ss1D firetide

> Security - -
SSID Supress © enable @ disable

» Advanced
Multicast Rate 1 Mbps

DTIM (Data Beacen Rate) |1 (1-255)
Transmit Power 20 (12-20)
RTS/CTS Threshold 2345 (84-2346 bytes)
Fragmentation Threshold | 2345 (256-2346 bytes)

CANCEL APPLY.

Enter the settings:
- SSID. Change the name “firetide” to a descriptive name.
- SSID suppress
- Multicast rate
- DTIM(data beaconrate)
- Transmit power
- RTC/CTS threshold
- Fragmentation threshold
Click Apply.
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4. Click IP/DHCP.
a. EnterthelPaddress and subnet mask.
b.  (Optional) Enable DHCPand enterthe required information.

@)fn-etlde
Retatte conmecriity amputere
[CUUNIEN M maintenance | Monitor

VAP Configurations - ( firetide )

1P Configruation

1P Address
IP Subnet Mask

DHCP Server Configuration

Enable =]

Renewal Time 0 ((0-86400 secon ds)
1P Range

Start IP Address 0.0.0.0

End 1P Address 0.0.0.0

Default Router 0.0.0.0

Use Default DNS Server [

Primary DNS Server 0.0.0.0

Secondary DNS Server | 0.0.0.0

CANCEL || APPLY

5. ClickApply.

Adding a VAP group

AVAPgroupisalogicalgroupof users. Youcanassigna VAPgrouptoaparticular
radio.

Thesystemrecordsthetype of VAP:
Standaloneclient

Wireless Distribution (WDS) Client
WDS Server

ToaddaVAPgroup:

1. Goto Configuration > VAP
Click Add (in the bottom right corner of the window).

Enteraname for the VAP, select the VAP type (Standalone Client, WDS Client,
or WDS Server), and select radio 1 or 2.

4. Click Applyinthe Add VAP dialog box.

AP st VAP List ADD VAP 5
. Basic
+ Advanced ZEE  vaeneme VAP Type
) firetide VAP Type | Standalone Clieni v 1 Standalone Client | Enable]
Radio Radio 1[+]

CANCEL | | APPLY

CANCEL ADD DELETE | ApRLY
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Configuring security for a wireless LAN

5.

ToconfiguresecurityforaVAP:

Fromthe Configuration tab, click VAP > Basic > Security
Enable encryption.

@ firetide
Reliable connectivity amywhere
[LUUVIMEL UM Maintenance | Monitor
System | IP { Wireless SNMP
. VAP List VAP Configurations - ( firetide )
« Basic

Security Configuration
» Wireless

# IP/DHCP ) i
» Security Encryption Settings © enable @ disable
+ Advanced Authentication

Cipher
Key Input Type
Key Input Options

CARCEL APPLY.

Fromthe Authentication drop-down list, select the authentication type.

Dependingonyourselection, theinterface options change.
Enter or confirm the cipher, key input type, and key options.

VAP Configurations - ( firetide )

Security Configuration

Encryption Settings @ enable () disable

Authentication Open

Cipher wer=]

Key Input Type ASCIL [=]

® s[=]

Key Options C s[+]
SEl
EEY

Click Apply.
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Configuring the radios

By default, Radio 1is 11ng,and Radio 2 is 11na.
Toconfigurearadio:

1. GotoConfiguration>Wireless

@jiretide“

Lable connectivity ampwhare

Configuration Maintenance Monitor Locour

System | IP VAP | SNMP

Radio Configuration

Configu

= Advanced

Radio 1 | Radio 2

Wireless Mode
Channel
Data Rate

Country Code

802.11b/g/n(20MHz) []
1

Auo [¥]

United States(840)

Auto Channel Selection @ enable O disable

TPC State

Transmission Power

Beacon Interval
Concurrent Client Limit

Airtime Fairness

@ enable  © disable

20 (12 - 20 dBm)

100 (100-500ms)
64 (1-64)

@ enable  © disable

CANCEL APFLY

2. Changetheradiosettings foryourapplication.

Basicwireless settings include: wireless mode, channel, datarate, auto
channelselection, TPCstate, transmission power, beaconinterval,
concurrentclientlimit, and airtime fairness.

3. ClickApply.
For MIMO applications, click Advanced.
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Setting the time

Youcan pointto atime reference so that the access point keeps time. The access
point canbe an NTP client. By default this feature is disabled.

@)mfiretide

abte conmectivity ampwhere

Maintenance | Monitor

1P | Wireless

Configuration

VAP | SNMP

~ Basic

Time Configuration
> General

i Current Time Sat Jan 01 02:24:50 UTC 2000
> Country Code NTP Client Denable @ disable
: Advanced Time Zone USA-Pacific

Hostname/IP Address

CANCEL APPLY.

Tosetthetime:

1. Goto Configuration > System >Basic>Time
2. Selectenable NTPClient.
3. Selectyourtimezone.
4, Enteratimereferenceserveraddress:

- time.windows.com

- time.nist.org

- Anothervalidtimereference server
5. ClickApply.

Setting a name and location for the access point

Youcansetameaningful, descriptive name and location for the access point.

e
Maintenance | Monitor

1P | Wireless | VAP | SNMP

~ Basic General Configuration
= General

» Time AP Name AP -1333
» Country Code AP Location
= Advanced

CANCEL APPLY.

Tosetanameand location:

1. Open a browser.
2. EntertheIPaddress of the access point.
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Loginto the access point.

Entera meaningful name for the access point.
Enter the location.

Click Apply.

ISR

Configuring VLAN tagging

By default, VLAN managementis disabled. You canenteravalue between 2 and
4094.

Ofiretide

1P | Wireless

VAP | SNMP

» VLAN Management VLAN (2-4052)

CANCEL APPLY

To configure a VLAN:

1. OntheConfigurationtab, click Advanced >VLAN.
2. SelectEnable.

3. EnterthemanagementVLANtagvalue.

4. ClickApply.

Enabling IGMP
By default, IGMP snooping s disabled. You can configure IGMP snooping.

Ofiretide

IP | Wireless | VAP | SNMP

IGMP Configuration

» Proxy ARP Enable
» VLAN IGMP Snooping Timeout t [0 (5-15 Minutes)

CARCEL APPLY.

ToenableIGMPsnooping:

1. OntheConfigurationtab, click Advanced>IGMP
2. CheckEnable.

3. Enteratimeoutvalue (between5and 15 minutes).
4. ClickApply.
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Enabling proxy ARP
By default, proxy ARPis disabled.

@firetide‘

To enable proxy ARP:

1. Onthe Configuration tab, click Advanced.
2. Click Enable.

3. ClickApply.

Advanced settings

Advanced settings arethose features thatapply in special environments:

Environments thatuse SNMP for monitoring.

Web services, suchas captive portal.
Internaland/orexternal authentication

Special security ornetwork settings, suchas portforwarding

SNMP

Simple Network Management Protocol (SNMP) is used to monitor network-
attached devices for conditions that need administrative attention. Native SNMP
onHotPointaccess points lets you:

Monitor critical events, such as radar detection.

Remotely manageand configure the device.

Configure traps to collect specific important messages.

By default SNMPis disabled.

SNMP parameters

SNMPparameters forHotPointaccess pointsinclude:
SNMP Agent. You enable the SNMP Agent on a HotPoint access point to be
able to collect SNMP data from this device.
SNMPVersion.SNMPversion cannot be configured fromthe web interface.

Agent Port. The agent portis the UDP port on which the SNMP agent runs.
The default SNMP portis 161, but the port can be changed.

300



301

Configuration with the web interface

TrapIPSettings. You can seta maximum of fourtrap locations. Atrapisan
IPv4 address and port.

TheHotPointaccess pointwill send periodical traps to these IPAddresses.
Trapscanbelabelsormessages suchas, APUP/DOWN, clientassociationor
disassociation,andsoon.

Configuring SNMP with the web interface

Toconfigurethe SNMPagent:

1.

Onthe Configuration tab, click SNMP.
By defaultthe SNMPagent configuration appears.
Select Enable.

SNMP Agent ® cnable disable

Click Apply.

Click Config to change the agent port and to set up to four trap locations.
EnterIPv4 addressesandthe port number.

©firctide

SNMP Configuration

Agent Port [ 161
Trap11p:
Trap2 IP: Po

Trap4 IP: Po

Click Apply.

Configuring the network monitor server

If you want to manage HotPoint access points from HotView Prowithout logging
into the access points:

1.
2.

LogintoHotView Pro.

Set up the network monitor server. For the network monitor server
procedures, see the HotViewProReference Manual.

Log out of HotView Pro.

Followthe steps inthis section to point the access points to the network
monitor server.
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Afterthe configurationis complete, in HotView Proyou can see statistics from
the access points without havingto loginto themindividually. The access points
managed through the network monitor serverappearinatable onthe Managed
Access Points tabinthe Standalone AP Configuration window.

Toset the network monitor settings on the HotPoint access point:

1. FromtheConfigurationtab, click IP>Network
2. EnterthelPaddress, port,and password of the network monitor server.

@Iiretide‘

connectivity amywhere”

AUPMEN  Maintenance | Monitor

System } Wireless | VAP | SNMP

B Network Monitor Configuration
~ Network

+ Monitor 1P Address 192.168.224.110
Configuration Port 23456

........

3. ClickApply.

Captive portal and guest portal configuration
By default a portal is not enabled (none). You can configure a guest portal or
captive portal.

Aguestportal lets you configureahome page URLand atimeout. Guests canlog
inagain after their sessiontimes out.

A captive portal lets you provision users for local authentication and walled
gardens. The nexttable summarizes the HotSpot features of each portal type.

Feature Guest Captive
Redirect URL — remote or custom
URL Preview Yes Yes
Home page URL Yes Yes
Guest session timeout Yes No
Authentication type — Local, external, both
RADIUS IPaddress — Yes, |Pv4format
RADIUS port — Yes, 1109999
RADIUS accounting port — Yes, 1109999
RADIUS secretkey — Yes
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Feature

Guest

Captive

RADIUS timeout

1to5seconds. The
defaultvalueis3
seconds.

RADIUS retry count

1to5times. The
defaultvalueis 4.

Backup RADIUS

Yes

Backup RADIUSIPaddress

Yes, |Pv4format

RADIUS port

Yes, 1109999

RADIUS accounting port

Yes, 1109999

RADIUS secretkey

Yes

Table 37
Toconfigureacaptiveportal:

1. Fromthe Configuration tab, go to VAP > Advanced > Hotspot

2. FromtheHotspottab ofthe Hotspot Configurationworkspace, selectthe
portal type: captive.

The configuration window changes.

3. Entertheconfigurationsettings.
- Redirecttype: customorremote
- HomepageURL
- Authentication type
- RADIUS information
- Backup RADIUS information

@firetide’

ST VAP Configurations - ( firetide )

Hotspot Configuration

» ACL Portal Type Captivelv]
Redirect URL Defaulf~]

URL Preview PREVIEW

Home Page URL
Authentication Type Both [v]

RADIUS IP Address 0.0.0.0

RADIUS Port 1812 (1-9999)
RADIUS Accounting Port 1813 (1-9999)
RADIUS Secret Key

RADIUS Timeout 3 (1-5 Seconds)
RADIUS Retry Count 4 (1-5)
Enable Backup RADIUS i

Backup RADIUS IP Address 0.0.0.0

Backup RADIUS Port 1812 (1-9999)
Backup RADIUS Accounting Port | 1813 (1-8999)
Backup RADIUS Secret Key

CANCEL | APPLY

4. ClickApply.
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5. Make surethatyou set other RADIUS settings that might be required for your
deployment, such as the WISPr ID and location. See “Configuring WISPr” on

page 307.

Configuring a walled garden

Toconfigureawalledgarden:
1. Fromthe Configuration tab, go to VAP > Advanced > Hotspot
2. ClickwalledGarden Domain.

VAP Configurations - ( firetide )

Hotspot Configuration

CANCEL | APPLY

3. Enterthewalled gardendomain by IPaddress or by domain name.
4. ClickApply.

Provisioning users for authentication

To provisiona user for authentication, which can be internal, external, or both:

1. Fromthe Configuration tab, click VAP >Advanced > Hotspot
Click the User Provisioning tab and then Add.
Enter the user name, password, maximum number of sessions, and expiry
type.

@firetide‘

VAP List VAP Configurations - ( firetide )

Hotspot Configuration
- Advance d

> Network

» Port Range. Hotspot Domain | User

> Rate Limit

> WISPr
> Hotspat User Provisioning

(1-84)

CANCEL | | APPLY

CANCEL - APPLY

4. ClickApply.
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Configuring an access control list

Youcan movewireless clients that are already connected fromthe Available

Wireless Clientslistintoadenyorallow ACLentry.

Youcanalso configure an ACLwhile wireless clients are not connected to the

system.
To configure an ACL:

1. Onthe Configurationtab, click VAP > Advanced > ACL
2. Selectthe list: allow or deny.

. vapList VAP Configurations - ( firetide )

MAC Authentication
* Network Treat ACL as © Allow @ Deny

Tl Selected Wireless Clients DELETE ) (_ADD. Available Wireless Clients

- [ eee— |

MOVE

CANCEL | APPLY

3. Enterthe MACaddressintheSelected Wireless Clients table, and then click

Add.

. VAP List VAP Configurations - ( firetide )
i MAC Authentication
- Advanced
» Network Treat ACL as © Allow Deny
Port Rang!
e Selected Wireless Clients DELETE ) ((ADD. Available Wireless Clients
» ACL MAC Address | W [ MAC Address
i R ——
&]

00-21-cc-cf-85-af

Thesystemadds the MACentrytotheend of the selected wireless clients list.

4. ClickApply.

Deleting an access control list entry

YoucandeleteaMACentryinanACL.
TodeleteanACLentry:

1. Onthe Configurationtab, click VAP > Advanced > ACL
2. Selectthe ACL entry that youwant to delete.
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3.
4.

@>f iretider

VAP Configurations - ( firetide )
MAC Authentication

Treat ACL as ® Allow Deny

Selected Wireless Clients

DELETE | [ ADD. Available Wireless Clients

B Twncsares R B e ]
Click Delete.
Click Apply.

Configuring port forwarding

Whenyousetup portforwarding, you should follow this task sequence:

1.

(Optional) Configure DHCP. DHCP lets the system auto-populate partial IP
addresses.

Enable and configure NAT.
Configure port forwarding.

Ensure thatapplications thatuse the same protocol, such as TCP, UDP, or
both, do not have overlapping ports assigned to them.

To configure port forwarding for specific applications:

1.

2.

(Optional) Configure DHCP.
a. Fromthe Configuration tab, click VAP > Basic > IP/DHCP
b.  Select Enable.

c.  EnterthelPrange,defaultrouterIPaddress, primaryandsecondary
DNSserverlIPaddresses.

d.  ClickApply.
Fromthe Configuration tab, click VAP > Advanced > Network

a.
b.
C

Select gateway feature and then NAT state.
Enterthe NAT IPaddress, whichis the IP address of the access point.
Click Apply.

3. Fromthe Configuration tab, click VAP > Advanced > Port Range

a.
b.
C

Select an empty entry.
Select Enable.

Enter a meaningful name for the entry, the start port, the end port,
protocol.

EntertheIPaddress (if DHCPis not enabled) or add the missing part
of the IP address.
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@ firetide
Reliable connectivity anywhere
IR Maintenance | Monitor
System | IP | Wireless
# VAP List Port Range List
+ Basic -
> Network ® outlook 80 8080 TP [v] 152.168.224.12 Wl
PR . o o Both v | 152.168.224. |
» Rate Limit -
e affice 82 8282 uop [v] 192.168.224.14 ]
» WISPr o) ] [ Both| v 192.168.224. O
» Hotspot > 0 0 Both[v] 152.168.224. O
[ [ Both[v | 152.168.224. O
0 0 Both[v] 152.168.224. O
[ [ Both[v | 152.168.224. O
0 0 Both[v] 152.168.224. O
[ [ Both[v | 152.168.224. O
0 0 Both[v] 152.168.224. O
[ [ Both[v | 152.168.224. O
0 0 Both[v] 152.168.224. O
[ [ Both[v | 152.168.224. O
[] [} Both[v] 192,168,224, O
o [ Both[v] 152.168.224. )
canceL | ApRLY

e.  Click Apply.

Configuring a client rate limit

Toconfigure aclientrate limit:

1. Fromthe Configuration tab, click VAP > Advanced > Rate Limit
2. Enterthesettings for the type of limit you want to configure:
- Forauserrate limit, enable the limit, and then enter a rate with unit of
measure (Kbps orMbps). Thevalid range is from 64 Kbps to 5 Mbps.
- ForaVAPrate limit, enable the limit, and then enter a rate with unit of
measure (Kbps orMbps). Thevalid range is from 64 Kbps to 5 Mbps.

@firetide‘

Retiable connectivity anywhere-

Configuration Maintenance Monitor

System | IP | Wireless

. VAP List VAP Configurations - (firetide )
e
i User Rate Limit
« Advance d
ChEna User Rate Limiting ) enable  © disable
» Port R
e User Rate Limit [ Kbps| - (64 Kbps - 5 Mbps)
> Rate Limit
» ACL
» WISPr VAP Rate Limit
» Hotspot
VAP Rate Limiting enable  © disable
VAP Rate Limit o Kbps| - |(64 Kbps - 5 Mbps)
CANCEL & APRLY

3. ClickApply.
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Configuring WISPr

Toconfigure the WISPr location and name for RADIUS authentication:

1. FromtheConfigurationtab, click VAP > Advanced > WISPr
2. Enterthe WISPr location ID and name. Each entry can be up to 64 characters

inlength.

Ofiretide

[EUIVNELENE  Maintenance | Monitor

. VAP List VAP Configurations - ( firetide )
RADIUS WISPr Configuration

WISPr Location Id
WISPr Location Name

Network operator's Locatio(64 chrs)

Network operstor’s Wireled(84 chrs)

CANCEL

APPLY

3. ClickApply.

Maintenancetasks

Thewebinterfaceis awaytodoafirmware upgrade, resetor reboot the access

point, and return aaccess point to a factory new state.

Resetting the access point to the factory default settings

f Caution! When an access pointis reset, all configuration information is

erased except USA country codeif setto 840 or 842.

You can reset the access point with the reset button or with software in the web

interface.

Gfiretide

Configuration

Maintenance [EELURGH

+ Reboot/Reset

Reboot/Reset HotPoint

Reset/Reboot @ reboot ) reset

Toresetthe access pointwith the webinterface:

oooooo

1. Go to Maintenance > Reboot/Reset

2. Select reset.
3. ClickApply.
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Rebooting the access point

Torebootanaccess point:
1. Go to Maintenance > Reboot/Reset

@firetide*

Beliable connectivity amymhere

Maintenance [EEUTTHGH

Configuration

I + Reboot/Reset Reboot/Reset HotPoint

Reset/Reboot ©® reboot () reset

I APPLY

2. Select reboot.
3. ClickApply.

Upgrading firmware

Youcanviewthe firmware versionfromthe Upgradewindow. If necessaryyou
can download different firmware from www.firetide.com.

To upgrade firmware:
1. Go to Maintenance > Upgrade

Upgrade

Current build version 5.54(N).0.0_1607

Select upgrade file No file selected.

2. Download different firmware from www.firetide.com.
3. Click Browse and navigate to where you saved the firmware file.

4. ClickApply.
The access point automatically reboots.


http://www.firetide.com/
http://www.firetide.com/
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Monitoring tasks

Thewebinterfaceisawaytoviewvirtual access point status, summaries,
statistics,andprovisioned users.

Viewing the virtual access point list

The VAPlist has this information:

Selection button, which lets you delete a VAP
VAP Name

IPaddress, whichis an IPv4 address

Net mask

Radio number, whichis Radio 1 orRadio 2
VAPtype, whichis standalone client or WDS
Status, whichis Enable or Disable

@firetide‘

VAP List

» Advanced VAP Name - | VAP IfName - | IP Address - | Net Mask - | Radio - | VAP Type
- - ° firatide 0 0.0.0.0 0.0.0.0 1 Standalone Client | Enablelv]

ADD DELETE APPLY

Onthe Configuration tab, click VAP.

Viewingasummary

The configuration summary contains this information:

Name
Serial number
Ethernet MAC address
Radio 1 MAC address
Radio 2 MAC address
Country code
Current time
Uptime, how long the access pointhas run
Firmware version
IPconfigurationinformation
- IPaddress (required)
- Subnet mask (required)
- Defaultgateway (if configured)
- DHCPclientstatus (enabled or disabled)
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connectivity ampwhere:

Configuration Maintenance

+ Statistics
» Station Statistics
> RADAR Status

+ Summary

HotPoint Information

HotPoint Name

Serial

Ethernet MAC Address
Radio 1 MAC Address
Radio 2 MAC Address
Country / Region
Current Time
HotPoint Uptime
Firmware Version

Configuration with the web interface

[

AP - 1333

WOD011134501333
00:18:C2:80:25:35
00:1B:B1:EAIES:2A
00:18:B1:EA:EQ:0F

United States(840)

Sat Jan 01 02:36:26 UTC 2000
0days, 2hours, 36minutes, 27seconds
5.54(N).0.0_1607

Current IP Configuration

1P Address. 192.168.224.160
Subnet Mask 255.255.255.0
Default Gateway

DHCP Client Disabled

REFRESH

OntheMonitortab, clickSummary.

Viewing traffic statistics

HotPointtraffic statisticsinclude:

Interface fromwhichthetrafficcomes
Input bytes

Number of input packets

Number of receive errors

Output bytes

Number of output packets

Number of transmit errors

@)firetide‘

Retiable connectivity amywbere

LoGouT

Configuration || Maintenance

B LT Hotpoint Statistics

= Station Statistics

P
» Summary Wired 1165310 6801 o 1137464 4458 o

‘Wireless Radio 1 4234967296 4294967296 o 42354573414 4294367313 3852

Wireless Radio2 0 o o o o o

firatide o o o 6118 23 o

REFRESH

Toaccess traffic statistics, go to the Monitor tab. HotPoint statistics are on the
main page of the Monitor section.
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Viewing station statistics for a WDS

Station statistics include:

Station ID
VAP name
VAPSSID
MAC address
RSSI
IPaddress

@)firetide‘

Retiable connectivity amywbere-

Configuration Maintenance Logout

» Statistics Hotpoint Station Statistics @ ”
» Station Statistics B

» RADAR Status Station ID - | VAP Name - | VAP SSID - | MAC Address - | RSSI: | Ip Address
ftcorp 42

= Summary 770 FiretideBGN EC:iS5:F9:BFi99:T1 - 0.0.0.0

815 FiretideBGN fecorp -a6 0.0.0.0
827 FiretideBGN ftcorp -66 0.0.0.0
37 FiretideBGN fecorp 1Ci99:4Ci6B:FR138 54 0.0.0.0
845 FiretideBGN ftcorp 38:59:F3E6:26:95 | 64 0.0.0.0
848 FiretideAn fecorps 8C:3A:E3:47:69:48 <50 0.0.0.0
70 FiretideAN ftcorS AD:ES:B4:08:EEISC | <58 0.0.0.0
ssa FiretideBGN fecorp A4:D1:DZ:0AI6E01 <56 0.0.0.0
887 FiretideBGN ftcorp 08:11:96:F6:59:DC | -38 0.0.0.0
80 FiretideBGN fecorp 0s:ED:BsiAR2RiEE <62 0.0.0.0 v

REFRESH

Toview station statistics fromthe Monitortab, click Station Statistics.

Viewing radar status

Toviewradarstatus,fromthe Monitortab, click RadarStatus.

@jiretide"

Jable connectivity ampwhare

Configuration Maintenance LoGout

« Statistics HotPoint RADAR Status

+ Station Statistics

+ RADAR Status Radio 1 Undetected

Radio 2 Undetected
» Summary

REFRESH

Viewing provisioned users

Provisioned users are configured whenyou set up a captive portal with
authentication services. Youcanviewthe entriesinatable. Fromthe table you
canadd, edit, or delete user entries.
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Gfiretide

configuration [T

System | IP | Wireless

VAP Configurations - ( firetide )

Hotspot Configuration
Hotspot walledGarden Domain User Provisioning
® user2763 s L

user9511 s 1

ADD EDIT DELETE

CANCEL | APPLY

Toviewthe provisioned userstable:

Configuration with the web interface

1. Fromthe Configuration tab, click VAP>Advanced > Hotspot

2. Click User Provisioning.
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Worldwide default radio assignments

HotPort devices operate in low-power, short-range mode until you set the
country code. Whenyousetthe country code, the device uses the correct default
radio settings.

Thenexttablelists by country, the country code, wireless mode, channel, and
transmit power (in dBm).

Country Code Wireless mode Channel pouz:‘?:gtm)
Australia 36 A(5.25t05.35GHz OFDM) 60 17
Austria 40 A(5.15t05.25 GHz OFDM) 40 15
Belgium 56 A(5.15t05.25 GHz OFDM) 40 17
Canada 124 A(5.25t05.35GHz OFDM) 60 17
Denmark 208 A(5.15t05.25 GHz OFDM) 40 17
Finland 246 A(5.15t05.25GHz OFDM) 40 17
France 250 A(5.15t05.25 GHz OFDM) 40 17
France? 255 A(5.15t05.25GHz OFDM) 40 17
Germany 276 A(5.15t05.25 GHz OFDM) 40 17
Greece 300 G (2.4 GHz OFDM) 7 16
HongKongS.A.R. A(5.25t05.35GHz OFDM) 60 17
India 356 G (2.4 GHz OFDM) 7 16
Ireland 372 A(5.15t05.25GHz OFDM) 40 17
Italy 380 A(5.15t05.25 GHz OFDM) 40 17
Japan 392 A(5.15t05.25GHz OFDM) 42 17
Luxembourg 447 A(5.15t05.25 GHzOFDM) 40 17
Malaysia 458 G(2.4GHzOFDM) 7 16
Netherlands 528 A(5.15t05.25 GHz OFDM) 40 17
New Zealand 554 A(5.25t05.35GHz OFDM) 60 17
Norway 578 A(5.15t05.25 GHzOFDM) 40 17

A-l




Transmit

Country Code Wireless mode Channel power (dBm)
People’s Republic of 156 A(5.725t05.850GHz OFDM) 157 17
China
Portugal 620 A(5.15t05.25 GHz OFDM) 40 17
Singapore 702 A(5.725t05.850GHz OFDM) 149 17
SouthKorea 410 A(5.725t05.850GHz OFDM) 157 17
SouthKorea 411 A(5.725t05.850GHz OFDM) 157 17
Spain 724 A(5.15t05.25GHz OFDM) 40 17
Sweden 752 A(5.15t05.25 GHz OFDM) 40 17
Taiwan 158 A(5.725t05.850GHz OFDM) 149 17
United Kingdom 826 A(5.15t05.25 GHz OFDM) 40 17
United States 840
United States Public 842

Safety
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